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NpeaucnoBue

Llenn v npuHumnel ctaHaapTusaumm B Poccuiickon ®eaepaunn ycraHoBneHbl deaepanbHbIM 3aKOHOM OT
27 pekabps 2002 r. Ne 184-03 «O TeXHWYECKOM perynupoBaHUM», a npasBuna MpUMEHEHMST HaLMOHANbHbIX
craHgaptoB Poccuiickon ®epepaumm - TOCT P 1.0-2004 «CrtaHpaptusauns B Poccuiickon dPepepaunu.
OCHOBHbIE MOMNOXEHUA»

CBegeHusi 0 cTaHpapTe

1 NOAIrOTOBJIEH ®epepanbHbiM  rocygapCTBEHHbIM — yupexaeHnem  «[oCcyaapCTBEHHbIA  Hay4HO-
uccneaoBaTenbCkuidi UCNblTaTeNbHbIN MHCTUTYT Mpobnem TexHWYeckon 3awutbl MHpopMauum degepanbHoi
cnyx06bl N0 TEXHNYECKOMY W SKCNOPTHOMY KOHTponto» (PIryY «THUUN MT3N dCTIK Poccumy»)

2 BHECEH YnpaBneHneM TEXHWYECKOro perynmpoBaHus U ctaHgaptudaummn ®egepanbHOro areHTcTea no
TEXHUYECKOMY PEryNMPOBaHUIO 1 METPOSOTNA

3 YTBEPXXOEH W BBEOEH B IENCTBUE MMpukasom denepansHOro areHTCTBa No TEXHUYECKOMY pery-
nMpoBaHuio 1 meTpororum ot 29 gekabps 2005 r. Ne447-ct

4 HacTtoswwmi cTaHgapT WAeHTUYeH MexayHapogHomy cTtaHgapty MCO/M3K 17799:2000 «WHdopma-
LUMOHHaa TexHonorusi. [lMpakTudeckue npaswuna ynpasneHuss uHdopmaumoHHon 6e3onacHocTbio» (ISO/IEC
17799:2000 «Information technology. Code of practice for security management»)

5 BBEJEH BIEPBbIE

UHgpopmauyusi 06 usmeHeHusix K Hacmosiujemy cmaHOapmy nybnukyemcsi 8 exe2o00HO u3dagaeMoM
UHGQOPMaUUOHHOM yka3amerie «HauyuoHarnbHbie cmaHOapmbi», @ MeKcm U3MEHEHUU U ornpasokK - 8 exeMme-
CsIYHO u30asaeMbix UHGOPMaUUOHHbLIX ykasamessx «HauyuoHanbHbie cmaHOapmebi». B criydae nepecmompa
(3ameHbI) unu ommeHbl Hacmosiweao cmaHdapma coomeemcmeyroujee ygedomeHue bydem orybrukosaHo 8
exemecsiyHO uzdasaeMoM UHGOPpMayUOHHOM yKka3amere «HauuoHanbHble cmaHdapmbly. Coomeemcemeyrouwiast
UHhopmayusi, ysedomriieHUe U MeKCmbl pasMewarmecs makxe 6 UHGOPMaUyuoHHOU cucmeme obuwezo
rnonb308aHus - Ha ogpuyuanbHoMm calime ®edepasibHO20 azeHmcmea o MexXHU4YeCKOMy pe2yriupo8aHuro U
mMemporsioauu 8 cemu IHmepHem
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Hactoswmin ctraHaapT He MoXeT GbiTb MOMHOCTBI0 UMM YacTUYHO BOCMPOU3BedEH, TUPaXUpoBaH U pac-
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BBegeHue

Yto Takoe nHdopmaumoHHas 6e3onacHoOCTb?

WHdopmaumsa — aTo akTuB, KOTOpbIA, NOAOGHO ApYrMM akTuBam OopraHv3auuu, UMeeT LEHHOCTb U, cre-
JoBaTenbHO, OOIMKeH ObiTb 3aluuuieH Hagnexawmm obpasom. WHdopMaumoHHas 6Ges3onacHOCTb 3alumuiaeT
MHdOPMaUMo OT LUMPOKOro Avanas3oHa yrpo3 C Lenbio obecnevyeHns yBepeHHOCTU B HEMpPEpPbIBHOCTU Gu3Heca,
MUHMMU3aLMK yulepba, NnonyYyeHust MakCuManbHOW OTAauM OT MHBECTULMIA, a Takke peanu3auuu noTeHuuanb-
HbIX BO3MOXHOCTel GusHeca.

MHpopmaLmsa MoxeT cyLuecTBOBaTh B pasnuyHbix dopmax. OHa MoxeT 6biTb HaneyataHa unm HanucaHa
Ha Gymare, XpaHuUTbLCA B 3MNEKTPOHHOM BuAe, nepefaBaTbCsl MO MOYTE UM C UCMOMb30BAHUEM SNEKTPOHHbLIX
CpPeacTB CBA3W, AEMOHCTPMPOBATLCH Ha MMeHKe unun ObiTb BbipaXkeHa yCTHO. be3oTHocuTenbHO hopMbl Bbipa-
XEeHNst MHopmaumKn, CPeacTB ee pacnpoCTpaHeHWs UMM XpaHeHWs OHa [AOrmkHa Bcerga ObiTb afgeKkBaTHO
3awmiLeHa.

WHdopmaLmoHHas 6e30MacHOCTb — MEXaHu3M 3aluThbl, 06ecneymBatoLLii:

- KOHUOEHUMANBHOCTL: AOCTYN K MHOPMaLMK TOMNbKO aBTOPU30BaHHLIX NONb30BaTeENeN;

- LLeNOoCTHOCTb: JOCTOBEPHOCTb M MOMHOTY UHGOPMaLMM U MeToAoB ee 06paboTky;

- JOCTYNHOCTb: JOCTYN K MHOpPMaLMK 1 CBSI3aHHBIM C HEM aKTMBaM aBTOPU30BaHHLIX MoNb3oBaTenel no
Mepe HeobxoanmMocTu.

WHdopmaumoHHast 6e3onacHOCTb JOCTUraeTcst NyTeM peanusaumv COOTBETCTBYIOLLENO KOMMeKca
MeponpuaATUA MO ynpasneHnto MHOPMaLMOHHON 6e30MacHOCTbLIO, KOTOpble MOryT ObiTb NpeacTaBreHbl Nonu-
TMKaMu, MeTogamu, npoueaypamu, OpraHM3aumoHHBIMW CTPYKTYpaMn U PYHKUMSMU NporpamMmmHoro obecneve-
HUA. YKasaHHble Meponpuatus OOMmkHbl obecneunTb OOCTUXKEeHue uenen MHgpopMauuoHHon GesonacHocTu
opraHmsauum.

Heo6xoaumocTtb nHopMaumMoHHOM 6e3onacHOCTH

WHopmaumsa, nogaepxusatowmne ee npouecchl, MHHPOPMaLUMOHHbBIE CUCTEMbI U CeTeBasi MHAppacTpyKTypa
ABMSAIOTCA CYLIECTBEHHbIMW aKTuBamu opraHusauun. KoHdwuaeHUmManbHOCTb, LIENOCTHOCTb WM AOCTYMHOCTb
MHdOpMaUUM MOryT CyLLeCTBEHHO crnocobcTBoBaTb 0OOECNeYEHN0 KOHKYPEHTOCNOCOBHOCTHN, NUKBMOHOCTY,
[OXO0OHOCTUN, COOTBETCTBUSI 3aKOHOAATENBCTBY M AENOBOM penyTaLmmn opraHusauuu.

OpraHusaumm, ux MHOPMaLIMOHHBIE CUCTEMbI M CETU BCE Yallle CTankMBaKTCS C PasfNYHbIMU yrpo3amu
6e30nacHOCTM, TakMMK KaK KOMMbIOTEPHOE MOLLUEHHWYECTBO, LUMMOHAX, BPeaUTENbCTBO, BaHAanM3M, noxapbl
UNN HaBoAHeHUs. Takme UCTOYHMKK yuiep6a, kak KOMMbIOTEPHbIE BUPYChI, KOMMbIOTEPHbLIVA B3ITOM M aTaku Tuna
oTKasa B 0OCnyXuBaHWM, CTaHOBATCA Gonee pacnpocTpaHeHHbIMK, Gonee arpeccuBHbiMM UM Bce Gonee uM30-
LLPEHHBIMW.

3aBNCMMOCTb OT MHOPMALIMOHHBLIX CUCTEM M YCMyr O3Ha4aeT, YTO OpraHu3auun CTaHoBSATCA Bce HGonee
YS13BUMbIMU MO OTHOLLEHMIO K yrpo3am 6e3onacHocTu. BaanmopeicTBrne ceTe obLiero nofb3oBaHUs M YacTHbIX
ceTel, a Takke COBMECTHOE WCMONb30BaHNE MHOPMALMOHHBIX PECYPCOB 3aTpyaHSsIET ynpaBreHne JOCTYNOM K
MHpopMauun. TeHOeHUMs K UCMONMb30BaHWIO pacnpeaeneHHon o6paboTku gaHHbIX ocnabnseT addeKTUBHOCTb
LeHTPan1M30BaHHOrO KOHTPONS.

Mpn NpoekTUpoBaHUN MHOTUX UHMOPMALMOHHBLIX CUCTEM BOMPOCLI 6E30MacHOCTM He yuuTbiBanuch, Ypo-
BeHb 6€30MacHOCTU, KOTOPbLIN MOXET OblTb AOCTUTHYT TEXHUYECKMMU CPEACTBAMMU, UMEET PSif, OrPaHUYEHUn u,
crnepoBaTenbHO, AOIMKEH COMPOBOXAATLCS HaAMeXallMMn opraHM3aumMoHHbIMM Mepamn. Bbibop Heobxoanmblix
MEeponpuATUA NO YNpaBreHWIo WHGOPMaLMOHHON 6e30nacHOCTbi0 TpebyeT TwaTenbHOro MNIaHMpoBaHUS WU
BHMMaHUSA K geTansam.

YnpaBneHne UHPOpPMaLMOHHON 6e30MacHOCTbIO HyXKAaeTcsl, Kak MUHUMYM, B Y4aCcTUN BCEX COTPYAHWUKOB
opraHusauun. Takke MoxeT noTpeboBaTbCa ydacTMe MOCTAaBLUMKOB, KIMEHTOB MMM akumMoHepoB. Kpome Toro,
MOryT NOTPebOBaTLCA KOHCYNbTALMKN CMELManUCTOB CTOPOHHNX OpraHn3auni.

MeponpuaTtna no ynpaeneHuio B obnactu uMHOopMauuoHHon 6Ge3onacHocTn obowayTcs 3Ha4YMTenbHO
JeLlleBne n okaxyTcst 6bonee acpdekTMBHbIMK, ecnn ByayT BKNOYEHbI B cneumdurkaumio TpeboBaHuin Ha ctagun
NPOEKTUPOBAHMS CUCTEMBI.

Kak onpegenuTb Tpe6oBaHus K MHOPMaLMOHHOM Ge30nacHOCTH

OpraHusauusa gormkHa onpegenutb cBou TpeboBaHust K MHAOPMAaLMOHHONW 6e30nacHOCTM C y4eToM cre-
Ayowmx Tpex hakTopos.

BO-ﬂepBbIX, OLlEeHKa pucKoB opraHusauun. nOCpeJJ,CTBOM OLleHKM PUCKOB MpoucxoauT BbldABIEeHUE yrpos
akKTnBam opraHusaummn, oueHka ya3BMMOCTU COOTBETCTBYHOLLNX aKTUBOB U BEPOATHOCTU BO3HUKHOBEHUA Yrpos, a
TaKkXKe oueHKa BO3MOXXHbIX I'IOCJ'Ie,D,CTBI/II7I.
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Bo-BTOpbIX, lOpuanyeckue, 3akoHoOaTENbHbIE, PErynupyroliMe W LOroBOpHble TpeboBaHWUsi, KOTOPbIM
[OOIMKHbI YOOBMETBOPATbL OpraHM3aLuns, ee TOproBble NapTHEPb!, NOAPSAYMKA U MOCTaBLUMKA YCIYT.

B-TpeTbux, cneumdmyecknii Habop NpuMHUMNOB, Lenen n TpeboBaHui, pa3paboTaHHbIX opraHu3auven B
OTHOLLEHNM 06paboTkn nHdopmaunm,

OueHka puckoB MH(opMaLMOHHOM 6e3onacHOCTH

TpeboBaHua K MHOPMaLUOHHON ©e30MacHOCTU ONPedEenstoTCa C NMOMOLLBID CUCTEMATUYECKOW OLIEHKM
puckoB. PelueHus o pacxogax Ha MeponpusaTvs Mo ynpasneHWio MHAOPMaUMOHHOW 6e30NacHOCTLIO AOMKHbI
NPUHMMAaTBCS, UCXOAs M3 BO3MOXHOro yuiepba, HaHeceHHOro 6usHecy B pesynbTate HapyLleHui MHopmaum-
OHHOM 6e3onacHocT. MeToAbl OLIEHKM pucka MOryT NPUMEHATLCH Kak ANA BCEN OpraHunsaumm, Tak v AN Kakon-
nmbo ee vacTu, OTAEmNbHbIX MHAPOPMALMOHHBLIX CUCTEM, OMpeAereHHbIX KOMMOHEHTOB CMCTEM UNWU ycnyr, a
MMEHHO TaMm, rAe 9TO NPaKTU4ECKX BbIMOMHNMO U LiernecoobpasHo.

OueHKa pucka — 3To cucTemMaTUYeCKMin aHanma:

- BEPOSITHOro ywepba, HaHocMMoro 6usHecy B pesyrnbTaTe HapyLLeHU MHOPMaLMOHHOM 6e30nacHOCTU ¢
y4eTOM BO3MOXHbIX MOCMeACTBUA OT MOTEPU KOHMPUAEHLMANbHOCTW, LENOCTHOCTM WNW  AOCTYMHOCTU
MHdOPMaLMKN 1 APYrMX aKTUBOB;

- BEPOATHOCTW HACTYNMEHUS TaKoro HapyLUEHUS C y4eTOM CYLLECTBYIOLLMX YIPO3 U yS3BMMOCTEN, a Takke
BHEAPEHHBLIX MEPOMNPUATUIA MO yrpaBneHuio MHpopmaLMoHHOM 6e30NacHOCTbIO.

Pe3ynbTaTbl 3TON OLEHKM NOMOryT B ONpeAeneHun KOHKPETHbIX Mep 1 NpuopuTeToB B obnactu ynpasne-
HWUSI pUCKamMu, CBA3aHHLIMU C MHPOPMAaLMOHHOM 6E30MacHOCTLIO, @ Takke BHEAPEHUIO MEPONPUSTUIA NO ynpas-
NEHNI0 MHOPMaLNOHHON 6e30NacHOCTLIO C LeNbl MUHUMU3AaLMM 3TUX PUCKOB.

MoxeT notpeboBaTbcs HeOOQHOKpPATHOE NPoBeAEeHNE OLIEHKM PUCKOB M BblIGOpa MeponpusaTuii no ynpas-
NEHVI0 NHAOPMALIMOHHON 6e30NacHOCTbIO ANg TOro, YTobbl OXBAaTUTL Pa3NUYHbIE NOAPa3aeNeHns opraHMsauum
U oTAaenbHble UHPOPMALMOHHbIE CUCTEMBI.

BaxxHO nepuoamyeckM NpoBOauTb aHanM3 PUCKOB B 06ractu MHGOpMaumoHHOW 6e30nmacHOCTM U BHen-
PEHHbBIX MEPOMNPUATUI MO yrpaBneHnio NHOPMaLMOHHOM 6e30NacHOCTBI0 AJ1S TOro, YTOObI YYecTb:

- U3MeHeHus TpeboBaHuii 1 NpuopuTeToB BMUsHeca;

- NOSIBIIEHME HOBbIX YIPO3 U YSA3BUMOCTEW;

- CHWXeHne 3(EKTUBHOCTM CYLLECTBYIOLLMX MEPOMNPUATUIA MO ynpaBreHnto nHdopmaluoHHon 6e3onac-
HOCTbIO.

YpoBeHb AeTanusauuy Takoro aHanusa criefyeTt onpefensite B 3aBUCUMOCTU OT pe3ynbTaToB npeabiay-
LLMX NPOBEPOK U N3MEHSIIOLLETOCS YPOBHS NpuemnemMoro pucka. OueHka puckoB 0OblYHO NPOBOAMTCH CHavana Ha
BEPXHEM YpPOBHE, MpU 3TOM pecypchbl HampaenslTca B obnactu Hambonbluero pucka, a 3atem Ha Gonee
JeTanbHOM YpOBHE, YTO MO3BONSET PAacCMOTPETL Creumnduyeckme pucku,

Bbi6op MeponpuAaTuiA No ynpaBrieHo MHopMaLnoHHOW 6e30MacHOCTLIO

Mocne TOro, kak onpegeneHbl TpeboBaHWs K MHOpPMaLUUOHHON Oe3onacHocTw, crnegyeT BbibpaTb U
BHEAPUTb Takne MeponpuaTUst Mo ynpaBneHnio MHAOPMALMOHHONW 0e30MacHOCTbLIO, KoTopble obecnevar CHu-
)KEHNE PUCKOB A0 MPUEMIIEMOrO YPOBHA. 3T MeponpusTUs MoryT ObiTb BbiOpaHbl U3 HAcTOALLEro cTaHaapTa,
OPYrMX UCTOYHMKOB, @ TaKke MOryT ObiTb pa3paboTaHbl COGCTBEHHbIE MEPONPUATUS NO yNpaBeHuo nHdopma-
LMOHHOM 6e30nacHOCTbo, yAOBNETBOpSALLME cneumduyeckuMm noTpebHocTaM opraHusauun. Mmeetcs MHo-
KECTBO pasnuyHbIX MOAXOOOB K YMPaBIEHWIO PUCKaMW; B HACTOsLEM CTaHAapTe MpuBOASITCA MNpUMEpHI
Hambonee pacnpocTpaHeHHbIXx MeTogoB. OpHako criefyeT OTMETWUTb, YTO HEKOTOpble U3 MEPOMNPUATUA Mo
ynpaBneHuto MHOpPMaLMOHHON 6e30MacHOCTbIO HEMPUMEHUMBbI K OTAENbHBIM UH(OPMAaLMOHHBIM CUCTEMAM U
cpefaMm M MOryT okasaTbC HenpuemrembiMu Ansi KOHKPETHbIX opraHu3auui. Hanpumep, B 8.1,4 npuBogutcs
onucaHune Toro, Kak MoryT 6bITb pacnpegeneHbl LOMMKHOCTHbIE 0683aHHOCTW, YTOObI NPefoTBPaTUTL OLWNOKKU 1
MOLLEHHNYECTBO. B HEGONbLUMX OpraHn3aumax MOXeT Oka3aTbCs HEBO3MOXHbIM pa3feneHne BCeX JOMKHOCTHbIX
0653aHHOCTEN; Toraa Anst AOCTWXKEHUSI TOW Xe Lenu MOXeT ObiTb HeoOXOAMMO MPUHATME anbTepHaTUBHbIX
MEpONpUATMIA MO ynpaBreHutio MHpopmaLunoHHo 6e3onacHocTblo. B kavecTBe pgpyroro npumepa MOXHO
npuBectn 9.7 n 12.1 — OCYLUECTBNIEHNE MOHUTOPWMHIa WCMONb30BaHUSA cUCTEMbl M cbopa [JokasaTenbCTB.
YkasaHHble MeponpusTUSA No ynpaBneHuto MHOpMaLMOHHON 6e30MacHOCTLIO, Takue, kak permctpauns cobbitui
B CUCTEeMe, MOryT BCTynaTtb B KOH(IUKT C 3aKOHOAATENbCTBOM, AEWCTBYIOLLUM, HanpvMep, B OTHOLUEHUU
3aLUNTbI OT BTOPXEHUS B JIUYHYIO XU3Hb KMMEHTOB UM COTPYOHUKOB.

BbiGop MeponpusTuii Mo ynpasreHulo WHGOPMaLMOHHOW 6Ge30MacHOCTbI0 [OIKEH OCHOBLIBATHCA HA
COOTHOLLUEHUM CTOMMOCTU UX peanu3aumn k aeKTy OT CHIDKEHWSI PUCKOB M BO3MOXHbLIM YObITKaM B criyyae
HapyLleHus Ge3onacHocTu. Takke crieflyeT NpUHMMaTb BO BHUMAaHWE (PaKkTopbl, KOTOpble HE MOryT GbiTb Npea-
CTaBrieHbl B AEHEXHOM BbIPaXXEHWUU, HANpPUMep, NoTepro penyTauum.
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HekoTopble mMeponpusitTus No ynpaeneHuio MHdopMaumoHHon 6e3onacHOCTbO, NpUBEAEHHbIE B HACTOSI-
lem cTaHgapTe, MOryT paccMaTpuBaTbCs Kak PYKOBOASLIME MNPUHUMMbLI A5 ynpaBneHus MHopMauMoHHON
6e30nacHOCTbI0 N MPUMEHATLCS Ans GonblmnHCTBa opraHm3auunin. bonee nogpobHO Takne meponpusaTus pac-
CMaTprBalTCA HNXeE.

OTnpaBHas Touka Ans BHeApeHUs1 MHopMaLMoHHOM Ge3onacHOCTH

OTaenbHble MeponpuUATAS MO yNpaBneHWo MHopMaLMoHHOW 6e3onacHOCTbI0 MOTYT paccMmaTpuBaTbCs
KaK pyKOBOASALLME NPUHLMIMBI ANS yNpaBneHnst MHpopmauMoHHOW 6e30MacHOCTLIO U CNYXXWUTb OTNPaBHOW TOYKOW
Onsi ee BHeApeHusi. Takue mMeponpusitust mMbo OCHOBLIBAKOTCS Ha KIoYeBbIX TPeOOBaHMAX 3aKOHOOATENbCTBA,
nnbo paccmaTpmBaloTCcs Kak obLLenpuHATas NnpakTuka B obnactu nHdopmaumnoHHon 6esonacHocTu.

KntoyeBbIMM MeEpamMK KOHTPOMS C TOYKU 3pEHUS] 3aKOHOA4ATENbCTBA ABMSATCA:

- obecneyveHne KoHpMaeHLMaNbHOCTN NepcoHanbHbIX AaHHbIX (12.1.4);

- 3alUMTa YYETHbIX AaHHbIX opraHunsaumm (12.1.3);

- MpaBa Ha MHTEeNNeKTyanbHy cobcTBeEHHOCTL (12.1.2).

MeponpuaTus no ynpasneHunto nHopMaLMoHHON 6e30nMacHOCTbLI0, paccMaTpuBaeMble Kak obLenpuHaTas
npakTuka B 0brnactu nHpopmMaunoHHon 6e30NacHOCTH, BKMOYAKOT:

- Hannune JOKYMeHTa, OMUCLIBAOLLLEro NONUTUKY MHOpMaLumnoHHon 6esonacHocTu (3.1);

- pacnpegeneHune obasaHHocTen no obecneyveHunto MHpopmaLmoHHon 6e3onacHocTu (4.1.3);

- 0by4eHune BonpocaM MHpopMaLMoHHoN 6e3onacHocTyn (6.2.1);

- MHOpMUpPOBaHME 06 MHUMAEHTAX, CBSA3AHHbLIX C MHCpOpMaLMOHHON 6e3onacHocTbio (6.3.1);

- ynpaBrieHve HenpepbiBHOCTbIO bu3Heca (11.1).

MepeyncneHHble MeponpuUATUSE NPUMEHUMBI ANt 6ONbLUMHCTBA OpraHu3aunii U MHPOPMAaLMOHHbLIX cpes.
CnepnyeT OTMETUTb, YTO, XOTS BCE MPUBEAEHHbIE B HACTOSILLEM CTaHAapTe MepOnpUsTUS SBNSATCA BaXKHbIMMU,
YMECTHOCTb Kakon-nnbo mepbl AOMKHa OnpeaensaTbCs B CBETE KOHKPETHbLIX PUCKOB, C KOTOPbIMU CTarnkvBaeTcs
opraHusauusi. CnegoBaTenbHO, HECMOTPS Ha TO, YTO BbILLIEONMCAHHBIN NOAX0 paccMaTpuvBaeTCs Kak OTrnpas-
Has Toyka AnA BHeAPEHWs MeponpuaTuii no obecneyeHnto MHPOpPMaUMOHHON 6e30MacHOCTN, OH He 3aMeHseT
BbIGOpP MEpPONPUATUIA MO yNpaBreHnto MHOpMaLMOHHON 6e30MacHOCTLI0, OCHOBAHHbIA HA OLEHKE PUCKOB.

BaxHenwue dakTopbl ycnexa

MpakTvka nokasblBaeT, YTO ANS YCMELWHOro BHeAPEHUS MHOPMaLMOHHOW 6e30nacHOCTV B OpraHnsauum
peLlaLLmMMmn SBNSI0TCS crnegyroLme akTopbl:

- COOTBETCTBME Lenewn, NonnTuk n npouenyp MHoopmaumoHHon 6e3onacHoCcTy Lensam busHeca;

- COrnacoBaHHOCTb NMOAX0Aa K BHEAPEHMUIO CUCTEMbI HE30MACHOCTM C KOPMOPATUBHOW KyIbTypoW;

- BUAUMas NogaepXka v 3aMHTepeCcoBaHHOCTb CO CTOPOHbI PYKOBOACTBA;

- YeTkoe NoHMMaHue TpeboBaHW 6e30MacHOCTM, OLEHKa PUCKOB 1 yNpaBrieHne puckamu;

- obecneyeHne NOHMMaHUA HeoOXOOMMOCTW MPUMEHEHWS Mep WMHOopMaLMOHHON 6e30macHOCTM pyKo-
BOACTBOM W COTPYAHMKaMM OpraHu3aumu;

- nepefjava WHCTPYKUMA B OTHOLLUEHUW MONUTUKM MHAOPMaLMOHHOM 6e30nacHOCTU U COOTBETCTBYHOLLMX
CTaHOapTOB BCEM COTPYAHUKAM U KOHTpareHTam;

- obecnedveHne HeobxoaMmMoro oby4eHusa 1 NoAroToBKY;

- BCECTOPOHHAS 1 cbanaHcMpoBaHHas cuctemMa M3mepsieMblX nokasatenew, UCnonb3yemblX ANA OLEHKU
3PPEeKTMBHOCTM ynpaBreHus MHHOOPMaUMOHHON 6e30NacHOCTBI0 M NPEAIOXKEHUA MO ee YryyleHWo, NocTy-
NMBLUXX OT UCMONHUTENEN.

PaspaboTka cob6CTBEHHbIX PYKOBOACTB OpraHu3aumm

Hactoswwmi ctaHgapT OOMKeH pacLeHuBaTbCs Kak OTrpaBHasi Touka Ans pa3paboTku pykoBoAcTBa nof
KOHKPETHbIE HY>X[bl OpraHmM3auun. He Bce UHCTPYKLMU U MepONpUsATUsS, NPUBEAEHHEIE B HACTOSILLEM CTaHaapTe,
MOryT GbITb MPUMEHUMBIMMU.

Bonee Toro, MoryT noTpeboBaTbCs AOMNOMHUTENBHLIE MEPLI, HE BKIOYEHHbIE B HACTOSLLMIA cTaHaapT. B
3TOM Cryyae MOXeT ObITb MONe3HbIM COXpaHeHUEe MEepPEKPEeCTHbIX CChINOK, KOTopble obrneryart NnpoBepKy COOT-
BETCTBUSA, NPOBOAVMYIO ayiUTOpPaMM U NapTHepamu no GusHecy.
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1 O6nacTtb NnpMMeHeHuns

HacToswmn ctaHgapT ycTaHaBnNvMBaeT pekoMeHAaumnm no ynpasneHuo nHpopmMaumMoHHon 6e30nacHoCTbIo
nvuam, OTBETCTBEHHbIM 3a MNMaHMpOBaHWE, peanu3auvio UNu MNOAAEPXKKY pelleHuin GesonacHocTM B opra-
Hu3auun. OH npepHasHayveH Aans obecneyeHus obLMX OCHOB Ans paspaboTku cTtaHgapToB Ge3onacHocTV U
BblbOpa MpaKkTUYeCcKMX MeponpuATMI MO yrnpaBneHuto 6e30nacHOCTbI0 B OpraHuM3auMmn, a Takke B MHTepecax
obecneyeHnss JoBepusl B AENOBbIX OTHOLLEHUAX MeXQy opraHusaumsamu. PekomeHgaumm HacTosLwwero ctaHgapTa
cnepyeT BbIGUpaThb U NCMOMb30BaTh B COOTBETCTBUM C AEWCTBYIOLLNM 3aKOHOAATENLCTBOM.

2 TepMUHbI 1 onpeaeneHus

B HacTosilem cTaHaapTe NpUMEHEHbI crieyoLlmne TEPMUHbI C COOTBETCTBYIOLLMMU ONPEAENEHNSIMU:
2.1 nHdopmaumoHHas 6e3onacHOCcTb: 3awmTa KOHPUOEHUMANbHOCTU, LENOCTHOCTM U OOCTYMHOCTM
MHdOopMaLun.

MpumevaHns

1 koHmAaeHUManbHocTb: OGecneyeHne JoCcTyna K MHAOPMaLIMK TOMNBLKO aBTOPU30BaHHbLIM MONb30BaTENSIM.

2 yenocTHocTb: OGecneyveHre JOCTOBEPHOCTU 1 NOMHOTLI MHGOPMaLIMK 1 MeTOA0B ee 06paboTKu.

3 poctynHocTb: OGecneveHne OocTyna K MHGOPMaUUM U CBsI3aHHbIM C HEN aKTMBam aBTOPU30BaHHBLIX
nonb3oBaTtenei No Mepe HeO6xo0aUMOCTH.

2.2 oueHka puckoB: OueHka yrpos, nx NocneacTeni, yassMmMocTu nHopmaumm n cpeacts ee obpaboTku,
a TaKke BEPOSITHOCTUN UX BO3HUKHOBEHWS.

2.3 ynpaBneHue puckamu: [Mpouecc BbISBMEHWS, KOHTPONSA U MUHUMU3ALUW UNN YCTPAHEHUS PUCKOB
6e30MacHOCTM, OKa3blBaloLLMX BUSIHAE HA MHOPMALMOHHbIE CUCTEMBI, B paMKax AONYyCTMMbIX 3aTpar.

3 NMonuTuka 6e3onacHoCTHU

3.1 NMonutuka nHdopmaLMoHHON 6e3onacHOCTH

Llenb: obGecneveHve pelleHUs BOMPOCOB WHGOPMALMOHHOM ©Ge30nacHOCTM M BOBMEYEHUE BbICLUEro
PYKOBOACTBA OpraHv3auuny B aHHbIN npouecc.

PaspaboTka n peanusaums nonuTMKM MHAOPMALIMOHHOM GEe30nacHOCTM opraHu3aumu OCyLLeCcTBRseTcd
BbICLUMM PYKOBOACTBOM MyTeM BblpaboTKM YETKOW MO3ULUW B peLleHMn BOMpOCOB WHOpMaunoHHon Gesonac-
HOCTMW.

3.1.1 JokymeHTanbHoe opopmMmneHue

MonuTtuka nHpopmaunoHHOM 6e3onacHOCTM JoIMKHA ObITb YTBEPXKAEHA, M3OaHa U Hagnexawmm obpasom
JoBefeHa [0 CBeOeHNst BCeX COTPYAHMKOB opraHm3auun. OHa JormkHa yCcTaHaBNMBaTb OTBETCTBEHHOCTb

U3pnaHue ocdmumansHoe



PYKOBOACTBA, a Takke u3naratb NOAXOA OpraHusauuu K yrnpasneHuio MHopMaLuuoHHol Be3onacHocTblo. Kak
MUHMMYM, NOMMTMKA JOIMKHA BKNOYaTb crieaytoLlee:

a) onpegeneHve WMHPOPMALMOHHOW Oe3onacHoCTH, ee obwmx uenem u cdepbl OEWCTBUSA, a Takke
packpbiTe 3Ha4YMMoCcTM 6e30nacHOCTM Kak WHCTpyMeHTa, obecrneudvBalolero BO3MOXHOCTb COBMECTHOro
MCMNonb30BaHWsa nHdopMaumu;

6) usnoxeHne UeNen n NPUHUMNOB WHOPMaLUMOHHONW 6e3onacHoOCTN, COPMYNUPOBAHHBIX PYKO
BOZCTBOM;

B) KpaTkoe u3noxeHve Haubornee CyWeCcTBEHHbIX Ans opraHusauum nonuTtuk 6GesonacHocTy,
NPVHLMNOB, NpaBun 1 TpeboBaHWi, Hanpumep:

1) cooTBETCTBME 3akoHOAATENbHBIM TPEOOBAHMAM 1 [OFOBOPHLIM 06s13aTEeNbCTBaM;

2) TpeboBaHuA B OTHOLLEHUN 0By4eHus Bonpocam 6e3onacHocTy;

3) NnpepoTBpaLleHne NosIBNEHNs 1 obHapy>eHne BUPYCOB 1 APYroro BPEAOHOCHOTO NPOrpaMMHOro
obecneyeHus;

4) ynpaBneHue HenpepbIBHOCTLIO BusHeca;

5) oTBETCTBEHHOCTb 3a HapyLLeHMs NoNUTUKK 6esonacHocTy;

r) onpegeneHne obLIMX W KOHKPETHbIX 00SI3aHHOCTEN COTPYAHWKOB B paMkax YyrnpasneHus wHdop
MauMOHHOW 6e30MacHOCTbo, BKMOYas WHGOPMMPOBaHME 00 WHUMAEHTAx HapylweHus WHEOPMaLMOHHON
©e3onacHoCTY;

[O) CCbiNKM Ha [OKYMEHTbl, OOMONHSAIWME MNONUTUKY WHEOPMaUMOHHON 6e3onacHocTw, Hamnpumep,
6onee petanbHble NOMMTUKA M NpoLeaypbl 6e3onacHOCTN AN KOHKPETHbIX MHOPMAaLMOHHBIX CUCTEM, a Takke
npasuna 6e3onacHOCTU, KOTOPLIM JOMMKHbI CreoBaTh NoNb3oBaTenu,

Takast nonuTuka JormkHa ObITb JOBedeHa OO0 CBEAEHMSI BCEX COTPYAHWKOB OpraHu3aumu B LOCTYMHOW U
NOHATHOM hopme.

3.1.2 NepecmoTp M oueHKa

Heobxogmmo, 4Tobbl B OpraHun3aumm HasHayanocb OTBETCTBEHHOE 3a NONUTUKY 6e30macHOCTU AOMKHOCT-
HOe NuLLo, KOTOpOe oTBeYaro Obl 3a ee peanu3auunio U NepecMoTp B COOTBETCTBMU C YCTAHOBIEHHOW npoueay-
poii. YKkasaHHas npoueaypa AormkHa obecnevmBaTh OCYLLECTBIIEHUE MEpPecMOoTpa MONMUTUKM MHEOPMAaLMOHHOMN
6e30nacHOCTM B COOTBETCTBUM C M3MEHEHVSIMW, BIUSIOWMMU Ha OCHOBY MNepBOHa4yanbHOM OLEHKU pucka,
HanpuMmep, NyTeEM BbISIBNIEHUS CYLECTBEHHbIX WHLMOEHTOB HapylleHus MHopMaLMoHHOW 6e30nacHoCTH,
NOSIBNEHNE HOBbIX YS3BUMOCTEW UMW M3MEHEHUSI OPraHW3auMOHHOW UMK TEXHOMOMMYECKON WHMPaACTPYKTYPbI.
Mepvoguyeckme nepecmoTpbl AOMKHbI OCYLLECTBASATECS B COOTBETCTBUM C YCTAHOBMEHHLIM Tpadukom U
BKIOYaTh:

- NpoBepKy 3hHEKTUBHOCTY NMONMUTUKU, UCXOASA U3 XapakTepa, Yncna u NocrneacTBUN 3aperMcTpMpoBaHHbIX
WHUMOEHTOB HapyLleHns nHdopmaumoHHoN 6e3onacHocTy;

- onpegerneHne CTOMMOCTU MEpPONpUATMIA NO yNpaBrneHno UHPoOpMaUnoHHON 6e30NacHOCTbIO U NX BMUS-
Hue Ha addpekTuBHOCTL Br3Heca;

- OLIEHKY BIUSIHUS U3MEHEHWIA B TEXHOMOTUSIX.

4 OpraH1M3auMOHHbIe BONPOCbl 6€30MacHOCTH

4.1 OpraHu3saunoHHasa uHdpacTpykTypa MHcopmaunoHHon 6e3onacHoCcTU

Llenb: ynpaBneHne nHgpopMaLmoHHON 6e30NacHOCTbIO B OpraHmM3auum.

CTpyKTypy ynpaBrneHus crnieqyeT co3gasaTtbh Tak, YToObl OHa cnocobcTBoBana MHMUMaumMm 1 ocyluecTsne-
HUIO KOHTPONS 3a BHegpeHeM MHOPMaLMOHHOW 6e30MacHOCTM B OpraHu3aumu,

CnenyeT co3gaBaTb COOTBETCTBYOLUME YNPaBrsiolimMe COBETbl C y4acTWeM BbICLLUErO PYKOBOACTBA AMNA
YyTBEPXOEHNA MNOMUTMKM MHAOPMaUMOHHOW 6e3onacHoCTU, Has3HayeHWs OTBETCTBEHHbIX nwy B obnactu
MHdOpMaLMoHHON 6e30MacHOCTM, a TakkKe OCYLLUECTBIIEHNS KOOpAMHALUWM BHEAPEHUS MepPOonpuUATUIA MO ynpas-
neHnio  MHopMaLMOHHON 6e3onacHOCTbio B opraHu3aumu. pu HeobxoAnMocTu crnepyeT npedycMoTpeTb
Hanuuue crneumanucTa no Bonpocam MHMOPMAaLMOHHONW 6e30NacHOCTU BHYTPU OpraHuM3auun, K KOTOpoMy MoryT
obpallatbCa 3aMHTEpecoBaHHbIe COTPYAHMKM. CrnedyeT HanaxmBaTb KOHTaKTbl C BHELUHMMW crieupanMctaMmm no
6e3onacHoOCTV Ans Toro, YToObl ObITh B Kypce OTpacneBbiX TEHOAEHLUIA, CMOCOOOB 1 METOAOB €€ OLIEHKM, a Takke
C Uenbl afekBaTHOrO pearvpoBaHMsA Ha WHUMOEHTbI HapyweHus mHpopmauuoHHon 6e3onacHocTn. Cnegyet
NooLLPATL MHOTONPOMUMbHBLIA NOAXOA K MHAOPMAaUMOHHOW 6e3onacHOCTU, Hampumep, MyTem HanaxuBaHus
COTpyAHMYeCTBa Mexay MeHeaxepamu, nonb3oBaTensmMu, aaMUHUCTpaTopaMu, paspaboTymkammn nNpuUNoXeHun,
ayauTopamu 1 coTpyaHukammu 6esonacHOCTU, a Takke crneuuanuctamMy B obnactn cTpaxoBaHus U ynpasneHus
pvckamu.
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4.1.1 YnpaBnsilowun coBeT No Bonpocam MHgpopMaumoHHON Ge3onacHOCTH

ObGecneveHne nHpOPMaUNOHHON 6e30MacHOCTM — 3TO OTBETCTBEHHOCTb BbICLLIErO PYKOBOACTBA Opra-
HU3auuun, pasgensieMmas Bcemu ee yneHamu, [1oaTomy npu opMmMpoBaHUM coBeTa Mo Borpocam MHdopMaum-
OHHOWM 6e3onacHOCTM JOMMKHbI obecneyvBaTbCs YETKOe YyhnpaBfieHWe W peanbHas nogdepxka CO CTOPOHbI
pykoBoAcTBa uHMUMaTMB B obnacTtn GesonacHoCTW. Takow COBET AOMmKeH cnocobcTeBoBaTh yKpenneHuto 6eso-
NacHOCTX B OpraHvM3auuM nyTem HenocpedCTBEHHOrO Y4acTus PYKOBOACTBA W BbiAeNeHWs HeobxoauMbIX
pecypcoB. OH MOXeT OblTb YaCTbIO CYLLECTBYIOLLEro opraHa ynpasrneHusi. Kak npaBumno, Takon COBET BbINOMHSAET
crnegytoLume yHKUUK:

- yTBepXaeHvne W nepecMoTp MOMUTUKM MHGOPMaLMOHHON 6e30NacHOCTN M COOTBETCTBYIOLIMX 00sA3aH-
HOCTeN Mo ee BbIMOSIHEHUIO;

- OTCMEXWUBAHWE CYLLECTBEHHbIX U3MEHEHUIN B BO3AENCTBUSAX OCHOBHBIX YrpO3 MH(POPMALMOHHBIM aKTu-
Bawm;

- aHanu3 1 MOHUTOPWHI UHLMOEHTOB HapyLueHns nHopMauUMoHHON B6e3onacHocTy;

- YTBEPXXAEHNE OCHOBHbIX MPOEKTOB B 06racT nHdopmMaLumnoHHon 6esonacHocTu.

Kpome atoro, gomkeH ObITb Ha3HayeH PYyKOBOAUTENb, OTBEYAlOWMI 3a BCE BOMPOCHI, CBA3aHHblE C
MHbOpMaUNOHHON 6e30NacHOCTLIO.

4.1.2 KoopauHauusa BonpocoB MHopmaLMOHHON 6e3onacHOCTH

[na koopavHauMn BHeAPeHWs MeponpuATMIA MO ynpaBneHuio WHgpopMauMOHHON 6e30macHOCTbi B
6onbLION opraHnsaumMmn mMoxeT noTpeboBaTbCs CO3daHVWe KOMUTETA, BKMOYAlOWEro npeacraBuTenei pykoBo-
ACTBa 3aMHTepecoBaHHbIX MOApPa3AeneHuin opraHm3aunm.

Kak npaBuno, Takon KOMUTET:

- cornacoBbIBaeT KOHKpeTHble hyHKUMM n obssaHHOCTM B obnactn mHdbopmaumoHHol 6esonacHocTu B
pamMKax BCei opraHu3aumu;

- cornacoBblBaeT KOHKpeTHble MeToaMKM W npouedypbl MHopmaunoHHoW 6esonacHoOCTU, Hanpumep,
Takve Kak oLeHKa pUckoB, knaccmdukaumsa nHpopMmaLum ¢ TOYKM 3peHns TpebosaHuin 6e3onacHocTy;

- cornacosbiBaeT ¥ obecnevmBaeT NOAOEPXKKY WHMLMATUB M NPOEKTOB B 06nactm WHMOPMaLMOHHON
6e3onacHOCT! B paMKax BCEN OpraHusauuv, Hanpumep, Takux Kak pa3paboTka nporpamMmbl MOBbILLEHWUS OCBe-
OOMITEHHOCTW COTPYAHMKOB B obracTtv 6e3onacHocTu;

- obecneumBaeT y4yeT BKNOYeHNA TpeboBaHuMi 6e30MacHOCTM BO BCE MPOEKThI, CBA3AHHbIE C 06paboTkol 1
Mcnosnb3oBaHMeM nHdopmaLumm;

- OuUeHMBaeT afeKBaTHOCTb W KOOPAWHWUPYET BHeOpPEeHWEe KOHKPETHbIX MEPOMNPUSATUIA MO yNpaBreHuo
MHdOpMaLMoHHON 6e30NacHOCTBIO AN HOBbLIX CUCTEM UK YCNyT;

- NPOBOAUT aHanNu3 MHUMGEHTOB HapyLleHusi nHpopmaumoHHon 6e3onacHoOCTy;

- cnocobcTByeT AeMOHCTpauMn MoadepXku WHAOPMaUMOHHONW 6e30MacHOCTM CO CTOPOHbI BbICLLErO
pyKOBOACTBa OpraHm3auum.

4.1.3 PacnpepneneHue o6s3aHHOCTeM No obecnevyeHno MHPOPMaLMOHHON 6e30NacHOCTH

CnegyeT onpefenutb 06A3aHHOCTM MO 3aliMTe OTAENbHbIX aKTMBOB W MO BbINOMHEHWNIO KOHKPETHBIX Mpo-
Leayp, CBsA3aHHbIX C UHPOPMaLMOHHON 6e30NacHOCTbIO.

MonnTuka uHdopmaunoHHon GesonacHocTn (pasgen 3) AorpkHa ycTaHaBnuBaTb obLme mpuHUMNBL U
npasuna pacnpegenenus dyHKUMA n obsazaHHOCTeW, cBA3aHHbIX C obecneveHvem uHdOPMaLUnoHHon 6e3o-
nacHoOCTV B opraHu3auuu. MNMonuTuky cnegyeT AONOMHWTb, rae Heobxoammo, 6onee aeTanbHbIMKM PYKOBOACTBaMM
ANs KOHKpeTHbIX obnacten, cuctem unu ycnyr, Kpome atoro, gomkHa ObiTb YeTKO onpegeneHa KOHKpeTHast
OTBETCTBEHHOCTb B OTHOLUEHUWN OTAESbHbIX MaTtepuarnbHbIX U MHPOPMALIMOHHBIX aKTUBOB W MPOLIECCOB, CBSi-
3aHHbIX C MH(bOpMaLMOHHON 6e30NacHOCTbLIO, HANPUMEP, TakMX Kak NraHMpoBaHMe HenpepbIBHOCTM BusHeca.

Bo MHorumx opraHu3daumsax Ha pykoBoauTens cnyxobl nHdopmaumMoHHoW 6Ge3onacHocT Bo3naraeTtcs
obLasa OTBETCTBEHHOCTb 3a pa3paboTKy M BHegpeHue cuctembl MHgopMaumoHHoW BesonacHoOCTH, a Takke 3a
oKasaHue CoAeNncTBus B onpegeneHny MeponpuaTviin no ynpaBneHnto nHopMauoHHON 6e30nacHOCTbIO.

B TO e Bpems OTBETCTBEHHOCTb 3a OnpeferneHvie noanexawux 3aluTte pecypcoB M peanusaumio
MepOonpUATUA MO yNpaBfeHnio MHAOPMaLMOHHON 6e30nacHOCTbi0 B GOMbLUMHCTBE Cly4aeB BO3naraeTcs Ha
pykoBoamTenen cpegHero 3seHa. OOLENPUHATON NPaKTUKON SBMSETCS Has3HayYeHWe OTBETCTBEHHOro nvua
(apMuHMCTPaTOpa) ANa Kaxaoro MHAOPMaLMOHHOIO akTMea, B YbM MOBCeAHEBHble 06513aHHOCTM BXxOAWUT obec-
neveHne 6e30MacHOCTM AaHHOMO akTuBa.

AgmMuHucTpaTop MHMOPMAaUMOHHBIX aKTMBOB MOXET fepefaBaTb CBOM MOSIHOMO4YMS NO obecneyeHuio
6e30nacHOCTU kakoMy-nmbo PyKOBOAWUTENO CpedHEero 3BeHa Wiu nocTaBlivkam ycnyr, Tem He MmeHee, agmu-
HUCTpaTOp OCTaeTCs OTBETCTBEHHbIM 3a obecrnedveHve 6e30MacHOCTM aKTMBa M OOMKEH ObiTb B COCTOSIHUM
onpepenuTb, YTo Nobble NepeaaHHbIe NONIHOMOUYNS peanuayTcs AOMKHBIM 06pa3oMm.

CnepyeT ycTaHaBnvBaTth rpaHuLUbl OTBETCTBEHHOCTU KaX4oro pykoBOAWTENS W BbLIMOMNHATL criegylowmne
npasuna:



- pasnuyHble akTMBbl M npoLecchl (npoueaypbl) 6e3onacHOCTU, CBA3AHHbLIE C KaXAOW OTAENbHOW cucte-
MOW, [OJMKHbI ObITb BbIAENEHBI Y YETKO ONpeaeneHsl;

- Heo6XoaUMO HasHa4MTb OTBETCTBEHHbIX (AOMUHUCTPATOPOB) 3a KaxAblA akTMB Mnu npoueaypy 6es3o-
NacHOCTU, U AeTanu 3TON OTBETCTBEHHOCTU AOIMKHbI OblTb JOKYMEHTMPOBAHDI;

- YPOBHW NOMHOMOYUIA (aBTOPM3aLMM) AOIMKHbI OblTb SCHO onpeaeneHbl U JOKYMEHTMPOBAaHbI.

MpumevaHne — lNog aBTOpU3aLMen NOHUMAETCA onpeaeneHue ypOBHeVI O0CTyna nonb3oBaTena K onpe-
OerneHHbIM MaccmBam MHdopmauuu; B Gonee LLUMPOKOM CMbICIie — paspeLleHne onpeaeneHHbIX 4eNCTBUN.

4.1.4 MNpouecc nonyyYeHUs paspeLleHns Ha ucnornb3oBaHue cpeacTB 0b6paboTkmn uHgpopmaumum

Heobxogmmo onpegenutb npoueaypbl MONYyYeHWs paspelleHns Ha WUCMNonb3oBaHWe HOBbIX CpeacTs
06paboTkun nHdopmaumu.

Mpn 3TOM MOryT OCYLLECTBRATLCHA Creayrolme MeponpuaTua no ynpasreHuto MHdopMaunoHHon 6e3o-
NacHOCTbIO:

- HOBble CpeacTBa [OOMKHbl ObiTb COOTBETCTBYOWMM 06pa3oM 0dobpeHbl CO CTOPOHbI PYKOBOACTBA
nonb3oBaTenen u agMUHUCTPATOPOB CPEACTB YMNpaBreHns, aBTopM3yoLWMX UX Lenb ucnonb3oBaHns. Opobpe-
HWe criefyeT Takke nony4vaTtb OT MeHeOXepa, OTBETCTBEHHOrO 3a noaaepXaHue cpefbl 6e30nacHOCTM Nokanb-
HOW MHMOPMALMOHHON CUCTEMBI, YTODOLI 06ecnevnTb YBEPEHHOCTb B TOM, YTO BCE COOTBETCTBYHOLUME MONUTUKM
6e3onacHocTn u TpeboBaHus cobnoaeHbI;

- annapaTHble CpeAcTBa U NporpamMmmHoe obecneyeHne cneayeT NpoBepsATb Ha COBMECTUMOCTb C APYTrYMU
KOMMOHEHTaMW CUCTEMBI.

MpumeyvaHua

1 OpobpeHne moxeT noTpeboBaTbCs AN COEANHEHNIA HEKOTOPLIX TUMOB.

2 Wcnonb3oBaHne NMUYHbLIX cpeactB obpaboTkv uHdopmaumu ans obpaboTku crnyxebHon uHgopMaumn n
TOObIX HEOOXOAMMbIX MEPONPUATUA MO YNpPaBleHWIo MHOPMAUMOHHOW ©e30MacHOCTbI0  OOMKHO  ObIThb
aBTOPM30BaHO.

3 Vcnonb3oBaHue nM4HbIX cpeacTB 06paboTku MHpopMaummn Ha paboyeM MecTe MOXET ObITb MPUYNHOM HOBBIX
YA3BUMOCTEN W1, CrieoBaTenbHO, A0MMKHO ObiTb OLEHEHO U aBTOPU3OBAHO.

OTn MeponpuaTUsl NoO ynpasneHuto MHPOPMaLMOHHON 6e30MacHOCTbI0 0COBEHHO BaXkHbl B CETEBOM Cpeje.

4.1.5 KoHcynbTauum cneuymManmcToB No Bonpocam MHpoOpMaLnoHHOU 6e30nacHOCTH

KoHcynbTauum cneuuanmcToB no Bonpocam 6e3onacHocT TpebyoTcss MHOMMM opraHu3auusam. B npeane,
X [JomkeH obecneumBaTb OMbITHBIA KOHCYNbTAHT MO WMHOPMAaLMOHHOW Ge3onacHocTW, SBNSOLMIACS
COTPYOHVKOM opraHu3aumu. Ho He Bce opraHusauum MOryT MMeTb B CBOEM LUTATe MpodheccuMoHana-KoHCyb-
TaHTa. B Takux cny4asax pekoMeHOyeTCsi HasHaYeHue BbIAENeHHOro CoTpyaHuKa (agMuHucTpartopa) Ans o6o6-
LLLEHNSI 3HaHWIA 1 OMbITa BHYTPW OpraHM3aumm c Lenbio obecnevyeHns cornacoBaHHOCTU U NOAAEPXKKN B NMPUHATAN
peweHuin no GesonacHOCTM. JTOT COTPYOHWK AOIPKEH Takke WMeTb [OCTyn K HeobXOAMMbIM BHELLUHWM
KOHCymnbTaHTam Ans NornyvyeHns npodeccuoHanbHblX KOHCYNbTauMin MO BOMPOCaM, BbIXOASLWMM 33 paMKu ero
COBCTBEHHOW KOMMETEHLMN.

Mepen koHcynbTaHTamu MO MHAOPMAaLMOHHOW 6e30MacHOCTM WM agMUHMCTpaTopamMu AOfmkHa ObiTb
nocTaereHa 3agaya no obecnevyeHnto KOHCynbTauuii No BCeEM acnekTam MHpopmaLmoHHon 6e3onacHocTy, B TOM
yncne n C NpMBNEYEHNEM BHELLHMX KOHCYNbTaHTOB. OT KayecTBa UX OLEHKM yrpo3 6e3onacHoCTu 1 pa3paboTku
pekomMeHaaLMin OTHOCUTENBHO MEPONPUATMIA NO YNpaBreHnio MHPOPMaLMOHHON 6e30MacHOCTbI0 CYLLLECTBEHHBLIM
obpasom 3aBUCUT ee 3(PEKTMBHOCTb B opraHm3aumu. [Ons obecnedyeHnsi MakcumarnbHoON 3ddeKTUBHOCTU U
pe3ynbTaTUBHOCTU [OEATENBHOCTU KOHCYNbTAHTOB (2AMWHUCTPATOPOB) WM [OOMXHa ObiTb NpegocTaBneHa
BO3MOXHOCTb HENOCPEACTBEHHOMO AOCTYNA K BbICLLUEMY PYKOBOACTBY OpraHv3aumu.

C KOHCYNbTaHTOM MO UH(OPMaLMOHHON 6e30MacHOCTM UNN aAMUHUCTPATOPOM CrefyeT COBEeTOBaThCS, Mo
BO3MOXHOCTW, He3aMeanuTenbHO, B Cryvae MoAO3PEeHUs Ha BbiBNEHME WHUMAEHTa HapylieHus uHdopma-
LMOHHOM Ge3onacHoCTV Mnu ya3suMMOCTM Be3onacHoCTu AN obecneveHus nornyyYeHus KeBannduumpoBaHHOro
coBeTa unu BblgeneHnss pecypcoB. HecmoTps Ha TO, 4TO 6OMbLLUMHCTBO BHYTPEHHMX paccrefoBaHUin B OTHOLLE-
HUM Ge3onacHOCTN OObIYHO BLIMOSHAKT MOA KOHTPONEM PYKOBOACTBA, MOXET ObiTb LenecoobpasHbiM obpa-
LeHNne K KOHCYNnbTaHTy (agmuHuCTpaTopy) Mo WHAOpPMaUMOHHOW 6e3onacHOCTM C  Uenbl  paspaboTku
pekoMeHaaUmMi, a Takke ero y4actus B paccrnefoBaHun v B €ero pyKoBOACTBE.

4.1.6 CoTpyaHM4YeCcTBO MeXAy opraHusauusamm B obnactm nuHdopmaumoHHom 6e3onacHOCTH

CooTBeTCTBYIOLUME KOHTAKTbl C OpraHamu, OTBeYalLuMn 3a cobmnogeHne 3aKOHOB, C PErynupytowmmMm
opraHamu, MocTaBLLMKaMn MHPOPMAaLMOHHBIX YCIyr U onepaTtopamu CBA3W CneayeT noaaepXxveartb Ans Toro,
4YTOObI rapaHTMPOBaTb, YTO U B CNyvae HapyLlleHUs MHPOPMaLMOHHON 6e30NacHOCTM MOXHO BbICTPO Npeanpu-
HSTb COOTBETCTBYHOLLME OEWCTBUS M NOMyYUTb NpaBuIibHbIA cOBET. C aHanornyHom Lenbio cregyet paccMmat-
puBaTb yyactve B npodpeccrmoHanbHbix coobLLecTBax 1 B OTpacneBbiXx MeEponpusiTusix B o6nactv 6e3onacHocTy.
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Mpyn obmeHax uHdopmaumelr no Bonpocam MHAOpMaUMoHHOW GesonacHocTM crnepyeT obecneumBaTb
3aWwmTy KOHMAEHUMAaNbHOM MHOPMaLUM opraHnsaumm ot HecaHKLMOHUPOBAHHOIO 4OCTYNa.

4.1.7 HezaBucumas nposepka (ayavT) mHcdopmMauMoHHON 6e3onacHOCTH

[okymeHT nonutukn mHdopmaumoHHon 6esonacHoctn (nogpasgen 3.1) yctaHaBnmBaeT uenu n obasax-
HoCTW B obnactn nHdopmaumnoHHo 6esonacHocTu. Ero BeinonHeHne OMKHO NpoBepsATbCS B MHTepecax obec-
nevyeHns yBepeHHOCTU B TOM, YTO paspaboTaHHble B OpraHusauuy MeponpusaTusi AOMKHbIM 06pa3oM oTpaxatoT
NOnMUTKKY N YTO OHa ABNSIETCS BbINOMHUMON U 3dbdhekTMBHOW (mogpasgen 12.2).

Takas npoBepka (ayAnT) MOXeT OblTb BbINOMHEHA BHYTPEHHUM ayAuTOM, HE3aBUCMMbIM MEHEKEPOM UMK
CTOPOHHEN OpraHu3auuen, cneLmanmanpyloLienca Ha Takmx NnpoBepkax, Mpy 9TOM CNeLnanuncTbl, npusnekaemble
K NpoBepKe, AOMKHbI 06ragaTe COOTBETCTBYOLLMMM HABbIKAMU U OMbITOM.

4.2 ObecnevyeHne 6e30NacHOCTU NPV HaNM4YMM JOCTyNa K MHhOPMaLNOHHBIM CUCTEMaM CTOPOHHUX
opraHusauumu

Llenb: nopaepxuBatb 6e3onacHocTb cpeacTs 06paboTku MHopMaLmm opraHM3aunm 1 UHOPMaLMOHHbIX
aKTMBOB NpW AOCTYNe TPETbUX CTOPOH.

HocTyn k cpegcTBam 06paboTkv HdopMaLmmn opraHM3auum TPeTbUX CTOPOH AOSHKEH KOHTPONMPOBaThLCS.

Tam, rae ecTb noTpebHOCTL GU3Heca B TakoM JOCTyne TpeTbel CTOPOHbI, credyeT NMPOM3BOAUTL OLEHKY
pucka, onpepensatb nocneacTsus Ana 6es3onacHOCTM U ycTaHasBnuBaTb TpeboBaHUS K MeponpuaTUSM Mo
ynpaBneHuto MHMOpMaLMoHHON 6e3onacHoCTbi0. Takve MeponpuaTvs crieqyeT CornacoBbiBaTh U onpeaensTb B
KOHTpaKTe C TPETbEeW CTOPOHOMN.

KoHTpakThbl, pa3peLuatoLine 4OCTyn TPeTbeln CTOPOHE, AOMKHbI BKINOYATL Npoueaypy onpeaeneHus npas v
yCrnoBui JoCTyna Apyrmx y4acTHMKOB.

HacTosawmn crangapT MOXeT MCNOoMb30BaTbCA Kak OCHOBA ANS COCTaBMEHUs TakMX KOHTPAKTOB, a Takke
npy paccMOTPEHUN 1 MPUBMEYEHUN CTOPOHHMX OpraHM3auui anst o6paboTtkm nHpopmaumm (outsourcing).

4.2.1 OnpegeneHne puUcKoB, CBA3aHHbIX C HANUYUEM AOCTYyNa CTOPOHHUX NULL U OpraH1M3aumn K
MH(OPMaLMOHHbLIM CUCTEMaM

4.2.1.1 Tunbl gocTyna
OnpepeneHne Tuna goctyna, NpegoCcTaBeHHOro TpeTben CTOPOHE, MMeeT ocoboe 3HadeHne. Hanpumep, pucku
[OCTyna Yepes ceTeBoe COeAMHEHNE OTNNYATCHA OT PUCKOB, CBA3AHHbIX C (DN3NMYECKMM AOCTYN oM. Tunamm
AOCTyna, KoTopble cregyeT paccmaTpusaTh, SBASIOTCS:

- M3NYeCKNn — K OPUCHBIM MOMELLEHNAM, KOMMBIOTEPHBIM KOMHATaM, CEPBEPHbIM;

- nornyecknii — Kk 6asam faHHbIX, MHPOPMALMOHHBIM CUCTEMaM OpraHM3auun.

4.2.1.2 ObocHoBaHus onsa goctyna

TpeTben cTopoHe MOXeT OblTb MpeaocTaBneH AOCTYN N0 psSay NPUYMH. Hanpumep, CTOPOHHUM KOMMNaHu-
AIM, OKasblBAOLMM YCNyrn OpraHn3aunsam, HO He PacnonOXeHHbIM TeppuTopuanbHO B TOM Xe MecTe, MOXeT
6bITb MPeaocTaBneH MU3NYECKUIA 1 NTOTMYECKUIA JOCTYM, KaK, HanpumMep:

- COTPYAHMKaM TpeTben CTOPOHbI, OTBeYawWwmnM 3a obcrnyxuBaHue annapaTHblX CPeAcTB M MPOrpamMmmHO
ro obecneyeHusi, KOTOpbIM HeobxoAuMM AOCTYN Ha YpOBHe cuUCTeM WM Oofiee HU3KOM YpPOBHE MpUKNagHOW
YHKLMOHANbLHOCTH;

- TOpProBblM W AEenoBbIM NapTHepam, KOTOpbIM MOXeT noTpeboBaTbcsi 0OMeH uHdopmauuen, JocTyn K
MHPOPMAaLMOHHBIM cucTeEMam unu odwmum 6asam AaHHbIX.

WHdopmauma opraHnsaumm MoxeT ObiTb NOABEPXKEHa PUCKY HapylleHuss 6esonacHOCTM mnpu JocTyne
TPETbUX CTOPOH C HeageKBaTHbIM ynpaerneHneMm 6e3onacHocTblo. Tam, rge ecTb Npou3BOACTBEHHAs HeobXo-
OVMOCTb KOHTaKTOB C TpeTbeW CTOPOHON, criegyeT NpoBOAMTL OLIEHKY pucka, 4Tobbl naeHTuduumpoBatb Tpe-
6oBaHUs 1 onpegennTb MEpPONPUATUS MO yrnpasneHnio nHdopmaumnoHHon 6esonacHocTbio. Mpu 3Tom cnepyet
NpUHUMaTbL BO BHUMaHwe Tun Tpebyemoro goctyna, LEeHHOCTb MHOopMauuu, MeponpusaTUa Mo ynpasreHuto
MHdOPMaLMOHHON 6e30MacHOCTbIO, MCNOMb3yeMble TPeTbel CTOPOHOW, W NOCMeACTBMSA 3TOr0 AocTyna Ans
nHdOopMaLmoHHoM 6e3onacHOCTN opraHn3aumn.

4.2.1.3 Nogpsgunkm, BeiNOMHsOWME paboThl B NOMELLEHUAX B OpraHm3aumm

TpeTbM CTOPOHbI, pa3MeLleHHble B MOMELLEHWAX opraHusaumn Gonee cpoka, onpeferieHHoro B MX KOH-
TpakTe, Moryt ocnabutb 6e3onacHocTb. KaTeropum coTpyaHUKOB TpeTbel CTOPOHbI, pa3MellaeMblX B nomMelle-
HUSX OpraHM3aumu:

- COTPYAHWKW, OCYLLECTBMsOLWME NOJOEPXKKY U COMNPOBOXAEHWE annapaTHbIX CPeAcTB M NPOrpamMmMHOro
obecneyeHus;

- COTPYAHUKK, ocyLlecTBnsALWme yoopky, obecneumBaowme nuTaHne, oxpaHy v apyrue ycnyru;

- CTyAeHTbl U nuua, paboTatowme nNo TpygOBbIM COrfaLLEHUsIM;

- KOHCYMbTaHThbI.



BaxHo npegycMoTpeTb MeponpuaTvs Mo yrnpaBneHuio nHopMaumMoHHoW 6e3onacHocTbio, Heobxoaumble
ONsi ynpaBneHust OOCTynoM K cpeacTBam o6paboTkM uHdopmaumMu TpeTbel CcTopoHbl. Bce TpeboBaHus
6e3onacHoCTH, CBA3aHHble C AOCTYNOM TpPeTbel CTOPOHbI UMM MEpPOonpUATUAMM MO yrpaBneHuo nHopmauu-
OHHOW ©e3onacHOCTbIO, crefQyeT oTpaxaTb B KOHTpPaKTe C TpeTben cTopoHon (4.2.2). Hanpumep, ecnm
CyllecTByeT crneuunanbHas noTpebHoCcTb B obecneyeHunM KoHMAEHUManbLHOCTU wHdopmauum, cregyet
3aKMIOYMTb cornalleHve o ee Hepasrnawenum (6.1.3).
Heponyctumo npepoctaBnAaTb TPETbEN CTOPOHE AOCTYN K MHdopmaumu 1 cpeactsam ee obpaboTkm o
Tex nop, noka He yCTaHOBIEHbI COOTBETCTBYIOLLME MEPONPUSTUS NO ynpaBreHuio MHdopmMaunoHHon 6esonac-
HOCTbIO 1 HE MOAMNMCaH KOHTPAKT, ONpeaensioLLMA YyCNoBUst NpeoCTaBNeHNs CBA3W UNn AOCTyna.
4.2.2 BknroyeHue Tpe6oBaHui 6e3onacHOCTU B JOTOBOPbI CO CTOPOHHUMMU NULLAMU U OpraHu3a-
LUAMN
Bce gencrtBus, cBA3aHHble C NpUBrEYEHNEM TpeTben CTOPOHbI K cpedcTBam obpaboTkvu nHdopmaumm
opraHmMsauum, LOIMKHbI ObITb OCHOBaHbI HA OMLMANbHOM KOHTPAKTE, COAEPXKaLLEM WUMU CCbINalLWEeMCs Ha HUX,
1 OOIMKHbI 06ecnevmBaTbCa B COOTBETCTBUM C NMOMUTUKOM U CTaHgapTaMy 6e30nacHOCTU opraHu3aumm. KoHTpakT
OomkeH obecrnevmBaTb YBEPEHHOCTb B TOM, YTO HET HMKAKOro HeAOMOHNMaHNs Mexay ctopoHamu. OpraHusauum
Takke AOIMKHbI NPefyCMOTPEeTb BO3MELLEHNE CBOMX BO3MOXHbIX YOBITKOB CO CTOPOHbI KOHTpareHTa. B KOHTpakT
BKITIOYAKOTCS CNeayoLmne NONoXeHUs:
a) obLasa nonuTuka nHopmaumoHHon 6e3onacHocTy;
6) 3auTa aKTMBOB, BKIOYas:
1) npoueaypbl NO 3aliMTe aKTUBOB OpraHu3auuu, B TOM Yucre MHgopMauMu U nporpaMmmHoro obec-
neyeHus;
2) npouenypbl Ans onpegeneHvs KOMMNpomeTauuMuM akTUMBOB, Hanpumep, BCreacteBve notepu wunm
MoAMUKALUN OaHHbIX;
3) MeponpuaTMa No obecneyeHno BO3BpaLLEHUS UK YHUYTOXEHUS MHOPMaLuM 1 akTUBOB MO OKOH-
YaHMM KOHTPAaKTa Unn B YCTAHOBITEHHOE BPEMSI B TEYEHME OENCTBUSA KOHTPAKTa;
4) UenoCTHOCTb U AOCTYMHOCTb aKTMBOB;
5) orpaHnyeHust Ha KOMMPOBaHNE M PacKpbITUE MHAOPMaLK;
B) onucaHue KaXaon NpeaocTaBnsgeMon yCnyru;
r) onpegeneHne HeobxoaMMOro 1 HENPUEMIIEMOrO YPOBHS 06CNYXUBaHWS;
[) yCrnoBusi 4OCTaBKM COTPYLAHUKOB K MecTy paboThbl, Npy HEO6X0AUMOCTY;
€) CooTBETCTBYIOLIME 06513aTENLCTBA CTOPOH B pamMKax KOHTPaKTa;
X) obsizaTenbCTBa OTHOCUTENbHO HOPUAMYECKMX BOMPOCOB, HanpuMMep, 3akoHo4aTenbCTBa O 3alm
Te [OaHHbIX C Y4YeTOM pasfnMyHbIX HauMOHarbHbLIX 3aKOHOAATENbCTB, OCOBEHHO €CnM KOHTPaKT OTHOCMTCH K
COTPYAHWYECTBY C OpraHusaumammn B Apyrux ctpaHax (12.1);
3) npaBa wHTennektyanbHou cobcTtBeHHocTn (IPRs) u aBtopckue npasBa (12.1.2), a Tawkke npaso
Basi 3aLmTa nobor coBmecTHom paboThl (6.1.3);
1) cornawleHunst No ynpaBfeHnto AOCTYNOM, OXBaTbiBaKOLLME:
1) paspelLeHHble MeToabl AOCTYMNa, a Takke yrnpaBlieHWE M MUCMONb30BaHUE YHUKANbHbIX MAEHTUDK-
KaTtopoB, TUNa nons3osarensckux |ID n naponew;
2) npouecc aBTopusauuy B OTHOLLUEHUM JOCTYNa 1 NPUBWUMEriA Nonb3oBaTenen;
3) TpeboBaHMe akTyanuaauum cnmcka nuu, MMEeILLMX NPaBo UCMOoNb30BaTb NpeoCcTaBnsiemMble yCnyru,
a Takke COOTBETCTBYIOLLEro Cnvcka npas uU NpUBUNErin;
K) onpegeneHne naMepsieMbix nokasatenen aeKTUBHOCTM, a TakKe X MOHUTOPUHT 1 NpeaoCcTaBneHne
OTYETHOCTU;
1) NpaBO MOHUTOPUHIa AENCTBUI Nonb3oBaTenein u 6rNokNMpoBKK 4OCTyNa;
M) NpaBo NPOBOAUTL NPOBEPKM (ayanT) AOrOBOPHbIX 0653aHHOCTEN UNKu AenermpoBaTh NpoBeaeHNe Takoro
ayauTa TpeTben CTOPOHE;
H) onpegeneHue npouecca MHAPOPMUPOBAHMS O BO3HUKAKLWMX Npobrnemax B criyvyae HenpeaBuAEHHbIX
06CTOATENBLCTB;
0) 00653aHHOCTM, KacalLmecs yCTaHOBKM W COMPOBOXAEHWS annapaTtHbiX CPeAcTB M MPOrpaMMHOro
obecneyeHus;
n) YeTkas CTPYKTypa NoAOTYETHOCTU M CornacoBaHHbIe chopMaThbl MPEACTABMNEHNS OTYETOB;
p) SCHbIV U ONPEeAENEeHHbIN NPOLECC YNPaBneHNs U3MEHEHUAMU;
c) nobble Heobxoaumble cnocobbl orpaHMYeHnss n3mM4eckoro AocTyna v npouenypbl Anst obecneveHns
YBEPEHHOCTU B TOM, YTO 3TU Mepbl 3PEKTUBHbI;
T) o6yyeHue nonb3oBaTensi U agMUHUCTpPaTopa MeTofam v npoueaypam 6e3onacHocTy;
y) MeponpusiTus Mo ynpaBneHuio WHOpMaLMOHHON 6e3onacHOCTbi AN obecrnedeHnss 3awutbl OT
BPEeAOHOCHOro nporpaMmMmHoro obecrneyveHus (cm. 8.3);
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&) npoueaypbl OTYETHOCTU, YBEOOMITEHUSI N paccrnefoBaHUsa MHLUOEHTOB HapyLleHWUs MHAOPMaLOHHON
6e30nacHOCTU 1 BbISIBNEHUs cnabblx 3BeHbEB CUCTEMbI HE30MaCcHOCTH;
X) NpMBReYeHne TpeTben CTOPOHLI BMECTe ¢ cybnoapsavmkamu.

4.3 NpuBneyeHne CTOPOHHUX OpraHu3auun K o6paboTke MHopmaLumn (ayTCOPCUHT)

Llenb: obecneveHne mHpOpMaLUMOHHON Oe3onacHOCTU, Korga OTBETCTBEHHOCTb 3a 06paboTky MHGOp-
Mauuv nepegaHa Apyron opraHvsaumm.

[loroBOpeHHOCTH, CBSI3aHHbIE C MPUBIIEYEHUEM TPETBUX CTOPOH, AOIMKHbI YYUTbIBATb OLIEHKU PUCKOB,
MeponpuATMS Mo ynpaBneHnio MHMOPMaLMOHHON 6e30MacHOCTLI0 M Mpoueaypbl B OTHOLIEHUM MHEOPMaLMOH-
HbIX CUCTEM, CETEN U/ HACTOMbHbLIX KOMMbLIOTEPOB U AOIMKHbI ObITb OTPaXXEHbI B KOHTPAKTE.

4.3.1 BknroyeHue TpeboBaHui 6e3onacHOCTU B 4OroOBOpPbLI Ha OKa3aHue ycnyr no o6pabotke
MHcOopMaLun CTOPOHHUMU OpraHU3aLnAMU (ayTCOPCUHTY)

TpeboBaHus 6e3onacHOCTU B criyyae, korga opraHusauusi nepeaaeT ons ynpaBrneHust U KOHTponsl Bce Unm
HeKOoTOopble U3 CBOMX MH(OPMALMOHHBIX CUCTEM, CETEN U/UNWN NepCcoHanbHbIX KOMMbIOTEPOB, CrieayeT ykasaTtb B
KOHTpakTe, CornacoBaHHOM MeXx4y CTOPOHaMM 1 yYUTbIBaKOLLEM:

- BbINONHeHWe TpeboBaHWin 3aKkoHOA4ATENbCTBA, HAaNPMMeEp, B OTHOLLEHUW 3aLUMTbI AaHHbIX;

- JOCTMXXEHWE [OroBOPEeHHOCTeN, obecrneymBalolUMX YBEPEHHOCTb B TOM, YTO BCE CTOPOHbI, BKMOYas
cybnoapsaunKoB, ocBEAOMIEHBI O CBOMX 06513aHHOCTAX, kacarowmxcs 6esonacHocTu;

- kak OyayT obecneumBaTbCa U TECTMPOBATLCS NapamMeTpbl LEMOCTHOCTN U KOHuAeHUnansHocTn brusHec-
aKTMBOB OpraHunsauuu;

- TUMNbl PU3NYECKNX U NOTMYECKNX METOAOB MO yrNpaBneHnio MHOpMaLMOHHON 6e30MacHOCTbI0, UCTONb-
3yeMblIX Npy NpefocTaBneHun HeobxoaMMoro 4ocTyna K YyBCTBUTENBHON cryxebHon nHdopmaumm opraHmsaumm
CTOPOHHMM NOMb30BaTENSIM;

- obecneyeHne JOCTYNHOCTN CEPBUCOB B cryvae 6eacTBus;

- YPOBHUM chmauyeckonn 6e3onacHOCTU, KOTopble AOIMKHbLI ObITb 0GecrnedeHbl B OTHOLWEHMM 06opyaoBaHUS,
MCMoSb3yeMOoro B paMkax ayTCOPCUHra;

- NpaBo Ha NpoBeAeHne ayauTa.

Ycnosus, npuBegeHHbIe B NyHKTe 4.2.2, cnegyeT Takke paccMaTpyBaTh Kak YacTb KOHTpakTa. Heobxoaw-
MO, 4TODObI KOHTPaKTOM Oblna NpPegycMOTPEHa BO3MOXHOCTb AanbHeWLen getanu3auum u peanusauum tpebo-
BaHWN W npouenyp 6e3omacHOCTM B COMMacoBaHHOM MeEXOY CTOPOHaMW MNnaHe MeponpusTuii B obnactu
6e3onacHocTy.

HecMoTps Ha TO, YTO KOHTPaKTbl MO NPUBIIEYEHUIO TPETbUX CTOPOH MOTYT BKMHOYaTb PAA CIOXHbBIX BOMPO-
COB, MpaBurna u pekoMeHaauuy no yrnpaeneHnio MHpopMaLMOHHOM 6e30MacHOCTbIO, BKIMOYEHHbIE B HACTOALLNIA
CTaH4apT, AOIMKHbl CIYXWUTb OTNPaBHOW TOYKOW MPW COrMacoBaHWM CTPYKTYpbl W cCOAEpXaHusd nnaHa no
ynpasneHuto 6e3onacHocTbH,

5 Knaccudmkauma v ynpasneHme aktusamu

5.1 YyeT akTnBOB

Llenb: obecneyeHne coOTBETCTBYIOLLEN 3aLUUTLI aKTUBOB OpraHn3auuu.

Bce OCHOBHble MHMOPMAUMOHHbIE aKTMBbI LOOIMKHbI ObITb YYTEHbl U 3aKpemnseHbl 3a OTBETCTBEHHbLIMU
Bnagenbuamu.

Y4yeT akTMBOB nomoraeT obecneyvvBaTbh YyBEPEHHOCTb B MX Hagnexawen sawmte. Heobxooumo vaeHTu-
duumnpoBaTb BnagenbLeB BCEX OCHOBHbIX aKTMBOB U ONpeaenuTb MX OTBETCTBEHHOCTb 3a nogdepXaHue cooT-
BETCTBYHOLLUMX MEPONPUATUI NO yNpaBrneHnio nHpopmMauuoHHon 6e3onacHocTblo. OcyLecTBneHMe MeponpuaTui
no ynpaeneHuio MHOPMaLMOHHON 6e30NacHOCTEI0 MOXKET ObITb AenernpoBaHo, HO OTBETCTBEHHOCTb [OSKHA
ocTaBaTbCs 3a Ha3HaAYeHHbIM BnajernbLeM akTuBa.

5.1.1 NlHBeHTapu3aLumna akTUBOB
OnucaHne akTMBOB faeT yBEPEHHOCTb B TOM, YTO obecneynBaeTcs adhpeKkTMBHAs 3alumMTa akTUBOB, 1 OHO MOXET
Takke notpeboBaTtbes Ansa uenen obecneveHns 6e3onacHOCTV Tpyaa, CTPaxXOBaHUS UMK pelueHns pMHaHCOBbIX
BOMpocoB (ynpaBneHue aktuBamu). [pouecc cocTaBneHus ONMCU aKTUBOB — BaXHbIWM acrnekT ynpasreHusi
puckom. OpraHu3auus AomkHa ObiTb B COCTOSIHUM MAEHTUUUMPOBATL CBOU aKTUBbLI C Y4ETOM UX OTHOCUTENBHOW
LeHHoCcTM 1 BaxHOCTU. OCHOBBLIBasiCb Ha 3ToW MHdOpMaLMK, OpraHM3auns MoxXeT obecrnedvBaTb 3afaHHble
YPOBHW 3alUuUThbl, COOTBETCTBYHOLUME LIEHHOCTM W BaxHOCTM akTtuBoB. Onucu crnegyeT CcOCTaBnsATb W
NnoaaepXK1BaTh AN BaXHbIX aKTUBOB, CBA3aHHbIX C KaXA0W MHOPMaLMOHHON cucTeMON. Kaxabi akTUB OMmMKeH
ObITb YeTKO MaeHTUUUMPOBaH M KnaccuduuMpoBaH C TOYKM 3peHus BesonacHoctu (5.2), ero BnagenbLbl
[OOIMKHbI ObITb aBTOPM30BaHbI, @ AaHHbIE O HUX OKYMEHTUpoBaHbl. Kpome Toro, JOMmKHO ObiTb yka3aHo dakTu-



Yeckoe MEeCTOMOSIOKEHNE aKTUBa (3TO BaXHO B Crydae BOCCTAHOBMEHWS aKTUBOB NpW MoTepe unu
nospexaeHun). NMpumepamu akTMBOB, CBSA3aHHbIX C MHPOPMAaLMOHHBIMU CUCTEMaMU, SIBIISIOTCS:

- WH(OpPMaUUNOHHbIE akTMBbI: 6asbl AaHHbIX M dainbl AaHHbIX, CUCTEMHAsS AOKYMEHTauWsi, pyKOBOACTBA
nonb3oBaTens, y4yebHble MaTepuarnbl, Npoueaypbl 3KChnyatauum unu nogaepxkm (o0cnyxuBaHus), nnaHbl No
obecneyvyeHnto HenpepbIBHOCTN OYHKLMOHMPOBAHUS MHPOPMAaLMOHHOTO obecneyeHusi, npoueaypbl AENCTBUIA Mpn
cbosx, apxuBMpoBaHHas nHdopmauus;

- aKkTuBbl MnporpaMmHoro obecrnevyeHus: MpuknagHoe mnporpaMmmHoe obecrneyeHne, CUCTEMHOE
nporpaMMHoe obecneyeHne, MHCTPYMEHTarbHbIE CPEACTBA pa3paboTkM U yTUNUTbI;

- dmsmyeckne akTuBbI: KOMMbIOTEPHOE OOOpyaoBaHME (MPOLECcCcopbl, MOHUTOPbLI, NEPEHOCHbIE KOMIMbLO-
Tepbl, MoaeMbl), 06opynoBaH/Me CBSA3M (MapLUpyTU3aTopbl, YacTHble aBTOMaTuveckMe TenedoHHbIe CTaHUMK C
BbIXOJOM B CETb OOLLEro nonb3oBaHus, )akchbl, aBTOOTBETHMKM), MArHUTHbIE HOCUTENW (NEHTLI U AUCKKU), ApYroe
TexHudeckoe obopyaoBaHue (aneKTponuTaHne, KOHAULUMOHEpPHI), Mebernb, MoMeLLeHus;

- YCNyrn: BblMUCTIUTENbHbIE YCMYrK U YCMYrn CBA3WU, OCHOBHblE KOMMYHarbHbIE YCIyru, Hanpumep, OTo-
nneHve, oCBELLEHNE, SMNEKTPOIHEPTUSA, KOHANLMOHUPOBAHNKE.

5.2 Knaccudmkauma nHdopmauum

Llenb: obecnevyeHve yBepeHHOCTM B TOM, YTO MH(OPMAaLMOHHbIE aKTMBbl 3alUMLLEHbl Ha Haanexaiiem
YPOBHeE.

WHdopmaumio cnegyeT knaccuuumMpoBaTb, YTOObI onpeaenuTb ee NpUoOpUTETHOCTb, HEOBXOAUMOCTb U
CTerneHb ee 3aluThbl.

MHpopmaumnsa nmeeT pasnnyHble CTeNeHn YyBCTBUTENMLHOCTU U KPUTUYHOCTU. HekoTopble BuAabl MHAOP-
Mauun MoryT TpeboBaTb AOMOMHUTENBHOMO YPOBHSA 3aliMThl UMW crleumarnbHbiX MeToaoB obpaboTtku. Cuctemy
Knaccudvkaummn wuHdopmaumMn cnegyet ucnons3oBatb AN OonpefeneHns COOTBETCTBYIOLLENO MHOXeCTBa
YPOBHEW 3aLwuThbl 1 NOTpebHOCTN B cneumanbHbIX MeTogax obpaboTku.

5.2.1 OcHOBHbIe NPUHLUMNbI Knaccudukauumm

Mpu knaccndmkaumm nHOpPMaLUMn 1 CBA3AHHbIX C HEN MEPOMPUSATAIA MO yNpaBneHnto NHAOPMaLMOHHON
6e3onacHOCTbIO criedyeT yunTbiBaTb TpeboBaHus Gu3Heca B COBMECTHOM WCMOSb30BaHUW UMW OFPaHUYeHUn
AocTyna K MHdopmauum, a Takke nocneactsus ans 6usHeca, ceAsaHHble ¢ Takumu TpeboBaHMsAMU, Hanpumep,
HeaBTOPM30BaHHLIM JOCTYN WNW nospexaeHne uHdopmauun. Knaccudukaums wuHdopmaumMm no3sonseT
onpeaennTb, Kak aTa nHpopmaumsa fomkHa 6blTb 0bpaboTaHa 1 3awuileHa.

NHdopmaumio 1 BbIXoAHblE OTYETLI CcUCTeM, obpabaTbiBaloLMX KnaccudbuumpoBaHHble AaHHbIe, cregyeT
OTHECTU K KakoW-nMbo KaTeropum C TOYKU 3peHNs ee LeHHOCTW U YyBCTBUTEMbHOCTU AN opraHmsaumn. MoxHo
TaKKke OLEHUTb COOTBETCTBYIOLLYIO MH(POPMAaLMIO C y4ETOM TOrO, HacKOMbKO OHAa KPUTWUYHA ANS OpraHusauuu,
Hanpumep, ¢ TOYKM 3peHunst obecrneveHns ee LeNoCTHOCTU U JOCTYMHOCTH.

WHdopmaLumsa obblvHO nepectaeT 6biTb YyBCTBUTENBHON MU KPUTUYHOM K KOMNPOMETaLuUn Nno NCTeYeHUN
HEKOTOPOro nepuvoAa BPEMEHW, Hanpumep, Korga OHa CTaHoBUTCA obedocTynHon. 3TW acnekTbl cnegyet
NPUHMMaTb BO BHUMaHWe, MOCKOMbKY MPUCBOEHME MOBLILIEHHON KaTeropum MOXeT BECTU K HEHYXHbIM A0nor-
HUTENbHBIM pacxodaM. B pykoBogAwmx npuHUMNax knaccudukaumv cnegyet npeaBuaeTb M yYnUTbIBaTb, YTO
KaTeropus nboro Buaa nHdopmMaumm HeobssaTenbHO JOMKHA ObiTb MOCTOSIHHOW B TEYEHME BCEro BpEMEHN —
OHa MOXeT U3MEHATLCSA B COOTBETCTBMM C HEKOTOPOW MPUHATOW NONUTUKOM 6esonacHocTu B opraHm3auum (9.1).

YUpe3mMepHO CIOXHbIE CXeMbl KaTeropMpoBaHns MHOpMaLMM MOTyT CTaTb OBPEeMEHUTENbHbIMA U HEIKO-
HOMWYHBLIMW AN UCMOMNb30BaHWA UMM OKa3bIBAlOTCA HeocyllecTBUMbIMU. CrneayeT nposiBnsaTb OCMOTPUTENb-
HOCTb NpW MHTepnpeTauun kateropui (rpudoB) Knaccudmkauum Ha [OKYMEHTax OT APYrMX OpraHv3auun,
KOTOpble MOTYT UMEeTb ApYyrue onpeaerieHns Unn cogepxaHve Ans Tex xe camblX Uim nogobHbIX KaTeropui.

OTBeTCTBEHHOCTb 3a onpefeneHve Kateropum WHdopMauuu (Hanpumep, AOKYMEHTa, 3anucu AaHHbIX
arina vnu guckeTbl C AaHHBIMU) U NEPUOAUYHOCTL NepecMoTpa 9TOM KaTeropum LOMKHbI OCTaBaTbCs 3a
cosgarenem, HasHavyeHHbIM BnagenbLuem nnv cobCTBEHHNKOM MHAOpMaLIMK.

5.2.2 MapkupoBka n o6paboTka uHcgpopmaumm

BaxHo, 4yTobbl ObIN OnpeneneH COOTBETCTBYHOLMI Habop npouedyp ANst MapkMpoBKM npu obpaboTke
MHdOpMaLun B COOTBETCTBMM C CUCTEMON Kraccudmkauum, NpUHSATON opraHm3aumein. 3Tu npoueaypbl AOMMKHbI
OTHOCUTLCA K MHPOPMAaLMOHHBLIM akTUBaM, NpeacTaBfeHHbIM Kak B (OM3NYECKOW, Tak U B SMNEKTPOHHOW dopme.
Ana kaxgon knaccudukaumm crnegyeT onpedendTb Mpouedypbl MapkMpoOBKM AN TOro, 4To6bl yyecTb
cnegywoLume Tinel 06paboTkn nHpopmaumu:

- KonupoBsaHue;

- XpaHeHve;

- nepegadvy no noyre, pakcom 1 3NEKTPOHHOM NOYTOW;

- nepepady rornocom, BKroYas MobunbHbIN TenedoH, roffocoBYHO NMOYTY, aBTOOTBETYUKMY;



- YHUUTOXEHME.

Mpy ocyliecTBNeHNn BbIBOAA OaHHbIX U3 CUCTEM, COAEpXallmMx MHopMaLuo, KoTopas Knaccuduumpo-
BaHa Kak YyBCTBUTENbHAs UMM KPUTWYHAsi, cnedyeT MCMonb30BaTb COOTBETCTBYHOLLYIO METKY Knaccudukaumm
(mpn BbIBOAE). B mapkmpoBke criegyeT oTpaxaTtb knaccudmkauuio cornmacHo 5.2.1, CnegyeT mapkvpoBaTtb
HaneyaTaHHble OTYETbl, 3KPaHHble POPMbI, HOCUTENM MHOPMaLUK (NEHTbI, OUCKU, KOMNAKT-AUCKA, KacceTbl),
3MEeKTPOHHbIE CO0bLLEHMS U Nepedady dansos.

dusnyeckne MeTKM ABMAOTCA, B oblweM crnydae, Hanbonee nogxogsiuen hopmon mapkmposku. OgHako
HeKoTopble MHOPMALMOHHbIE aKTUBbI, TaK1e Kak JOKYMEHTbI B 3NIEKTPOHHOW chopMe, huanyeckn He MoryT BbiTb
NPOMapKUpoBaHbl, U NO3TOMY HEOBXOAUMO MCNOMb30BaTh SNEKTPOHHbLIE aHANOM MapKUPOBKW.

6 Bonpocbl 6e30nacHOCTU, CBA3aHHbIE C NepPCOHAar oM

6.1 YyeT BonpocoB 6e30MacHOCTU B AOMKHOCTHbIX 00A3aHHOCTAX U npu Hanme nepcoHana

Llenb: MMHUMM3aLMA PUCKOB OT OLUMOOK, CBSI3aHHbLIX C YEroBeYeCckUM (pakTOpoM, BOPOBCTBA, MOLUEHHU-
YecTBa, KpaXun Unn HenpaBuIbHOrO UCMONb3oBaHMA cpeacTs 0b6paboTkv MHdopMauun.

O6sa3aHHOCTU No cobnoaeHuio TpeboBaHu Ge3onacHOCTU crnegyeT pacnpefenaTs Ha ctagum nogbopa
nepcoHarna, BKMoYaTb B TPYAOBblE AOrOBOPbLI M MPOBOAUTL MX MOHWUTOPUHI B TeYeHue Bcero nepuopa paboTtbl
COTpyAHMKa.

CnenyeT ocywecTBnATb COOTBETCTBYHOLLYH MPOBEPKY KaHAMAaToB Ha paboty (6.1.2), ocobeHHO 3To
KacaeTCsl AOIDKHOCTEW, npegnonararwmx AoCTyn K BaXKHOM MHopmauun. Bce coTpyaHuKM v npeactaBuTenu
TPETLEN CTOPOHbI, MCMOMb3yllmMe cpeactsa obpaboTkM MHGOpPMauuM opraHu3auMmn, OOIMKHbI MOAMNUCHIBaTb
cornatleHue o KoHpuaeHUManbHOCTH (HepasrnalleHun).

6.1.1 BknrouyeHue BonpocoB MH(popMaLMOHHOMN 6e30MacHOCTM B AOJTKHOCTHbIE 06513aHHOCTH

PyHKUMKM (ponn) M OTBETCTBEHHOCTb B obnactn MHMOpMauMoHHON 6e30nacHOCTW, KakK yCTaHOBMNEHO B
nonuTnke uHopMaunoHHon GesonacHocTu opraHusauum (3.1), cnegyeT AOKymeHTUpoBaTb. B AOMKHOCTHblE
WHCTPYKUMKU criegyeT BKIoYaTb Kak obme 0643aHHOCTM NO BHEAPEHUIO Unn cobnogeHnio nonutuki 6esonac-
HOCTM, Tak M cneuuduryeckne ocoOEHHOCTM MO 3alMTe onpedeneHHbIX akTMBOB WMW OEWCTBUI, KacaloLMXCs
6e3onacHocTy.

6.1.2 NpoBepka nepcoHana Npu HaMMe U COOTBETCTBYHOLLAA MONIUTUKA

MpoBepkn COTPYAHUKOB, MPUHMMAEMbIX B MOCTOSIHHbIV LUTAT, CreAyeT BbINOMHATL N0 Mepe nogayv 3ass-
neHuii o Npueme Ha paboTy. B HUX Heobxoaumo BKMoYaTh crieaytoLlee:

- HanM4Me NoNOXMTENbHbLIX PEKOMEHAALNIA, B YACTHOCTM B OTHOLUEHWM OEMNOBbIX W MUYHBIX Ka4ecTB npe-
TEHOEHTa;

- NpoBepKa (Ha npeaMeT MOMHOTLI U TOYHOCTM) pestoMe NPeTeHAEHTa;

- NOATBEPXAeHNe 3asBrnsemoro obpasoBaHunst u npodeccnoHanbHbIX KBanvdukaumn;

- He3aBUCHMas NpoBepka MOAJSIMHHOCTU AOKYMEHTOB, YAOCTOBEPSIOLWMX NMYHOCTL (nacnoprta unun 3ame-
HSIOLLEro ero JOKyMeHTa).

B cnyyasx, korga HOBOMY COTPYOHWKY HEMOCPEACTBEHHO Mocre npuema Ha paboTy unu B ee npouecce
npeacTouT JOCTyn K cpeacTtBaM o6paboTku BaKHOW MHopmauuun, Hanpumep UHAHCOBOW WM COBEPLUEHHO
CEKPETHON MHOopMaUMU opraHu3auun, crieqyeT BbIMOMHUTL CreunanbHylo «NpoBepKy Ha Aosepue». B oTHo-
LEHNN COTPYOHWKOB, MWMEKLWNX 3HaYMTENbHble OMHOMOYMS, 3Ta MpoBepka [OMKHa NpOBOAUTLCHA
nepuoanNYECKN.

AHanorM4HbIN NpoLecc NpoBepKU criefyeT OCYLLECTBNATb AN NOAPSAYUKOB Y BPEMEHHOrO nepcoHana. B
Tex crnyyasix, korga npuem CoTpYyOHWKOB OCYLLECTBISIETCS Yepes3 KalpOBOE areHTCTBO, KOHTPAKT C areHTCTBOM
OOIMKEH YeTKo onpeaenaTb 06593aHHOCTU areHTCTBa Mo NPOBEpKe NpeTeHOEHTOB U npoleaypaM yBedoMIeHus,
KOTOpbIM OHO AOSMKHO CneaoBaTh, €Cnv NpoBepka He Gbina 3akoHYeHa Mnu ecnu pesynbTaTbl 4alT OCHOBAHUA
OISt COMHeHus1 unn 6ecnokoncTea.

PykoBOACTBY oOpraHmsauuv cnepyeT OUeHWTb HeobXOOuMbI ypoBeHb HabniwogeHws 3a HOBbIMK U1
HEOMbITHBIMW COTpYyAHWKaMK, obnagarowmmmn nNpaBomM AOCTyna K BaHbIM cuctemam, Heobxoammo BHeOpuTb
npoueaypbl N0 NEPUOANYECKOMY KOHTPOIMKO U YTBEPXKAEHWIO AENCTBUA BCEX COTPYAHUKOB CO CTOPOHbI BbILle-
CTOSALNX PYKOBOAMTENEN,

PykoBoautenam cregyeT yunTbiBaTb, YTO NUYHble NPOGNEMbl COTPYAHMKOB MOFYT CKasblBaTbCA Ha WX
pabote. JInyHble unu ruHaHcoBble NPOGNEMbI COTPYOAHMKOB, NU3MEHEHUSI B UX NMOBEAEHUM UM 0Opase Xn3Hw,
nepuoamnyeckas paccesiHHOCTb M MpU3HaKU CTpecca WUnu Aenpeccun MoryT ObiTb NPUYMHAMKM MOLLUEHHUYECTBA,
BOPOBCTBA, OWWOOK MM Opyrux HapylleHun 6esonacHocTu. JTy uHGOpMauuio crnegyeT paccmaTpuBaTb B
COOTBETCTBUM C AENCTBYHOLLMM 3aKOHOAATENbCTBOM.




6.1.3 CornaweHuna o KOHpMAEHLNANBbHOCTU

CornaweHuns 0 KOH(OMAEHUNANbHOCTU UK COMMalleHnss O HepasrnalleHnM MUCMonb3yTes ANs yBeAOM-
JNIEHVS1 COTPYAHMKOB O TOM, YTO WMHGopMauust ABNSeTCs KOHMAEHUMANbHOM unu cekpeTHon. CoTpyaHuKK
00bIYHO AOMKHBLI NOANMUCHIBATb TAKOE COrMNalleHne Kak HeOTbeMITEMYIO YacTb YCMOBUI TPYAOBOrO 4OroBopa.

BpeMeHHble COTPYAHUKM 1 NpeacTaBUTENN TPETbUX CTOPOH, HE MonajatLmne nog CTaH4apTHBIN TPYLOBON
[oroBop (coaepxawuii cornalueHne o cobnioeHnn KoHpuaeHUManbHOCTN), AOMKHbI NOAMNWCLIBATh OTAENBHO
cornaileHue o cobnogeHnn KoHpuaeHUManbHOCTU A0 Toro, kak MM ByaeT npefocTaBneH OOCTYN K cpeacTBam
0o6paboTku nHdbopmaLuun.

Cornawenus o cobniogeHnn KoHuaeHLmansHOCTU cnegyeT nepecMaTtpuBaTb MpU M3MEHEHWUU YCIOBUIA
TPYLOBOro [0roBopa, 0COGEHHO B criydae M3MeHEeHUs1 06513aHHOCTEN COTPyAHMKa WU UCTEYEHUU CPOKOB TpPY-
[OBbIX JOrOBOPOB.

6.1.4 YcnoBusa TpynoBoOro cornaileHus

YcnoBusi TpyAOBOrO JOroBopa AOMMKHBI ONpeaensiTb OTBETCTBEHHOCTb CryXallero B OTHOLUEHUN MHop-
MaLMoHHOM Oe3onacHocTu. Tam, rae HeobGxooumo, 3Ta OTBETCTBEHHOCTb JOJMKHA COXPAHATBCS UM B TEYEHUe
onpefeneHHoro cpoka nocne yBoflbHEHUs ¢ paboTel. HeobxoaMMo ykasaTb Mepbl AWCLMMNAMHAPHOIO BO3ae-
NCTBUS, KOTOpble ByayT NPUMEHUMbI B CyYae HapyLUeHUst COTPYAHWKOM TpeboBaHuii 6€30NacHOCTY.

OTBETCTBEHHOCTb M MpaBa COTPYAHWMKOB, BbiTEKAOLLME U3 AENCTBYIOLLErO 3aKoHoAaTeNbCTBA, Hanpumep B
YacTu 3aKoHOB 06 aBTOPCKOM MNpaBe MM 3akoHoOaTesNbCTBa O 3almUTe NepcoHarbHbIX AaHHbLIX, AOMKHbI ObITb
pasbsiCHEHbl MepcoHany W BKMKYEHbI B YCMOBUS TPy4OBOrO [J0roBopa. Takke [OmkHa ObiTb ykasaHa
OTBETCTBEHHOCTb B OTHOLLEHWNM KaTErOpUpoOBaHNsi U YNpaBneHust AaHHbIMWU opraHu3auun-pabotogatens. Beskuia
pas, npu HeobXxoAMMOCTU, B YCMOBMSX TPYOOBOrO JOroBopa CrefyeT ykasbiBaTb, YTO 3Ta OTBETCTBEHHOCTb
pacnpocTpaHsieTcs M Ha paboTy BHE MOMELLEHWUA OpraHuM3aumun, U B Hepabodee Bpemsi, Hanpumep, B criyyae
ncnonHeHus paboTel Ha gomy (7.2.5 n 9.8.1).

6.2 O6y4yeHue nonb3oBarenen

Llenb: obecneyeHne yBepeHHOCTM B OCBEOOMIIEHHOCTM Monb3oBaTtenen o6 yrposax n npobnemax, cBs-
3aHHbIX C MHOPMaLMOHHON 6e30MacHOCTbIO, U NX OCHALLEHHOCTW BCceM HeobxoammbiM Ans cobnogeHns Tpe-
60BaHWI NONUTMKM 6E30NACHOCTM OpraHM3aLMun Npu BbINOMHEHWUM CNY>KEOHbIX 06513aHHOCTEN.

Monb3oBaTtenew Heobxogumo obyyaTb npouegypam 6e30macHOCTM U MPaBUITbBHOMY UCMONb30BaHMIO
cpencTs 06paboTkm MHpopmMaLmm, YTOObI CBECTU K MUHUMYMY BO3MOXHbIE PUCKM BGe3onacHoCTU.

6.2.1 O6y4yeHue n nogrotoBka B ob6nacTu nHcpopMauMoHHoM 6e3onacHoCTU

COOTBETCTBYIOLLEE 0OY4EHME 1 NonyyaTb Ha PerynsipHoi oCHOBE OOHOBMNEHHbIE BapyaHTbl MONUTUK U NPO-
ueayp MHdopMaunoHHon 6e3onacHOCTU, NPUHATLIX B opraHu3auun. ObydeHne coTpyaHWMKOB AOMKHO obecne-
4nTtb 3HaHue umn TpeboBaHW Ge3onacHOCTW, OTBETCTBEHHOCTM B COOTBETCTBUM C 3aKOHOOATENbCTBOM,
MeponpuATUIA NO yNpaBneHno MHpOpMaLNOHHON 6e30NacHOCTbLIO, a Takke 3HaHWe NPaBUIIbHOMO NCMONb30BaHMUS
cpeactB o6paboTkM MHopMauuKn, Hanpumep npoueadyp perncrpaumMm B CUCTEMAax, UCMONb30BaHUSA MaKETOB
nporpamm, npexae yem um 6yageT npegocTaBnieH JOCTYN K MHbopMauumn unm ycnyram,

6.3 PearupoBaHue Ha MHUMAEHTbI HapyLWeHNsa uHgpopMaLMoHHOM 6e3onacHOCTU U cooun

Llenb: cBegeHne K MUHMMYMY yulepba OT MHLUMOEHTOB HapylleHus MHAOpPMaLMOHHOW 6e3onacHoCcTu M
cboeB, a TakKe OCyLLECTBIEHNE MOHUTOPUHIA U pearpoBaHue no criy4asiM MHUMAEHTOB.

O6 nHuMaeHTax HapylleHus nHdopMaumoHHon Ge3onacHocTu cnegyeT MHOPMUPOBaTL PYKOBOACTBO B
COOTBETCTBMM C YCTAHOBIIEHHBIM NOPSAKOM, MO BO3MOXHOCTU, HE3aMeaNTEnNbHO.

Bce coTpyaHukn 1 nogpaaumku SOMmkHbl GbITb OCBeAOMITEHBI O Npolegypax MHPOPMUPOBAHUSI O pasnmy-
HbIX TWUMNax WHUMAEHTOB HapyLleHus WHOpPMaUMOoHHOM ©e3onacHocTu (HapyweHue 6e3onacHocTu, yrposa,
YyA3BUMOCTb CUCTEMbI Unn cbon), KoTopble MOrnn Obl OKasaTb HeraTMBHOE BRMAHME Ha 6e30nacHOCTb akTMBOB
opraHunsauum. COTpyaHMKM 1 NOAPSAYMKMA OOIMKHBI HeMeaneHHo coobwatb o nobbix Habngaembix nnu npea-
nonaraemMbiX UHUMOEHTax onpeaeneHHOMY KOHTakTHOMY nuuy wunv agMuHucTpatopy 6esonacHoctu. B opraHu-
3aumMM OOMKHbl ObiTb YCTAHOBMEHbI MEpbl AWCLMMNIMHAPHOW OTBETCTBEHHOCTU COTPYOHMKOB, HapyLlalLmX
TpeboBaHus 6esonacHocTw. [ns Toro 4To6bl MMETb BO3MOXHOCTb pearnpoBaTb Ha WMHUMAEHTbI HapyLleHus
MHdOPMaLMOHHON 6e30MacHOCTM AOMKHBIM 06pa3oM, HeobxoarMo cobupaTb CBMAETENLCTBA U AoKa3aTenbCcTBa
BO3MOXHO ObICTpee nocne o6HapyxeHus nHumaeHTa (12.1.7).

6.3.1 MHcbopmMupoBaHme 06 MHLMAEHTaX HapyLlleHUss UHopMaLMOoHHOM 6e3onacHoCTH

O6 vHuUMAeHTax HapyleHusa nHopMauMoHHON BesonacHOCTM cneayeT UHOPMUPOBAaTL PYKOBOACTBO B
COOTBETCTBMM C YCTAHOBIIEHHBIM NOPSAKOM, MO BO3MOXHOCTU, HE3aMeanTEnNs6HO.

Heobxogmmo BHeapuTb (hOpManu3oBaHHy npoueaypy MHopMmnpoBaHus 06 MHUMAEHTaX, a Takke npo-
Lueaypy pearmpoBaHus Ha MHUMAEHTLI, yCTaHaBNMBarLLme OEWCTBUSA, KOTOPbIE AOMMKHbI ObiTb NPeanpUHATEHI
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nocne nonyyeHus coobuieHnss 06 nHuuaeHte. Bece coTpyaHukn M NoapagYvKn AOMKHbI OblTb O3HAKOMIEHbI C
npoueayport MHOPMMPOBaHUA 06 MHUMAEHTAX HapyleHUss MHAOPMAaUMOHHON 6e30NacHOCTM, a Takke MPOUH-
¢dopMUpoBaHbl O HEOOXOAMMOCTM He3aMeanuTenbHOro coobueHnss o6 wuHumageHTax. Heobxogumo Takke
npeaycMoTpeTb npoueaypbl 00paTHOM CBA3M MO pe3ynbTaTtaM pearpoBaHMs Ha MHUMAEHTbl HapyLleHusi
MHpopMauuoHHon Ge3onacHocTu. MHdopmaumsa 06 MHUMAEHTaxX MOXET UCNOMNb30BaThCS C LENb MNOBbILLEHNUS
OCBeOMIIEHHOCTM nornb3oBaTtenen (6.2), NOCKONbKy MO3BONSET AEMOHCTPUPOBaTb Ha KOHKPETHbIX MpuMepax
BO3MOXHble MOCNEeACTBMS MHUMOEHTOB, pearMpoBaHMe Ha HUX, a Takke CnocoObl MX UCKIIOYEHUs B Oyayuiem
(12.1.7).

6.3.2 MncdpopmupoBaHue o npobrnemax 6e3onacHOCTH

OT nonb3oBaTtenen MHOPMaLIMOHHBIX CEPBUCOB Heobxoaumo TpeboBaTb, 4TOObI OHM 06pallany BHUMa-
HMe 1 coobLanu o Nbbix 3aMeYeHHbIX UMK NpeanonaraeMbiX HegocTaTkax M yrposax B obnactn 6esonacHocTu
B cuctemax unu cepsucax. OHM OOMKHbI HEMEANEHHO cooblWaTh 06 3TUX MpUYMHAX AN NPUHSATUSE peLUeHni
CBOEMY PYKOBOACTBY MMM HEMOCPEACTBEHHO MOCTaBLLUMKY ycnyr. Heo6xoanmo nHgopmmnpoBaTh Nofb3oBaTenen,
YTO OHW HE [OSMKHbI HU MPU KaKMx 06CTOATENLCTBAX CAMOCTOSITENIBHO UCKaTb NOATBEPXKAEHNSI NOA03PEBAEMOMY
HepjocTaTky B cucteme GesonacHocTu. 3To TpeboBaHue NpeabsBRseTCs B MHTEPECAx camux Nonb3oBaTenen,
NOCKOMNMbKY TecTUpoBaHMe cnabbiXx MeCT 3almTbl MOXeT ObiTb MHTEPNPeTUpPOBaHO Kak HemnpaBOMOYHOE
MCMOMNb30BaHNE CUCTEMBbI.

6.3.3 UHcpopmHupoBaHUe 0 c60AX NporpamMmMHoOro obecneyeHus

[nsa nigpopmmnpoBaHmsa o cbosix nporpaMMHOro obecrnedyeHms HeOOXOAMMbI COOTBETCTBYOLLME NpoLenypbl,
Mpun aTOM JOMKHBI NPeAyCcMaTpUBaTLCS criegyowmne AenCTBUs:

- CMMNTOMbI NpOGNeMbl 1 Mobble COOBLLEHNS], NOABNALIMECS Ha 9KpaHe, OOMKHbI (OMKCUPOBATLCS;

- MO BO3MOXHOCTM, KOMMbOTEP HEOOXOAMMO U30NMpPOBaTh M NOMb3oBaHWe UM npekpaTtutb. O npobneme
cnegyet HemeasleHHO U3BEeCTUTb COOTBETCTBYHLLEE KOHTAKTHOE NULO UnmM agMuHucTpatopa. B crnyyae Heob-
XOAMMOCTM MPOBECTU MccrneaoBaHus 060pyaoBaHUsi, KOTOpoe AOIMKHO ObiTb OTCOEAMHEHO OT BCEX CETEW opra-
HuM3aumun. lnuckeTbl He cneayeT nepeaaBaTh ANA UCNONb30BaHNUS B APYrMX KOMMbIOTEPaX;

- 0 dakTe cbos nporpammHoro obecneyeHus cregyetT HEMELNEHHO M3BEeLLlaTb PYKOBOAMTENS CryxObl
MHpopMaUnoHHON 6e30NacHOCTH.

Monb3oBaTenu He [OMKHbI MbITATbCA CAMOCTOSATENBbHO yAanvTb MOA03pPUTENbHOE MporpamMmHoe obec-
neyeHue, ecnv OHW He YMOJNIHOMOYEHbl Ha 3TO. JIkBuAMpoBaTb MocneacTsus cboeB OOMKEH COOTBETCTBEHHO
06y4eHHbI nepcoHan.

6.3.4 N3Bne4yeHne ypoKOB M3 MHLUMAEHTOB HapyLlueHusi "HbopmaLunoHHoON 6e3onacHoCcTU

HeobxoQMMo yCTaHOBUTbL MOPSAOK MOHUTOPUHra M permcTpaumm MHUMOEHTOB U COOEB B OTHOLLUEHUU UX
yncna, TUMNOB, NapaMeTpPoB, a TakKe CBSA3aHHbLIX C 3TMM 3aTpaT. ATy MHopmaLumno cnegyeT Mcnonb3oBaTh Ans
MOEHTUUKALMN MOBTOPSIOLWMNXCS UM 3HAYUTENbHBIX MHUMAEHTOB Mnu cboeB. [daHHas MHdopMauus MOXeT
yKa3biBaTb Ha HEOOXOAMMOCTb B COBEpPLUEHCTBOBAHWM CYLLECTBYIOLLMX UMW BHEOPEHUU OOMOSNTHUTENbHbIX
MEpPONpUATUIA NO YNPaBMEHUO MHPOPMALMOHHON 6E30NacHOCTLI0 C LIENbio MMHUMU3AUMM BEPOSTHOCTU MOSIB-
NEeHUs MHUMAEHTOB HapyLleHNs NHOpMaLMOHHOW 6e30MacHOCTU, CHDKEHUSA BO3MOXHOrO yuiepba n pacxonos B
Oyayuiem, Kpome TOro, AaHHy MHOPMaUMIO credyeT yuYuTbiBaTh NPy NEPEeCMOTPe NONUTUKM MHCPOPMALMOHHON
6esonacHocTy (3.1.2).

6.3.5 lNpouecc ycTaHOBNEHUA AUCLUNIIMHAPHON OTBETCTBEHHOCTU

JomkHbl cyulectBoBaTh (hOpManun3oBaHHbIE MpoLeaypbl, YCTaHaBNMBawLMe AWUCLUMITMHAPHYI0 OTBET-
CTBEHHOCTb COTPYAHWKOB, HapYLUMBLUUX MOMUTMKY M npoueaypbl 6e3onacHocTy opraHusauum (6.1.4 v, B OTHO-
weHnn cBugeTenbcTB, 12.1.7). Takue npouedypbl MOryT OKasblBaTb CAEPXMBalOLLlee BO3AENCTBME Ha
COTPYOHMWKOB, KOTOpbIE CKMOHHbI K MrHOPUPOBaHWIO Mpoueayp obecneveHns nMHOpMaUMOHHOW 6e30MacHOCTY.
Kpome TOro, nogoGHele npoueaypbl Npu3BaHbl 06ecnevnTb KOPPEKTHOE M CNpaBeanMBOE PacCMOTPEHWE Oen
COTPYOHVKOB, KOTOPbIE NOA03PEBATCHA B CEPLE3HBLIX UMW PETYNAPHBIX HapyLLeHUsAX TpeboBaHui 6e30NacHOCTY.

7 ®usmnyeckas 3awmTa 1 3almTa oT BO3AeNCTBUN OKpyXKaloLwen cpeabl

7.1 OxpaHsieMble 30HbI

LUenb: npenoTepalleHne HeaBTOPU3OBAHHOMO [OCTYMa, MOBPEXOEHUA W BO3OENCTBUA B OTHOLLEHUU
NOMeLLEHNI N MHOPMaLIMK OpraHu3aLun.

CpenctBa 06paboTKM KPUTUYHOW UM BaXKHOM cryxeGHOo MHGopMaLum HeoGXoaumMo pasMellaTb B 30HaX
6esonacHocTi, 0603HaYEHHbIX onpeaesieHHbIM NepuMeTpoM Ge3onacHOCTH, obnajaloLwmM COOTBETCTBYHOLLMMM
3alUMTHBIMKM GapbepamyM U CPEACTBaMU KOHTPOSS MPOHWMKHOBEHMUSl. OTW 30HbI OOMKHbI ObiTb  (OM3MYECKM
3alUMLLEHbl OT HEaBTOPU3OBaHHOTO A0CTYNa, NOBPEXAEHUS U BO3AEUCTBUS.
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YpoBeHb 3alUMLLEHHOCT [OSKeH OblTb copa3MepeH € WAeHTUUUMPOBAHHbIMK puckamn. C uenbio
MWHUMW3ALUM pUCKa HEaBTOPM3O0BAHHOMO AOCTyna WM MoBpeXAeHWs OyMaXHbIX OOKYMEHTOB, HocuTenewn
AaHHbIX U cpeacTB 06paboTkn MHMOPMaLNM, PEKOMEHAYeTCS BHEAPUTb MOMUTUKY «4MCTOrO CTONa» U «4YMCTOro
3KpaHay.

7.1.1 MNepnumeTp OXpaHsieMOMN 30HbI

Pusmnyeckan 3awmrta MoxeT OblTb 4OCTUTHYTa CO34aHMEM HeCKOnNbkux dumandeckmx bapbepoB (nperpag)
BOKPYI MOMELLEHW KOMMNaHWM n Cpeacts obpaboTkm uHpopmauun. bapbepbl ycTaHaBnuBaloT OTAeNbHble
nepumMeTpbl 6€30MacHOCTM, KaXabli M3 KOTOpbIX obecneyvBaeT ycuneHue 3awuTel B uenom. OpraHusaumsm
crnegyeT UCMOMb30BaTb MepumeTpbl 6e3onacHOCTV Ans 3aluMTbl 30H pPacrnofioXeHns Ccpeacts obpaboTku
nHdopmaummn (7.1.3). MepumeTp GesonacHocTn — 3TO rpaHuua, cosgarowas bapbep, Hanpumep, NpoxogHas,
obopyaoBaHHas cpeacTBamy KOHTPONs BXxoda (Bbes3aa) No MASHTUMMKALMOHHBIM KapTodKaM UM COTPYAHUK Ha
CTOVKe pernctpaummn. PacnonoxeHne n ypoBeHb 3almTbl (CTOMKOCTU) Kaxaoro 6apbepa 3aBUCAT OT pesynbTaToB
OLIEHKWN PUCKOB.

PekomengyeTtca paccmaTpuBatb M BHEAPSTb Npu HeobxoaMmocTu criegyolme meponpusatns no obec-
neYyeHnto MHOPMaLMOHHOM Ge30MacHOCTH:

- nepumeTp 6e30MacHOCTN AOMKEH ObITb YETKO onpeaeneH;

- NepMMeTp 34aHUS UMK MOMELLIEHWI, rAe PacnonoxeHbl cpeacTsa 06paboTkn nHopmaumm, AOMKeH ObiTb
Pr13nM4ECKM CroLWHbIM (TO €CTb He AOIMKHO ObITb HMKAKMX MPOMEXYTKOB B NEpMMETPE U MecT, Yepes KoTopble
MOXHO ObIfI0 6bl NEerko MPOHWKHYTb). BHeLWHWe CTeHbl MOMELLEHWI AOMKHbI UMETb AOCTaTOYHO MPOYHYHO
KOHCTPYKLMIO, @ BCEe BHELUHWE OBepW AO0MMKHbI ObiTb COOTBETCTBYHOLWMM 06pa3oM 3awyieHbl OT HeaBTopu-
30BaHHOrO J0CTyna, HanpvMep, OCHalleHbl YCTPONCTBaMM KOHTPONS AocTyna, wnarbaymamm, curHanusaumen,
3amMKkamu 1 T.0.;

- OOMmKkHa OblTb BbiAeneHHas M YKOMMNIEKTOBaHHas NepcoHanoM 30Ha perncrpaumu nocetuTenen unm
OOIDKHbI CyLLEeCTBOBaTb ApYyrMe MeponpuaTvs no ynpasneHulo pu3nyeckum AOCTYNOM B MOMELLEHVS unv 3aa-
Hus. [locTyn B noOMeLLeHns 1 3gaHns oKeH ObITb NpeocTaBneH TONbKo aBTOPU3OBAHHOMY NepcoHany;

- hmanyeckue HGapbepbl, B criy4ae Heob6XoAMMOCTH, OOMKHbI ObITh pacluMpeHbl OT nona Ao NoTonka, Ans
npenoTBpaLLeHnss HeaBTOPM3OBAHHbIX NMPOHUKHOBEHWUI, a Takke UCKIHYEHWS 3arps3HeHns OKpyxatoLwen cpeapl
B Criy4ae noxapa unv 3aTonneHun;

- BCE MPOTUBOMNOXapHbIe BbIXOAbl B nepumeTpe 6e3onacHOCTU AOMmKHbI ObiTb 060pyAoOBaHbI aBapuiHoOM
CUrHanu3aumen 1 NoTHO 3aKpbIBaTbCS.

7.1.2 KoHTponb focTyna B oXpaHsAieMble 30Hbl

30HbI MHOPMaUMOHHOW Ge3onacHOCTM HeobXOAMMO 3awmiiaTb C MOMOLLBID COOTBETCTBYHOLIMX Mep
KOHTpONsA Bxoda Ana obecneyeHns yBepeHHOCTN B TOM, YTO AOCTYN MO3BOSIEH TOMbKO aBTOPM3OBaAHHOMY nep-
coHany. Heobxoanmo paccmaTtpvBaTh cnegytolme Mepbl KOHTPOns:

- noceTutenun 30H 6e3onacHOCTN AOMKHbI COMPOBOXAATbCA UM obnagaTe COOTBETCTBYHOLLUMM LOMYCKOM;
Aaty u Bpems Bxoda W Bblxoda cnepyeT peructpuposaTb. [locTyn crnegyeTt npedocTaBnATb TOMbKO AnS
BbINOMHEHUS ONpeAeneHHbIX aBTOPM30BaHHbLIX 3adady. HeobxoaMMo Takke 3HaKOMUTL noceTuTenen ¢ Tpebo-
BaHMsAIMM 6e30nacHOCTV 1 AeNCTBUSAMM Ha Cryyal aBapuinHbIX CUTyaLUui;

- AOCTYN K BaXHOW uHMOpMaumm 1 cpedctsam ee o6paboTkM AOMKEH KOHTPONMPOBAaTLCS M NpefocTaB-
NATLCSI TOMbKO aBTOPM30BaHHbLIM nuuam. CriegyeT Ucnonb3oBaTh cpeacTBa ayTeHTudukaumm, Hanpumep, KapThbl
poctyna nnioc PIN-koa ans aBTopusaumm 1 npegocTaBrneHns COOTBETCTBYLWEro goctyna. Heobxogumo Takke
HageXHbIM 06pa3oM NPOBOAUTL ayaWT XKypPHanoB perncrpauum 4ocTyna;

- Heobxoaumo TpeboBaTb, YTOObI BeCb NMepcoHan HOCUN MPU3HAKW BUAMMOMW uOeHTUdUKaLuKn, cnegyet
NooLpATb €ro BHUMaHWe K He3HaKOMbIM HECOMPOBOXAAeMbIM MOCETUTENAM, HE UMEIOLLUM MOEHTU(UKALMOHHBIX
KapT COTPYOHUKOB;

- NpaBa A0CTyna COTPYAHWUKOB B 30HbI MHAOPMAaLMOHHOW Ge3onacHoCTu crnedyeT perynspHoO aHanvaunpo-
BaTb U NepecMaTpuBaTh.

7.1.3 BesonacHoOCTb 34aHWUI, NPOM3BOACTBEHHbLIX NOMELLEHMA U 060pyaoBaHuUA

30Ha MHOpMaLMOHHON 6e30MacHOCTU MOXET ObITh 3allMLLEeHa NyTEM 3aKpbITUS Ha 3aMOK camoro oguca
U HECKOMNbKNX MOMELLEHNI BHYTPU busmyeckoro nepumeTtpa 6e30nacHOCTH, KOTOpble MOTYT ObITb 3anepTbl U
UMeTb 3anupaemble bann-kabuHeTbl unu cendbl. Mpu BoIGOpe 1 NpoekTMpoBaHun 6esonacHoOn 30HbLI cnegyeT
NPUHUMAaTbL BO BHYMaHWe BO3MOXHble NMOCNeACTBUS OT noxapa, HaBOAHEHWS, B3pbIBa, YNMYHbIX 6ecnopsakos u
Apyrnx opM NPUMPOAHOTO MMM UCKycCTBeHHoro GepcTteusi. Takke credyeT npuHUMaTe B pacyeT
COOTBETCTBYHOLLME NPaBua U CTaHAapTbl B OTHOLLUEHWUN OXpaHbl 300poBbsi M GesonacHocTu Tpyaa. Heobxoanmo
paccmaTpuBaTh Takke nobble yrpo3bl 6€30MacHOCTM OT COCeAHMX MOMELLLEHWI, Hanpumep 3aTOMNMEHNNA.
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[Mpu aTom cnegyeT npegycMmaTpmBaTh criegyowmne Mepbl:

- OCHOBHOe 0b60pyAoBaHMe OOMKHO ObITb PACMONOXEHO B MECTaX C OfpaHUYeHUEM [OCTyna NOCTOPOHHMX
nnu;

- 30aHUS He [OMXKHbI BblAENSaTbCA Ha obwem hoHe M AOMKHbl UMEeTb MUHMMAaIbHbIE MPU3HAKN CBOEro
Has3Ha4YeHUs — He JOIMKHblI MMETb OYEBUAHbLIX BbIBECOK BHE WM BHYTPU 34aHMSA, MO KOTOPbIM MOXHO caenaTb
BbIBOJ O BbINOMHAEMbIX PYHKLUMAX 06paboTkn nHgopmaumuy;

- noAapasgeneHnst NOAAEPXKKN U 0DopyaAoBaHWe, HanpumMmep, hOTOKONMpOBasbHble YCTPOMCTBA U (haKcehl,
OOIMKHbl ObITb pacrnonoXeHbl COOTBETCTBYWOLMM obpa3om B npegenax 3oHbl 6e3onacHOCTM BO usbexaHue
[0CTyna, KOTopbI MOr O6bl CKOMNPOMETMPOBAaTL MHPOPMALUIO;

- OBepu 1 okHa HeobxooMMOo 3anupathb, Korga B NOMELLEHUSIX HET COTPYOHWKOB, a Takke cneayeT npeay-
CMOTPETb BHELLHIOK 3aLUUTY OKOH — OCOBGEHHO, HN3KO PaCMONOXKEHHbIX;

- HeobOXoOMMO Takke BHeApATb COOTBETCTBYHOLUME CUCTEMbI OOHAPYXEHUS BTOPXKEHWUI ONS BHELUHUX
OBEepen U OOCTYNHbIX ANsi 3TOr0 OKOH, KOTOpble OOMKHblI ObiTb NpodeccuoHanbHO YCTaHOBIEHbI U PETYNSPHO
TecTupoBaTbecs. CBOGOAHbIE MOMELLEHNs HeoOXOAMMO CTaBUTb Ha CUrHanusauuio. AHanorMyHo cnepyet
obopyaoBaTh Apyrne noMeLLeHns, B KOTOPbIX PacronoXeHbl CPeAcTBa KOMMYHUKaLWIA;

- Heobxooumo dusmyeckn mMsonuposaTb CpefcTBa 06paboTku MHAOPMALMKU, KOHTPONMpyeMble OpraHu-
3auuen 1 ucnornb3yemble TPeTben CTOPOHOW;

- CNpPaBOYHUKM W BHYTPEHHUE TenedoHHbIe KHUIM, WAESHTUMUMPYIOWLME MECTOMOMNOXEHNA CPEeACcTB
06paboTku BaXHON MHpOpMALIMK, HE AOIMKHbI ObiTb JOCTYMHBI MOCTOPOHHMM NULLIAM;

- cnegyeT obecneynBaTb HaAEXHOE XpPaHEeHME OMacHbIX UMM FOpPKYMX MaTepuanoB Ha JOCTaTOYHOM pac-
CTOSHUM OT 30HbI MHpopMaLmMoHHoW Be3onacHocTn. Bonbluve 3anacel Gymary Ans nedaTaroLlmx YyCTPOWCTB He
cnepyeT XpaHWUTb B 30He Ge3onacHocTy 6e3 COOTBETCTBYHOLLMX Mep NoXapHon 6e3onacHocTy;

- pe3sepBHOe 0bOpygoOBaHME M HOCUTENW OaHHbIX criedyeT pacnonaraTe Ha 6e30MacHOM paccTOsiHUKM BO
n3bexaHue NoBpeXaeHns OT NocneacTBUN CTUXUIAHOTO 6eACTBUSi B OCHOBHOM 3aHUN.

7.1.4 BoinonHeHue paboT B OXpaHsAeMbIX 30HaxX

[nsa noBbilWeHUs CTEMNeHn 3awuTbl 30H MHAOPMALMOHHON Be3onacHOCTU MoryT notpeboBaTbcst 4ONON-
HWUTENbHbIE Mepbl MO YNpaBneHnio UHMOPMaLMOHHON 6e30NacHOCTBI0 M COOTBETCTBYOLWME pykoBoacTBa. OHu
[OOIDKHbI BKMOYaTb MEPOMPUSTUSE B OTHOLLEHWW MepcoHana unv npeacraBuTenen TpeTbMX CTOPOH, paboTalowmnx
B 30He 6e30MacHOCTM U COCTOATb B CNEAYIOLLEM:

- O CyLLEeCTBOBaHMUN 30HbI MHPOPMALIMOHHOW 6€30MacHOCTM U NPOBOAMMbIX B HEW paboTax AOMKHbI ObiTb
0CBeZIOMIIEHbI TONBKO N1ua, KOTOPbIM 3TO HEOOXOAMMO B CUIY NPOU3BOACTBEHHOW HEOOXOANMOCTH;

- 13 coobpaxeHun 6e30nacHoOCTM 1 NpefoTBpaLLeHNs BO3MOXHOCTU 3MIOHAMEPEHHbIX AEWACTBUMIA B OXpa-
HSieMbIX 30Hax Heobxoammo u3beratb criyqyaeB paboTbl 6e3 Hagnexallero KOHTPOMsi CO CTOPOHbI YMONTHOMO-
YEHHOro nepcoHana;

- nycTylowme 30Hbl 6e30MacHOCTM OOMKHbI ObiTb PU3NYECKN 3aKPbITbl, U WX COCTOSHWE Heobxoammo
nepuoanyeckn NpoBepsTh;

- NepcoHany TPeTbMX CTOPOH OrpaHWYEHHbIN aBTOPU3OBaHHLIA U KOHTPONUPYEMbIA AOCTYN B 30HbI 6e30-
NacHOCTM WIn K cpeacTBam obpaboTkM BaHOM MHbopMauun cnegyeT NpegocTaBnaTh TONIbKO Ha BPEMSsT Takon
HeobxoanmocTn. Mexay 30HaMu C pas3nMyHbIMKW YPOBHAMK Ge30nacHOCTM BHYTpU nepumeTtpa GesonacHocTu
MOryT noTpeboBaTbCs AONOMNHUTENbHbLIE 6Gapbepbl U NEPUMETPbI OrpaHMYeHns ru3nyeckoro JocTyna;

- ucnonb3oBaHve oTo, BMAEO, ayaMo UMM ApYroro 3anvcbiBarolwero obopyaoBaHUs AOMKHO ObiTb pas-
peLLeHO TOMbKO NPy NOMYyYEeHMU crieumanbHOro paspeLUeHns.

7.1.5 U3onnpoBaHMe 30H NPUEMKU U OTIPY3KM MaTepuarnbHbIX LeHHOCTeNn

30HbI MPUEMKU U OTIPY3KM MaTepuarnbHbIX LIEHHOCTEN OOMKHbI HAXOAMTLCSA MOA KOHTPOMEM W, Mo BO3-
MOXHOCTU, ObiTb M30NMPOBaHblI OT cpeacTB 06paboTkM MHopmaumMn Bo usbexaHue HeaBTOPU3OBAHHOMO [OC-
Tyna. TpeboBaHusi 6e30nacHOCTM Ansi Taknx 30H AOMKHbl ObITb ONpeaeneHbl HA OCHOBE OLEHKU puUckoB. B aTux
cny4asx pekoMeHayeTcs npegycmatpuBaTth crieytolme MeponpusaTus:

- AOCTYN K 30He CKMagvpoBaHWS C BHELUHEWN CTOPOHbI 3AaHus AormkeH ObiTb paspelleH TOnbKo onpene-
NEHHOMY 1 aBTOPU30BaHHOMY NepcoHarny;

- 30Ha CKnagupoBaHusa OorMxkHa OblTb opraHM3oBaHa Tak, YTobbl MOCTynawLwme matepuanbHble LEHHOCTU
Mornu GbITb pasrpyxeHbl 6€3 NpegocTaBNeHns NepcoHarny nocTasLyka AOCTyNa K APYrMM YacTam 34aHus;

- gomkHa ObiTb obecneveHa Ge3onacHOCTb BHELLHEN(MX) ABepu(en) NOMELLEeHUs Ons CKagnpoBaHus,
Kor[ia BHYTPEHHSAA ABEepb OTKPbITA;

- MocTynawLue matepuvanbHble LEeHHOCTU AOIMKHbI ObITb OCMOTPEHbI Ha NpeAMEeT MoTeHLManbHbIX onac
HocTen (7.2.1 r) npexae, Yem oHu ByaoyT nepemeLleHbl U3 NOMELLEHUs ANs CKNagMpoBaHUS K MecTaM WCnofb
30BaHus;

- MocTynawLLme MaTepuarbHble LLEHHOCTU A0MKHBI ObiTh 3aperncTpmMpoBaHbl, ecrnv 3To Heobxoaumo (5.1).
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7.2 BesonacHocTb 060pyAoBaHUs

Llenb: npepoTBpalleHve Notepb, NOBPEXOAEHUA UM KOMNPOMETaLMM aKTUBOB U HapyLUEHUs HerpepblB-
HOCTM OeATeNnbHOCT OpraHn3aumn.

O6opynoBaHne HeobxoAMMO 3awmLaTh OT Yrpo3 ero 6e3onacHOCT 1 BO3OENCTBUI OKpYXKatoLLen cpeapl.

Heobxogmmo obecneumBatb 6e3omacHOCTbL 060pyaoBaHUA (BKMOYas U TO, YTO UCMOMb3yeTcs BHE opra-
HM3aumm), 4ToObl YMEHbLUINTE PUCK HEaBTOPWM3OBAHHOIO OOCTYNa K AAaHHbIM W 3aWUTUTb UX OT MOTEPU UMK
noepexaexusi, MNMpu aToMm HeOGX0AMMO NMPUHUMATL BO BHMMaHWE OCOGEHHOCTU, CBSI3aHHbIE C PacCMONOXEHUEM
060py10BaHNst 1 BO3MOXHbIM ero nepemelleHneM. MoryT notpeboBaTbCcs crneumanbHble MEpPONPUSTUS 3aLUnThI
OT ornacHbIX BO3OEWCTBUIA Cpefbl WM HEeaBTOPM3OBAHHOIO AOCTyNa 4epe3 MHEPaACTPYKTypbl obecrneveHus, B
YaCTHOCTM, CUCTEMbI SMEKTPONUTAHNUS U KabernbHOWM pa3BoaKku,

7.2.1 PacnonoxeHue 1 3awmta o6opyaoBaHus

O6opyanoBaHue JOMKHO BbITb PacnonoXeHO M 3alULLEHO Tak, YTOObI YMEHbLUUTL PUCKM OT BO3OENCTBUN
OKpYXatoLlen cpefbl 1 BO3MOXHOCTU HeaBTOpPM30BaHHOro Aoctyna. Heobxogumo paccmatpuBaTth criegytowmne
MeponpuATUSA Mo ynpasnieHnio NHPOPMaLMOHHON 6e30NacHOCTbLIO:

a) obopynoBaHMe HeobOxoAMMO pasmeliaTb TakuM o06pas3oM, 4TOObl CBECTU A0 MWHMMYMa M3nuLl
HWUIA JOCTYN B MEecTa ero pacnosioXeHus;

6) cpeactBa obpaboTkM M XpaHeHUs BakHOM MHOpMauun cnegyeT pasmellatb Tak, 4Tobbl ymeHb
LIMTb PUCK HECAHKLMOHUPOBAHHOIO HabnaeHus 3a Nx YHKLUMOHUPOBaHNEM;

B) OTOenbHble 3nemMeHTbl obopyaoBaHus, Tpebywowme cneumanbHOW 3alimTbl, HEOOXOAMMO U30Mu
poBaTb, YTOOLI MOBLICUTL OOLLUI YPOBEHb HEOOXOANMOW 3aLLNTbI;

r) Mepbl MO ynpaBneHuio WHHOOPMaUMOHHON 6e30NacHOCTb0 [OMMKHbI CBECTU K MWHUMYMY pPUCK
noTeHumMarnbHbIX Yrpo3s, BKMoYas:

(°J)

XumMmyeckune apdeKTbl;
NoMexu B areKTpocHabxeHnu;
10) anekTpomarHUTHOE U3nyyeHue,

) B opraHusauum HeobGxooumo onpefenvTb MNOpsSAoK Npuema MUK, HanMTKOB U KypeHusi B6nvan
cpencTs obpaboTku MHDopMaLuu;

e) crnegyeT MNpPOBOAUTbL MOHWUTOPUHI COCTOSIHUS OKpYXatlollenh cpedbl B LENsax BbISBIIEHUS YCNOBUWA,
KoTOpble MOrnu 6bl HebnaronpPUATHO NOBNMATL Ha PYHKUMOHMpPOBaHWE cpeacTs 0bpaboTku MHpopmaLuu;

X) cnegyeT wucnonb3oBaTb CreuvanbHble cpeacTBa  3awuTtbl, 06opyAoBaHMSA, pacnonoXeHHOro B
NPOU3BOACTBEHHbIX Liexax, HanpvMmep, 3aluUTHbIE NIEHKM ONS KNaBnaTypsbl;

3) Heobxooumo paspaboTaTb Mepbl NO  NMKBMOAAUUW MOCNEACTBMM ©encTBuiA, Cnyyalolwuxcss B
6nusnexawmnx NoMeLLeHUsAX, Hanpumep, Nnoxap B COCEAHEM 3[aHWM, 3aTOMMeHne B NOABANbHbIX MOMELLEHMAX
UNW NpoTEKaHVe BOAbl Yepes KpbiLly, B3pbIB HA yrmue.

7.2.2 NMopaya aneKkTponuTaHua

O6opynoBaHne Heo6xoAMMO 3almaTtb OT nepeboeB B nogaye 3MeKTPO3IHeprunm u apyrux cboes, cBsA-
3aHHbIX C 3nekTpuyecTBoM. Heobxoammo obecneuvBatb Hagnexallyl nogadvy SneKTponuTaHWusi, COOTBET-
CTBYIOLLYIO crieundmKaumam npon3soauTens obopyaoBaHus.

BapuaHTbl JOCTKEHMS HEMPEPBLIBHOCTM NOSAYN 3NEKTPONUTAHUS BKITHOYAIOT:

- HanM4yme HECKOMNbKUX MCTOYHWMKOB 3NEKTPONUTaHMS, YTOObI n3bexaTtb NOCNeACTBUI MPU HapPYLLEHUN ero
nogayn ot eANHCTBEHHOTO NCTOYHMKAE;

- yctponcTtea 6ecnepeboriHoro anektponuTtaHus (UPS);

- pe3epBHbIN reHepaTop.

YUT06bI 0b6ecneunTb HGesonacHoe BbIKMOYEHUE U/MNN HenpepbiBHOE PYHKLMOHMPOBaHWE YCTPOWCTB, Noa-
OepXXMBaoLWmMX Kputnyeckne OGmsHec-npouecchl, pekoMeHayeTcs nogknyatb obopygoBaHue 4vepe3 UPS. B
nnaHax obecnevyeHns HeNpepbIBHOCTW cnedyeT npefycmaTtpuBaTth OENCTBUS, KOTOpble AOMKHbI ObiTb npea-
npuHATLI Npy oTkase UPS. O6opynoBaHne UPS cnepyeT perynspHoO NpoBeEpPsATb Ha HanuuMe ageKkBaTHOM MOLLL-
HOCTK, a TaKke TeCcTUpoBaTb B COOTBETCTBMU C pEKOMEHAALNSMU NMPON3BOAUTENS.

PesepBHbI reHepaTop cregyeT NpUMEHHATb, ecrnu Heobxoaumo obecneunTb PYHKLMOHMPOBaHUe obopy-
[OOBaHUS B crnyyae ANMTENbHOro 0TKa3a Nofayvm 3reKTpo3Heprumn ot obLyero nctoyHuka. PesepBHble reHepaTtopbl
cnepyeT perynsipHo NpoOBEPSATb B COOTBETCTBUM C UHCTPYKLMAMU NpoussoguTens. Onsa obecneveHms

1) BOpPOBCTBO;
2) noxap;
3) B3pbIB;
4) 3agblMneHve;
5) 3artonneHwe (unu nepebou B nogaye Boabl);
6) nbinb;
7) BubGpaumio;
)
)

©
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paboTbl reHepaTopa B TeYeHue ANUTENbHOrO cpoka Heobxoammo obecneunTb COOTBETCTBYHOLLYHO MOCTaBKY
TONnnuBa.

Kpome TOro, aBapwuiiHble BbIKIHOYATENN SNEKTPONMMTAHMA HeobXoouMO pacnoniaratb OKOMO 3anacHbIX
BbIXOAOB MOMELLEHUIA, roe pacnonioxeHo obopyaoBaHue, 4TOObl YCKOPUTb OTKIOYEHME JMEKTPONUTAHUS B
cny4vae Kputudeckux cutyaumi. CnegyeT obecneunTb paboTy aBapUMHOIO OCBELLEHMS HA Cly4daln oTkasa anek-
TponutaHus, noTpebnsemoro ot ceTn. Bce 3aaHusa OomkHbl GbITb OCHALLEHbl FPOMOOTBOA4AMM, @ BCE BHELLHUE
NHUK CBS3N 060pPYAOBaHbI cneLmarnbHbIMU FPO303aLUUTHBIMU (hunbTpamu.

7.2.3 Be3onacHoOCTb kabenbHOW ceTn

CuvrnoBble U TENEKOMMYHUKaUMOHHbIE kabenbHble CETU, MO KOTOPbIM NepefarTcs AaHHble WM OcyLle-
CTBNSAKOTCHA ApyrMe MHEOPMaLUOHHbIE YCMyrM, Heobxooumo 3awmwatb OT nepexsaTa WHOpMauuv wnu
noepexaeHnsi. HeobxoamMmMo paccMmaTpuBaTh CreayoLmMe MeponpuaTms:

a) cunoBble W TENEeKOMMYHMKALUMOHHbIE TVMHWW, CBA3bIBaloWwMe cpeactsa obpabotkv wuHdopma
LK, OOMKHBI ObITb, MO BO3MOXHOCTW, NOA3EMHBIMM UK 0bnaaaTh agekBaTHOW anbTepHATUBHOW 3aLLUUTON;

0) ceTteBon kabenb gomkeH OblTb 3allvlleH OT HEaBTOPU3OBAHHbLIX MOAKMYEHUN WM noBpexae
HUS, Hanpumep, NOCPEACTBOM MUCMOMb30BaHUSA CheuuanbHOro Koxyxa u/unu Bblbopa MapLUpyTOB NPOKMagku
kabens B 06xo 06LLeAOCTYMHbIX Y4aCTKOB;

B) cunoBble kabenu AomkHbl ObiTb OTAENEHbl OT KOMMYHUKALMOHHbIX, YTOObI UCKMOYUTEL NOMEXU;

r) AOMOMNHWUTENbHbIE  MEPOMPUATUS MO ynpaBrneHnto  UHMOpMauMoHHOM  6esonacHOCTbi  AnA
YYBCTBUTENbHBLIX UMW KPUTUYECKUX CUCTEM BKITHOHAIOT:

1) nMcnonb3oBaHWe GPOHUPOBAHHBLIX KOXYXOB, @ TaKkKe 3aKPbITbIX MOMELLEHUA/ALLMKOB B MPOMEXY-
TOYHbIX MYHKTAX KOHTPOMS Y KOHEYHbIX TOYKaX;

2) ncnonb3oBaHWe AyOnvpylowmMx MapLIpyTOB MNpOKNagku kabens wnu anbTepHaTUBHbLIX crnocoboB
nepegauu;

3) ucnonb3oBaHWe ONTUKO-BOINTOKOHHbIX NIMHWUIA CBA3W;

4) NpOBEPKU Ha NOAKIMOYEHNE HEABTOPMU3OBAHHbBIX YCTPOWCTB K kKabernbHOM ceTu.

7.2.4 TexHnyeckoe obcnyxusaHve obopyaoBaHus

B opraHu3auuMn [OMKHO MpOBOAUTBLCS HaAmnexailee TexXHU4Yeckoe obcnyxvBaHue o6opyaoBaHust Ans
obecneyveHns ero HenpepbiBHOW paboTOCNOCOBHOCTM M LIeNOCTHOCTU. B 3Tux uensx crnefyet NpUMEHsITb cre-
aytoLmne MeponpusaTms:

- obopynoBaHue cnegyeT obcnyxmBaTtb B COOTBETCTBUM C MHCTPYKUMAMU U NEPUOSUYHOCTBIO, PEKOMEH-
AyeMbIMU MOCTaBLLMKOM;

- Heobxoaumo, 4Tobbl TeXHUYEeCKoe OBCnyXmnBaHMe 1 PeMOHT 0DopyaoBaHUA NPOBOAUMUCE TOMNbKO aBTo-
pPU30BaHHbLIM NEPCOHANIOM;

- cnegyeT XpaHuTb 3anmcy 060 Bcex criyyasix npegnonaraemblxX Unm akTuyeckmx HEMCNpaBHOCTEN M BCEX
BMAAX NPOUNaKTUYECKOr0 U BOCCTAHOBUTENBHOIO TEXHUYECKOrO 0OCNY>XUBaHUS;

- HeobxoaAMMO MpUHMMATL COOTBETCTBYKLIME Mepbl 6e30MacHOCTM Mpu oTnpaBke OOOpyaoBaHMSA ANs
TEXHNYECKOrOo OOCNY)XMBaHUS 3a Npefernbl opraHmsauumn (7.2.6 B OTHOLUEHUWN yAaneHHbIX, CTEPTLIX U nepesa-
nucaHHbIX AaHHbIX). Kpome aToro gormkHbl cobniogaTtbcs Bce TpeboBaHMA, ycTaHaBMMBaEeMble UCMONb3YHLLM-
MM1CS NpaBUnamm CTpaxoBaHusi.

7.2.5 O6ecneyeHue 6e3onacHocTu o60pyaOBaHUA, UCNOJNIb3yeMOro BHe NoMeLleHUin opraHusa

umm

He3aBncrMMo OT NpuHagneXHOCTN 06opyaoBaHUs, ero NCcnonb3oBaHue Ans obpaboTkm uHpopMaumm BHe
NOMELLEHUSI OpraHn3auumn OOMKHO OblTb aBTOPM30BAHO PYKOBOACTBOM. YPOBEHb MH(OPMaLMOHHOM Oe3onac-
HOCTM MpU 3TOM JOKeH ObiTb 3KBMBANEHTEH yPOBHIO 6e30MacHOCTM B OTHOLLEHUU 06OpPYAOBaHUS, UCMONb3ye-
MOrO C aHarorMyHom Lenbio B MOMELLEHMSX OpraHuMsaumu, a Takke C y4eTOM pUCKOB paboTbl Ha CTOPOHeE.
O6opynoBaHne no obpaboTke MHMOPMaLMM BKIOYAET BCE TUMbl NEPCOHANbHbLIX KOMMbLIOTEPOB, 3MEKTPOHHbIX
3aMUCHBIX KHWXKEK, MOOUIbHbIX TenegoHOoB, a Takke Oymary unu uHble matepuarbHble LIEHHOCTU, KOTopble
ncrnonb3ylTcs Ans pabdoTel HA AOMY MU TPaAHCMOPTUPYOTCA 3a npegensl paboymx nomelleHni, B atux ycno-
BUSIX HEOOXOAMMO NPUMEHSITb CreayoLLMe MEPONPUSTUSI MO YNpaBneHnto MHHOPMaLNOHHON 6e30MacHOCTbIO:

- obopynoBaHve 1 HocuTenu MHdopMauun, B3Tble U3 NOMELLEHUIA OpraHu3aumm, He cneayeT OCTaBnATb
6e3 npucmoTpa B 0bLeaocTynHbIX MecTax. [1py nepemeLleHnn KoMnbTePbl creayeT NepeBo3nTb Kak Py4HYHo
Knagb 1, N0 BO3MOXHOCTM, HE adpmLuMpoBaTh ee COAEPKMMOE;

- Bcerga Heobxoanmo cobniogaTb MHCTPYKUMM M3roToBUTENeEn no 3awmrte obopynosaHus, Hanpumep, ot
BO34€EVCTBUSA CUMbHBIX ANEKTPOMAarHMTHbIX MONew;

- npu pabote goma crieqyet NPUMEHATb NOAXOASALIME MEPONPUATAS MO yNpaBneHnto MHOPMaLMOHHOMN
6€e30nacHOCTbI0 C YY4ETOM OLIEHKU PUCKOB, HanpuMep, UCMonb30oBaTh 3anupaemble dann-kabuHeTsbl, cobnoaaTb
NOMUTUKY «4UCTOrO CTONAa» U KOHTPONMPOBaTb BO3MOXHOCTb AOCTYNa K KOMNbIOTEPaM;
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- JOIMKHBI MMeTb MEeCTO afeKBaTHble Mepbl MO CTPaxOoBaHWIO AN 3almTbl 060pyAoBaHNA BHE nomelle
HWIN opraHn3auun.

Puckn 6esonacHocTu, HanpyuMep, CBsi3aHHbIE C NMOBPEXAEHNEM, BOPOBCTBOM W MOACHYLUMBAHUEM, MOTYT B
3HaYMTENbHOWM CTEeNeHW 3aBnCceTb OT pacronoxeHus 060pyaoBaHNSA B OpraHu3aumu 1 JOMKHbI YYMTbIBaATLCSA NpU
onpegeneHnn u Bblbope Hambonee nNOAXOAALIMX MEPOMPUATUA NO yNpaBreHuio WHAOopPMauUMoHHON 6e3o-
nacHocTblo. bonee nogpobHas wHdopmauma O Apyrux acnektax 3awutbl MobunbHoro obopyaoBaHus
npveeaeHa B 9.8.1.

7.2.6 BesonacHas yTunusauusa (cnucaHue) unu NOBTOpPHOe Ucnonb3oBaHue o6opyaAoBaHUs

CnyxebHasa nHdopmauma MoxeT BbiTb CKOMNPOMETUPOBaHA BCNEACTBME HebpexHon yTunusauun (cnu-
CaHusl) UnNu MOBTOPHOrO MCMonb3oBaHWs obopydoBaHusa (8.6.4). Hocutenu aaHHbIX, COAepxalume BaXHYH
uHdopmaumio, HeobxoamMmo dumsMYecku paspywaTte uNM nepesanucbiBatb 6e3onacHbiM obpa3oMm, a He
MCnomnb3oBaTb CTaHAapTHble yHKUMM ypaneHus. Bce komnoHeHTbl 0bopyaoBaHWs, CoaepKallero Hocutenu
AaHHbIX (BCTPOEHHbIE XeCcTKue AWMCKW), criegyeT NpoBepsATb Ha NpedMeT yAaneHus BCeX BaXHbIX OaHHbIX U
FIMLEH3NOHHOro MporpammHoro obecneveHnss. B OTHOWEHMM HoOcUTenew [AaHHblX, COAepXalnx BaXKHYHO
nHdopmMaumio, MoxeT noTpeboBaTbCA OLEHKa PUCKOB C LEMblo  OMpeAeneHus LenecoobpasHocTn KX
paspyLUeHnsl, BOCCTaHOBMEHWSA NN BbIOPaKOBKM.

7.3 O6wme meponpusTUA NO yNpaBreHNI0 MHhOpPMaLUNOHHOW 6e30NacHOCTbLIO

Llenb: npegoTBpalleHme KOMIpomMeTaumm Unu Kpaxu nidopmaumm n cpeagctes odpaboTkm MHopmauuu.

MHdopmaumio n cpeagctea obpaboTtkn MHopmMauum HeobxoaMmo 3alumaTtbh OT PacKPbITUS, Kpaxu unm
MoandUkaLmm HeaBTOPU30BaHHBIMU NMUAMW; OOMKHbI OblTb BHEApPEHblI Mepbl, oGecrneydmBaloLLimMe CBeEAEHUE K
MUHUMYMY pUCKa UX NOTEPU UMK NOBPEXOEHNS.

Mpouenypbl 00paboTkn K XxpaHeHUss MHOpMaL MK paccmaTpmBatoTes B 8.6.3.

7.3.1 MonnUTHKa «4MCTOro CTONa» U «YUCTOro IKpaHa»

OpraHuzauusam cnegyeTt NPUMEHSATb MOMUTUKY «YUCTOro CTONa» B OTHOLIEHMM OyMaXkHbIX JOKYMEHTOB U
CMEHHBIX HOCUTENEN AaHHbIX, @ TaKkKe MOMUTUKY «YMCTOro 3KpaHa» B OTHOLUEHUWM cpeacTB 06paboTku uHGOp-
MaLuuun ¢ TeM, YTOObl YMEHBLUUTL PUCKU HEABTOPM3OBAHHOIO AOCTYNa, NOTEPU U NOBPEXAEHUA UHOpMaLUn Kak
BO BpeMsi paboyero AHSA, Tak U Npu BHEYpodHoW paboTte. [pu npMMeHeHUn 3TUX NOMNUTUK credyeT yvuTbiBaTb
KaTeropum MHopMaLuum C ToYkM 3peHust GesonacHocTu (5.2) M COOTBETCTBYHOLLUME PUCKU, @ TaKKe KOPMO-
paTUBHYIO KyNbTypy opraHu3auuu.

Hocutenu nHdopmaummn, OCTaBneHHbIE HA CToNax, Takke MOryT ObiTb NOBPEXAEHbI UM pa3pyLUeHbl Npu
©6epncTBun, HanpumMep, Npy NoXxape, HaBOAHEHUM UIU B3pbIBeE,

CnepnyeT NpUMEHSATL creayroLLmMe MeEpPONPUATHS NO ynpaBneHnto nHdopMaLuoHHON 6e30nacHOCTbIO:

- 4yTobbl NCKMOYNTL KOMAPOMETaLMO NHOPMaLIMK, LienecoobpasHo BymMaxHble U 3NEKTPOHHbIE HOCUTENK
MHpopMaLun, Koraa OHW He UCNOMb3YKTCS, XpPaHUTb B Haanexalumx 3anuvparolmxcs wkadgax u/unu B apyrux
3alyMLLEeHHbIX NpeameTax Mmebenu, ocobeHHo B Hepaboyee Bpems;

- HOCUTENKN C BaXKHOWN MU KPUTUYHON cnyebHon nHpopmaumen, koraa oHn He TpebyroTces, cnegyeT you-
paTb 1 3anupatb (HanpuMmep, B HeCropaeMoM cerde nnm wkady), 0COGEHHO Koraa nomeLLeHne nycryerT;

- MepcoHanbHble KOMMbIOTEPbI, KOMMbIOTEPHbLIE TEPMUHANbI U NPUHTEPbLI AOMKHbI ObiTb BbIKIHOYEHbI MO
OKOH4YaHWM paboTbl; crnegyeT Takke NPUMEHSATL KOAOBbIE 3aMKW, NAPONV UMK ApYrMe MEpPONPUATUS B OTHOLLEHUN
YCTPOWCTB, Haxoaswmxca 6e3 npucmoTpa;

- Heobxoaumo obecneunTb 3aWwmUTy NYHKTOB OTNPaBKM/MpMeMa KOppecnoHAeHLMH, a Takke hakCUMUIBHBIX
1 TENEKCHbIX annapaToB B CryYasx HaxoXaeHusa nx 6e3 npucmorpa;

- B Hepaboyee Bpemsi hOTOKONMPOBArbHbIE YCTPOWCTBA CrneadyeT 3anupaTtb Ha K4 (Mnu 3awmwartb oT
HEeaBTOPM30BAHHOIO MCMONb30BaHMSA APYrMM Crocobom);

- HaneyaTaHHble JOKYMEHTbI C BaXXHOM U KOHUAEHUManbHOW MHopMauue Heobxoanmo msbiMaTtb U3
NPUHTEPOB HEMEATNEHHO.

7.3.2 BblHOC UMyLLecTBa

O6opynoBaHue, nHOpMaLMIO UM NporpaMMHoe obecrnevyeHne MOXHO BbIHOCUTb M3 MOMELLEHUI opra-
HM3auUMM TOMNbKO Ha OCHOBAHWMM COOTBETCTBYHLLErO pa3pelleHnsi. Tam, rae Heobxoaumo u ymecTHo, obopyao-
BaHWe crneayeT perncTpupoBaThb NpY BbIHOCE M NpY BHOCE, a Takke Aenatb OTMETKY, KOorda OHO Bo3BpalleHo, C
Lenbio BbISIBNIEHUS] HEABTOPU30BaHHbIX MepeMeLLeHNin akTMBOB M 0bopyaoBaHus criedyeT MpoBoAWTb BbIOO-
POYHYK MHBeHTapu3auuto. COTPYOHWKN OOIMKHbI OblTb OCBEAOMIIEHBI O TOM, YTO MOAOOHbLIE MPOBEPKN MOIyT
MMETb MECTO.
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8 YnpaBneHue nepepayen AaHHbIX U ONepPaLMOHHON [eATeNIbHOCTLIO

8.1 OnepaunoHHble npoueaypbl N 063aHHOCTN

Llenb: obecneyeHve yBepeHHOCTU B Haanexaliem 1 6e3onacHoM yHKLMOHMPOBaHUM cpeacTB 06paboTku
MHdOopMaLMK.

JorxHbl 6bITb YCTaHOBMEHbI 00A3aHHOCTM M NpoLeaypbl MO ynpaBneHnio U YHKLUMOHMPOBAHMIO BCEX
cpeacts 0bpabotkm mHopmaumn, OHM [OMKHbI BKMOYATh pas3paboTKy COOTBETCTBYHOLIMX OMNepauMOHHbIX
WHCTPYKUMIA 1 Npoueaypbl pearMpoBaHns Ha MHUUOEHTDI.

C uenblo MMHMMM3aUMKN pycka Npy HeNpaBUIIbHOM UCMOSb30BaHUN CUCTEM BCEACTBME HEOPEXHOCTU Unu
311010 ymbICna criefyet, no BO3MOXHOCTW, peanu3oBbiBaTe NPUHLMN pa3geneHns nonHomoumnn (8.1.4).

8.1.1 okymeHTanbHoe opopMreHue onepaunoHHbIX npoueayp

OnepaunoHHble Mpoueaypel, onpedensemble MNONMTUKON 6e30nacHOCTW, AOMKHLI paccMaTpmBaTbCs Kak
odhuumanbHble JOKYMEHTbI, JOKYMEHTUPOBaTLCSA M CTPOro cobniogatbesi, @ M3MEHEHUS K HAM OOIMKHbI CaHKLUu-
OHMPOBAaTLCH U YTBEPXKAATLCA PYKOBOLCTBOM.

Mpoueaypbl cogepxat AeTanbHy MHCTPYKLUMIO BbINOMHEHWS KOHKPETHOro 3agaHus (paboTbl) 1 BKMOYaloT:

- 06paboTKy 1 ynpaBneHve nHdopmaumen;

- onpegeneHve TpeboBaHUI B OTHOLWEHUWN rpadmka BbINOMHEHWUS 3a4aHWN, BKOYaOLWMX B3aMMOCBA3N
Mexgy CucTemMamu; BpeMs Hadvana BbINOSIHEHUS CaMOro pPaHHero 3afjaHvs U BpeMsi 3aBepLUeHMst CamMoro
nocnegHero 3afgaHus;

- 06paboTky ownbOK unu Opyrux WCKMIOYUTENbHBbIX CUTyaLMi, KOTOpble MOryT BO3HUKHYTb B TeYeHue
BbINOMHEHUS 3a4aHui, BKIIOYAsi OrpaHNYEeHNs Ha UCMONb30BaHWe CUCTEMHbIX yTUnuT (9.5.5);

- HeOBXOAMMbIE KOHTaKTbl Ha CyyYan HEOXNAaHHbIX OMEePaLMOHHbIX UM TEXHUYECKNX Npobnewm;

- crneunanbHble MeponpusaTAS MO YNPaBfeHUo BbIBOAOM AaHHbIX, Hanpumep, UCMofb3oBaHWe chneuu-
anbHoM Gymarn gns nevyartawoLlmx YCTPOWCTB unM ocobbix npouenyp NPUMEHUTENbHO K BbIBOAY KOHUAEHLM-
anbHOM uHgopmMaumm, BKYas npoueaypbl Ana 6e3onacHon yTunm3aunm BeIXOAHbIX AaHHbIX, HE 3aBepLUEeHHbIX
B npoLiecce BbIMOMIHEHUS 3aAaHuI;

- Nepesanyck cMcTeMbl U NpoLieaypbl BOCCTAHOBIEHNS B Clly4ae CUCTEMHbIX cOoeB.

JokymeHTUpoBaHHble npouenypbl 4OMKHbI BbITb Takke pa3paboTaHbl B OTHOLLEHUM OOCNY>XNBaHNUSA CUCTEM
o6paboTkn n obmeHa MHdOpMaumen, B YaCTHOCTM Mnpoueaypbl 3anycka u 6esonacHoro 3aseplueHus paboThbl
KoMnbloTepa(oB), npouedypbl pe3epBMpOBaHUA, Tekylero obcnyxmusBaHus U pemMoHTa obopynoBaHus,
obecneveHnss Hagnexauwienm 6Ge3onacHOCTM MOMELLEHMA C  KOMMbIOTEPHBIM W KOMMYHUKAUMOHHbBIM
obopynoBaHuem.

8.1.2 KoHTponb nsmeHeHum

N3meHeHns KoHurypauum B Cpeacteax u cuctemax obpaboTkm nHopmaumm JOMmKHbI KOHTPONMPOBATHLCA
Hagnexawum obpasom. HeagekBaTHbIN KOHTPOSb M3MEHEHWI CPeAcTB U cucTem obpaboTkn nHdopmaumm —
pacnpocTpaHeHHas NpuMYnHa CUCTEMHbIX COOEB M MHUMAEHTOB HapyLleHus nHdopmaumoHHon 6esonacHoctu, C
uenbto obecneveHnss Hagnexallero KOHTPONs BCeX M3MEHeHWn B 06opyAoBaHMM, NporpaMMHOM obecneyeHnm
unuM npoueaypax AOMKHbl ObiTb onpefdeneHbl U BHeApeHbl hopManvM3oBaHHble pOfM, OTBETCTBEHHOCTU WU
npouedypbl. [pu un3MeHeHWM nporpaMmMHoro obecneyeHnss Bcs Heobxogumas wHdopmaums  JorkHa
hMKCMPOBATLCA M COXPaHATLCA B CUCTEMHOM XXypHane ayauta. VIsmeHeHuss onepauvoHHOW cpegpl MOryT
oKasblBaTb BMMsiHME Ha paboTy npunoxeHwin. Besge, roe 910 uUMeeT NpPaKTUYECKMA CMbICM, Mpoueaypsl
ynpaBneHust N3MeHeHNsIMU B OMepaLnoHHON cpefe U B MPUNOXEHUAX AOIMKHbI BbiTb MHTErpupoBaHbl (CM. Takxke
10.5.1). B yacTHOCTW, HEOB6XOAMMO paccmMaTpmBaTh CEAYIOLWME MEPONPUATUS:

- onpegeneHne n perncTpaums CyLecTBEHHbIX U3MEHEHWN;

- OLieHKa BO3MOXHbIX NOCAEeACTBUA TakUX N3MEHEHWUIA,

- hopmanusoBaHHas npoueaypa yTBepXXaeHns npeanaraembiX U3MeHEeHU;

- noAapobHoe nHPopMMpoBaHMe 06 N3MEHEHNAX BCEX 3aMHTEPECOBaHHbIX NNL;

- npoueaypsl, onpegensowmne 0653aHHOCTM MO NPepbIBaHNIO U BOCCTAHOBIEHWIO paboTbl CPEACTB U CUC-
Tem 06paboTkn MHdopMaLmK, B Cryvae HeyAayuHbIX M3MEHEHUI NporpaMMHOro obecrneveHmns.

8.1.3 MNpouenypbl B OTHOWEHUU UHLUMAEHTOB HapyLlleHUsi UHbopmaLnoHHON 6e3onacHOCTU

O653aHHOCTM 1 Npoueaypbl MO YNpaBneHNo B OTHOLLEHUW UHLUMOEHTOB AOMKHbI ObiTb onpegeneHsl Ans
obecneyveHns ObiCTpon, 3MMEKTUBHON N OPraHW3OBaHHOW peakuMn Ha 3TW HapyLleHus WHMOPMaLUOHHON
6esonacHoctu (6.3.1). MNpn aTOM HEOBXOAUMO paccMOTPETb CNeayLNe MEPONPUATUS:

a) AOIMKHbl ObITb onpeaeneHsl Npoueaypbl B OTHOLLIEHWN BCEX BO3MOXHbBIX TUMOB MHLUMAEHTOB HapyLLEHWs
nHdopmaumoHHon 6e3onacHoCcT, B TOM Yuche:

1) c6on MHPOPMAaLIMOHHBIX CUCTEM U yTpaTa CEepBUCOB;
2) oTKa3 B 00CNyXMBaHWK;
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3) owmbkun BCneacTBNE HEMOSMHBIX UMM HETOYHbIX AaHHBIX;

4) HapyLlleHus KOHUAEHLMansHOCTY;

0) B pgononHeHve K OObIMHBIM MnaHam obecneyeHust HeMnpepbiBHOCTW (NpeaHasHayYeHHbIX Ans CKO
penwero BOCCTAHOBIIEHUS CUCTEM WM YCNyr) OOIMKHbI CylecTBOBaTb Mpoueaypbl BbIMOHEHUs TpebosaHun
(6.3.4):

1) aHanu3a n ngeHTUdMKaLMmM NPUYMHbLI MHUMOEHTA;

2) nnaHWpoBaHWA WM BHEAPEHWs CPeAcTB, MPeAoTBpaLLaloWmnX MNOBTOPHOE MNPOSIBNEHWE WMHLMOEHTOB,
npu Heo6Xo0AMMOCTY;

3) ucnonb3oBaHUst XXypHaNoB ayauTa v aHanornyHbIX CBUOETENbCTB;

4) B3aMMOLENCTBMA C NULAMW, Ha KOTOPbIX MHUWOEHT Okasan BO3OEeNCTBME UMM yyYacTBYHOLUX B
yCTpaHeHWUn NocneacTBUi MHUMAEHTA,;

5) MHOpMMpOBaHMSA 0 OENCTBUAX COOTBETCTBYHOLLMX JOMKHOCTHBIX MWL,

B) >XypHamnbl ayAuta W aHanornyHble CBMAETeNnbCTBa AOMKHbI ObiTb cobpaHbl (12.1.7) n 3almLieHbl
COOTBETCTBYHOLLMM 06pa3om C Lienblo:

1) BHyTpeHHero aHanusa npobnemsi;

2) ncnonb3oBaHUs Kak AoKa3aTenbCTBO B OTHOLUEHUM BO3MOXHOIO HapyLUEHWsi YCIOBWUI KOHTPakTa,
HapyweHuss TpeboBaHWi 3akoHO4ATeNnbCTBA WMW, B Crnyvyae rpaxQgaHCKMX WM YronoBHbIX CygebHbIX
pasbupaTenbCcTB, KacaloLWMXcs, Hanpumep, 3awuTbl  MNepCoHanbHbIX  AaHHbIX WU HENPaBOMOYHOTO
MCMOMNb30BaHNSA KOMMbIOTEPOB;

3) BedeHuss neperoBOpoB OTHOCUTENbHO KOMMeHcauun yulepba € nocTaBuKamu MpPorpamMmMHOro
obecneyenus u ycnyr;

r) AencTBms Mo YyCTpaHeHWio cboeB cCUCTeM W NUKBMAAUMW MOCNEACTBUA MHUMOEHTOB HapyLUeHUs
MHdOpMaLMoHHON 6e30nacHOCTM A0MKHbI BbiTb MoA TwaTtenbHbIM 1 hopmanm3oBaHHbIM KOHTponeM. Heobxo
AVMMO Hanunumne npoueayp C Lenbio obecneveHns yBepeHHOCTN B TOM, YTO:

1) TOMbKO NOMHOCTLIO NAEHTUMULIMPOBAHHOMY M aBTOPUM30BaHHOMY NepCcoHany nNpefocTaBeH AOCTYN K
cucTeMaM M faHHbIM B Cpefie NPOMbILLNEHHON aKennyaTtauum (4.2.2 B OTHOLLEHWUN AOCTYNa TpeTbel CTOPOHBI);

2) Bce OencTBus, NpeanpuHATbIE MPU Ype3BblHalHbIX 0BCTOATENLCTBAX, NOAPOOGHO AOKYMEHTarbHO
oopmMneHsI;

3) o penctBusix, NpeanpuHATBIX NpU Ype3BblyariHbIX 0OCTOATENbCTBAX, COOOLLEHO PYKOBOACTBY
opraHusauum, U OHM NPOoaHanM3npoBaHbl B YCTAHOBMEHHOM MOPSAAKE;

4) UenocTHOCTb BU3HEC-CUCTEM M CUCTEM KOHTPONS NOATBEPXAEHA B MUHUMArbHbIE CPOKM.

8.1.4 PasrpaHnyeHune obasaHHoCTEN

PasrpaHnyeHne obssaHHoCTE — 3TO CMOCO6 MUHUMM3ALUWM PUCKA HELUTATHOrO WUCMOMNb30BaHNUA CUCTEM
BCNeACTBME OWNBOYHBIX MMM 3fI0HaMepPeHHbIX AeWCTBUIA Monb3oBaTtenen. Heobxoaumo paccmartpveaTb NpPUH-
uMn pasrpaHnyeHns obs3aHHOCTEN B OTHOLUEHUM OYHKUMIA YNpaBrieHusi, BbINOMHEHNS onpedeneHHblX 3agay v
obnacTein OTBETCTBEHHOCTM Kak cnocob yMeHbLUeHWsl HeaBTOPU30BaHHON MoAudUKaLUM UM HenpaBUIbHOIO
MCMNOomnb30BaHNA NHOPMaLIMM NN CEPBUCOB.

Ona HebonblUMX OpraHusaunii 3T MeponpuaTUS TPYOAHOOOCTWXUMbI, OOHAKO OaHHbIA MPUHLUMN OOMMKEH
ObITb NPUMMEHEH HacKOMNbKO 3TO BO3MOXHO. B cnydvasx, korga pasgeneHue o6s3aHHOCTEN OCYLLEeCTBUTH
3aTpyAHUTENbHO, cnegyeT paccmaTpuBaTb MCNOMb30BaHWE OPYrMX MEpOonpuSTUA NO ynpasneHuio MHdopMma-
LIMOHHON GEe30MacHOCTbIO, TakUX KaK MOHWTOPUHI AEeATEeNbHOCTM, UCMONb3OBaHME XypHaroB ayauTa, a Takke
Mep agMWHUCTPaTMBHOIO KOHTpomns. B To ke Bpemsa BaxHo, 4ToObl ayaut 6e3onacHOCTM oOcTaBancs
He3aBUCUMOWN PYHKLUNEN.

Heobxoammo npeanpvHnMaTb Mepbl NPeaoCTOPOXHOCTU, YTOObLI COTPYAHVK HE MOM COBEpPLUMUTL 310YyMnoT-
pebneHnsa B obrnactM CBOeN eAWMHOMMYHOW OTBETCTBEHHOCTM He Oyayunm obHapyxeHHbIM. WHuummposaHue
€obbITA JOMKHO BbITb OTAENEHO OT ero asTopusaumn. Heobxoaumo paccmaTpusaTh crnefytolume MeponpusaTus
Mo ynpaBneHuio MHAPOPMaLIMOHHON 6e30MacHOCTbIO:

- pasrpaHuyeHne MOofIHOMOYMI B OTHOLLUEHWUWU BUAOB AEeATEeNbHOCTU, KOTOpble CO34aloT BO3MOXHOCTb Cro-
BOPa AN OCYLLECTBEHUS] MOLLUEHHNYECTBA, Hanpumep, OPMMPOBaHNe 3aKa3oB Ha 3aKyrnKy W NOATBEPXOEHUS
nony4eHusi TOBapoB.;

- NPV HanNM4YMM ONacHOCTM CroBOPa MepPONPUATUSA OOMKHbI ObITb MPOAYyMaHbl Tak, YTOObI B OCYLLECTBNEHUN
onepauumn y4actsoBanu asa unm 6onee nvua Ansi CHAXEHUS BO3MOXHOCTM COXpaHeHUs TaviHbl CroBopa.

8.1.5 PasrpaHuyeHue cpea pa3paboTku M NPOMbILWIIEHHOW 3KCNyaTauumu

Mpy pasgeneHnn cpen paspaboTkv, TECTUPOBaHWSA M MPOMBILLNEHHON 3KCMyaTaumMnm HeobXxogumo pas-
AenuTb porv 1 yHKUMKN COTpyAHWKOB. MpaBuna nepesoda nporpaMMHoro obecnedeHus n3 cratyca paspaba-
TbIBaeMOro B CTaTyC NPUHATOrO K 3KCniyaTaumm AOmKHbl 6biTe onpedeneHsl U JOKYMeHTanbHO opopMneHs .
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[eaTtenbHOCTb, CBA3aHHas ¢ pa3paboTkon U TECTUPOBAHMEM, MOXET ObITb MPUYNHON Cepbe3HbIX Npobnem,
HanpymMep HexenaTtenbHbIX U3MEHEHMIN annoB UM CUCTEMHOW cpedbl, a Takke CUCTEMHbIX cboeB. Mpu aTom
cnepyet obecneunBaTb HEOOXOAMMbIV YPOBEHL pasferneHvs mexay cpeaamu npoMbILINEHHON aKennyaTaumMm no
OTHOLUEHNIO K cpefaMm TeCTUPOBaHWsA, a Takke AN NpefoTBpalleHus onepauroHHbIX cboeB. AHanornyHoe
pasgeneHue cnegyet Takke peanusoBbiBaTb Mexay (YHKUMAMU pas3paboTkm n TecTupoBaHuda. B atom cniyyae
HeobxoanMo noadepxuBatb B paboyeM COCTOSHWMM OTAEeNbHYK cpedy, B KOTOPOW credyeT BbINOMHATb
KOMMNIEKCHOE TECTUPOBaHNE C U3BECTHON CTabWNbHOCTBIO M NpeaoTBpaLLaTe HECAaHKLUMOHNPOBAHHbIV JOCTYM CO
CTOPOHbI Pa3paboTunKoB.

Tam, rae COTPYAHVKW, OTBeYaroLwme 3a pa3paboTKy 1 TeCcTupoBaHue, UMeT AOCTYN K CUCTEME U AaHHbIM
cpenpbl NPOMBILMIEHHON 3JKCMyaTaumMu, OHU MMEKT BO3MOXHOCTb YCTAHOBWUTb HEaBTOPW3OBAHHYIO U Henpo-
TECTMPOBAaHHYIO NPOrpamMmMy WU U3MEHWUTb AaHHbIE B ONepaumnoHHon cpede. NpuMeHnTenbLHO K psgy cuctem ata
BO3MOXHOCTb Mornia 6bl ObiTb MCNONb3oBaHa C LEMbl 3noynoTpebneHns, a WUMEHHO ANs COoBepLUeHWs
MOLLUEHHMYeCTBa MMM YCTAHOBKW HEMPOTECTUPOBAHHOW UMM BPeOOHOCHOW nporpammbl. HempoTtectupoBaHHoe
UM BPEeAOHOCHOE MmporpaMmHoe obecrneveHne MoXeT OblTb NPUYMHOWN Cepbe3HbiX NpobrieM B OnepauroHHON
cpefe. PaspaboTuvkm 1 cneumanuctbl, NPoBOAsLMEe TeCTUPOBaHUE, MOTyT Takke OblTb MPUYMHOM Yrpo3 Ans
6e3onacHOCTM onepaLMoHHON MHOPMaLUM 1 CUCTEMBI.

Kpome Toro, ecnu paspaboTtka 1 TeCTMpoBaHWe NMPOM3BOAATCA B OAHON KOMMbIOTEPHOW cpede, 3TO MOXeT
cTaTb MPUYMHON HenpegHaMepeHHbIX U3MEHEeHW MporpammHoro obecneveHus u uHdgopmaumun. Pasgenexve
cped paspaboTkv, TeCTUPOBaHWA W 3KCnnyaTauuu SBNseTcs, crnedoBaTenbHO, LenecoobpasHbiM AN YMeHb-
LUEHWUSI p1UCKa CINy4anHOro U3MEHEHUs] UMM HeaBTOPM30BaHHOIO AOCTyNa K NporpaMMHOMYy obecrneyeHunto n 6us-
Hec-AaHHbIM Cpefbl NPOMbILLNEHHON aKkcnnyaTauun. Heobxoanmo paccmaTtpyBaTh Creayrowmne MeponpuaTis no
ynpasneHuto MHpopmaLMoHHon 6e30nacHOCTbIO:

- MporpamMmHoe obecneyeHne AN paspaboTkvM 1 JKcnyaTauum, No BO3MOXHOCTMU, OOMMKHO paboTtatb Ha
PasfnnYHbIX KOMMbIOTEPHbBIX NMPOLIeCcCopax UM B pasnmnyHbIX AOMEHaX Ui ANPEKTOPUSIX;

- AencTteunA no pa3paboTke N TECTUPOBAaHMIO JAOSMKHbI ObiTb pasfaeneHbl, HACKONbKO 3TO BO3MOXHO;

- KOMMUAATOPbI, PEAAKTOPbl U APYrMe CUCTEMHbIE YTUNNTLI HE AOSKHbI ObiTb AOCTYMHLI B ONepaLoHHON
cpene 6e3 kpalHel HeobXxoanMocCTu;

- YTOObl YMEHbLUNTL PUCK OLUMOOK, AN OMNEepaumMOHHbIX U TECTOBbIX CUCTEM AOMKHbI UCMOMb30BaATLCA
pa3nuyHble Npoueaypbl pervctpaumm (Bxoda B cuctemy). MNonb3osartensm criegyeT peKoMeH40BaTb NpUMeHeHue
pasfnuyHbIX Maponen Ans 3TUX CUCTEeM, @ B MX 3KPaHHbIX MEHI0 AOMKHbI MOKa3blBaTbCs COOTBETCTBYOLLME
naeHTUUKaLMOHHbIE COObLLEHUS;

- pa3paboTunky MOryT MMeTb AOCTYM K NaponsM CUCTEM OMNepaLnoHHOW cpeabl TONMbKO B TOM Cryvae, ecrm
BHeApeHbl cneuuanbHble MeponpuATUS NO NOPSAKY MpefocTaBreHus naponen Ans nopdepxXkn cpedbl
NPOMBILLIIEHHON aKchnyaTauun. 3T Mepbl A0MKHLI obecrneynBaTb CMEHY naponen nocne NCnonb30BaHus.

8.1.6 YnpaBneHue cpeacTtBamMmmn o6paboTkm nHdopMaLmMM CTOPOHHMMU NuamMu u/vnu opraiusa-
LMsMn

Mcnonb3oBaHWe CTOPOHHMX MOAPSAYMKOB ANs ynpaBneHus cpeactBamy o6paboTkv nHdopmauun SBns-
eTca noTeHumansHoW yrposon Ana 6e3onacHOCTU, MOCKOMbKY BO3HWKAET BO3MOXHOCTb KOMMpoMeTauuu,
NOBPEXAEHNSA UK NOTEPU AaHHbIX B OpraHu3auum nogpsagyuka. Takme pyuckv AOMKHbI ObiTb MOAEHTUMULMPOBaHbI
3apaHee, a COOTBETCTBYHOLLME MEPONPUATMSA NO YNPaBneHno NHopMaLmMoHHOM 6e30MacHOCTbIO COrnacoBaHbl C
NOAPAAYMKOM W BKIIOYEHbI B KOHTPaKT (4.2.2 n 4.3 B OTHOLUEHWM PYKOBOACTB MO KOHTPakTaM C TpeTben
CTOPOHOW, NpeaycMaTpuBatoLWmMX AOCTYN K cpefacTtBam obpaboTkM MHpopMauumn opraHmsaumm M B OTHOLLEHUU
KOHTPaKTOB MO ayTCOPCUHTY).

B atux ycnosusix TpebyeTcs pelueHne cneumasnbHbIX BONPOCOB:

- NAEHTUMMKALMA BaXHbIX UMW KPUTUYECKNX BU3HEC-NPUNOXEHUIN, KOTopble Nny4ylle OCTaBUTb B OpraHu-
3aumnm;

- nony4yeHne ogobpeHns BnagenbLeB KOMMEPYECKUX BU3HeC-NPUNOXEHWI;

- OLeHKa BMUSIHWA Ha nNnaHbl obecneyeHns HenpepbiBHOCTU BusHeca;

- onpefeneHve nepeyHs ctaHgapToB Ge30MacHOCTU, KOTOpPble AOSMKHbI ObiTb BKMIOYEHbI B KOHTPaKThbI, 1
npoueayp NpoBEPKM BbIMONHEHNS ux TpeboBaHuiA;

- pacnpefeneHne KOHKpeTHbIX 0bA3aHHOCTen w npouedyp ANns 3pdeKTMBHOrO MOHWUTOPWHIa BCeX Mpu-
MEHSieMbIX BUAOB AEATENbHOCTU, CBA3AHHbIX C MHPOPMaLIMOHHOWM 6e30NacHOCTbIO;

- onpefeneHve obs3aHHOCTEN M Npolenyp B OTHOLIEHWN MHOPMUPOBAHUS M YrpaBleHns npoleccamm
NUKBUAALMM NOCNEeACTBUIA MHLUMOEHTOB HapyLUeHUsa nHopMaLumoHHon 6e3onacHocTu (8.1.3).

8.2 NMnaHupoBaHue Harpy3ku U NpueMKa CUCTEM

Llenb: cBegeHve kK MMHMMYMY pucka cboeB B paboTe cuctem.
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Ona obecneyeHnss 4OCTYNHOCTM AaHHbIX, TpebyemMol Npon3BOANTENBHOCTU U PECYpPCcoB CUCTEM HEOobXo-
AVMMO NPOBECTMN NpeABapuTenbHOe NaHMpoBaHME U MOArOTOBKY.

[ns cHXeHnsa pycka neperpyskv cucteMm HeobxoAuMO NPOBOAUTL aHanusa NpeanonaraeMon ee Harpysku.

TpeboBaHusa K aKcnnyaTaumMm HOBbIX CUCTEM AOMMKHbI ObITb onpeaeneHbl, AOKyMeHTanbHO 0OPMMEHb! U1
NpOTECTMPOBAHbI Nepes Nx NPUeMKON 1 NCNONb30BaHNEM.

8.2.1 NnaHupoBaHne NPOU3IBOAUTENLHOCTU

Ona obecneyeHns HeobxoaMMbIX MOLLHOCTEN no obpaboTke 1 xpaHeHUo uHdopmaumm HeobxoauMm aHa-
13 TekyLmx TpeboBaHuii K NPOU3BOANTENBHOCTK, @ Takke NMPOrHo3 OyayLmnx. ST NPOrHO3bl AOMMKHBI Y4UTbIBATbL
HOBble (PYHKUMOHanbHble U CUCTEMHble TpeboBaHMS, a Takke TeKyluMe nNnaHbel U MNepcrnekTMBHbIE MNaHbl
pasBUTUS MHHOPMAaLMOHHBIX TEXHOMNOIMMIA B OpraHn3aunu.

Mavindpenmbl TpebytoT 0coboro BHUMaHNA BCNeACTBME 3HAYUTENbHBIX (PMHAHCOBBLIX U BPEMEHHbBIX 3aTpaT
Ha NOBbILIEHNE WX MPOM3BOAUTENBHOCTU. PykoBoAauTenu, oTBevarlme 3a npegoctaBneHne MavHgpenmoBbixX
ycnyr, AOMKHbI NMPOBOAUTL MOHUTOPUHI 3arpy3ku KIOYEBbIX CUCTEMHBIX PECYPCOB, B TOM 4YMCrie MpOLLECCOpPOB,
onepaTMBHOW W BHELUHEW NamsaTh, MPUHTEPOB W APYrMX YCTPOWCTB BbIBOAA, a TaKkKe CUCTEM CBA3W. ITU
pyKOBOAMTENN [OMKHbI OnpefensTb obwme noTpebHOCTV U TeHAEHUMU B MCMOSb30BAHWUN KOMMbIOTEPHbIX
pecypcoB, 4YTO OCOBEHHO BaXHO AN MNOAAEPKKM OU3HEC-MPUMOXEHUA WU CUCTEM YyrpasneHns Ans
pykoBoAcCTBa.

PykoBoauTensam crnegyeT ucnonb3oBaTb 3Ty MHopMaumMio C Lenbio naeHTUdmrKaumn/u3bexaHns noTex-
umManeHO y3KMX MeCT, NpedcTaBnsalowmx yrpody 6e30omacHOCTM CUCTEMbl MMM MOMb30BaTENbCKUM CepBucaMm, a
Takke C Uenblo MNNaHMpoBaHWS COOTBETCTBYIOLWMX MEponpuATMA no obecneyeHnto  MHAOPMaLMOHHOWN
6e3onacHocTK.

8.2.2 Mpuemka cuctem

Mepen npvemkon cucteM AOSMKHbLI BblTb onpeaeneHbl KpUTepun NpUemMKM HOBbIX MHEPOPMALIMOHHBIX CUC-
TEeM, HOBbIX BEPCUI 1 OBHOBNEHUN, a TakkKe AOMKHO MPOBOAUTLCS HeobXxoAnMoe ux TecTuposaHue. TpeboBaHna
N KpUTEpUW ANs NPUHATUS HOBbLIX CUCTEM [AOIMKHbI ObiTb YETKO OnpeAeneHbl, CornacoBaHbl, AOKYMEHTarnbHO
odopmneHsl u onpoboBaHbl. B aTux uenax Heobxoaumo npedycmatpuBaTb criegylolue MeponpuaTvsa Mo
ynpaBsneHuto MHpopmaLmoHHo 6e30NacHOCTbIO:

- OLieHKa BbINOMHEeHNs TpeboBaHU K MOLLHOCTY U NPOU3BOANTENBHOCTM KOMMBIOTEPA;

- onpegeneHne npoLeayp BOCCTaHOBMEHMS Mocne cb0eB 1 MOBTOPHOrO 3amnycka, a Takke dopMmpoBaHve
nnaHos obecneveHnss HenpepbIBHOWN paboThbl;

- MoAroToBKa M TECTMPOBaHWE TUMOBBLIX ONepaLMOHHBIX NPOLIECCOB Ha COOTBETCTBME onpederneHHbIM
cTaHgapTam;

- Hannyne Heobxoammoro Habopa cpeacTB KOHTPONS MHAOPMaLMOHHOW 6e3onacHoCTK;

- pa3paboTka adhPeKTMBHBIX PYKOBOACTB MO Npoueaypam;

- obecneyeHne HenpepbIBHOCTU B3Heca B COOTBETCTBUM € TpeboBaHusimu 11.1;

- obsasaTenbHas npoBepka OTCYTCTBUS HEOGNaronpusTHOrO BRUSHUS HOBbIX CUMCTEM Ha CYLLECTBYHOLLME,
0cobeHHO BO BpeMs MakCuMarbHbIX Harpy3oK, HanprMMep, B KOHLE Mecsua;

- KOHTPOMNb NPOBEAEHUS aHanM3a BrMAHUSA, OKa3biBAEMOro HOBOW CUCTEMOW Ha 06LLY MH(POPMALMOHHYIO
©6e30MacHOCTb OpraHnsaLmy;

- opraHu3aums npodeccrMoHanbHOW MOAroTOBKWM MepcoHana K aKcrnyatauum M UCMOMb30BaHWMIO HOBbIX
cucTem.

[nsa koHCynbTaumii Ha BCex aTanax paspaboTky HOBbIX CUCTEM AOIKHbI NPUBNEKATLCA CYXObl MOAAEPXKKM
(akcnnyaTaumu) n nonb3oBaTenu ¢ Lenbio obecneyveHns adpheKTUBHONM IKCNyaTaumnm NPOeKTMPYEMON CUCTEMBI.
Mpv 3TOM AOMKHBLI NPOBOANTLCH COOTBETCTBYHOLLME TECTbl AN NOATBEPXAEHNS TOrO, YTO BCE KPUTEPUMN MPUEMKU
YA0BNETBOPEHbI MOMHOCTHLIO.

8.3 3awmTa oT BpeAOHOCHOro NporpaMMHoOro o6ecneyeHust

Llenb: obecneyeHmre 3awmnTbl LENOCTHOCTM NPOrpaMMHOro obecnevyeHnsa n MaccuBoB MHAOPMaLIMK.

HeobxoamMMo npuHMMaTb Mepbl NPeaoTBpPaLLEHNss U OOHapPYXXEHWUs BHEAPEHUS BPEOOHOCHOro Mnporpam-
MHOro obecneyeHus.

MporpammHoe obecneveHne n cpeacTea obpaboTkM MHOPMALMK YSI3BUMbI K BHEOPEHUIO BPEAOHOCHOTO
nporpaMMHOro obecrneyeHmnsi, Takoro Kak KOMMbIOTEPHbIE BUPYChI, CETEBbLIE «YEPBUY, KTPOSIHCKME KOHU» (10.5.4)
n nornyeckme 6ombbl. [lonb3oBatenu [OMKHbI ObiTb OCBeAOMIMeHbl 00 OMAacHOCTU  MCMOMb30BaHUS
HEeaBTOPM30BAHHOTO WM BPEAOHOCHOIO MporpammMHOro obecneyeHus, a COOTBETCTBYIOLUME PYKOBOAUTENU
OOmkHbl obecneuntb BHeApEHWE CcrneumnanbHbIX CPEeACTB KOHTPOMS C Lenbio obHapyXeHus u/wunu npenotepa-
LLIEHNsI NPOHMKHOBEHNS NOA06HbLIX NporpamMm, B 4acTHOCTU, BaXXHO NPUHATME MEpP NPEAOCTOPOXHOCTU C LIENblo
06HapyXeHUs1 1 NpeJoTBpaLLEHNs 3apaXKeHNsi KOMMbIOTEPHBLIMK BUPYCaMU NEPCOHarbHbLIX KOMMbIOTEPOB.
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8.3.1 MeponpusTus no ynpaBneHuo nHpopmMaumMoHHon 6e3onacHocTbio Ans 6opb6bI ¢ Bpeao-
HOCHbIM MporpaMMHbIM obecneyeHnem

C uenbto obHapyxeHus 1 nNpegoTBpalLeHnss NPOHNKHOBEHUS BPEAOHOCHOro nporpaMmmHoro obecneyeHus
Heo6XxoAMMO MnaHMpoBaHME U peanusauus MeponpuSTAA Mo YNpaBneHnio nHgopmaumoHHon 6e3onacHoCTbIo, a
Takke ¢opmupoBaHme npoueayp, obecneumBaloMX COOTBETCTBYIOLLYHO OCBEOOMIIEHHOCTb MOMb3oBaTenen.
3awmta OT BPeAOHOCHOro NpPorpaMMHOro obecrneveHuss AOMKHa OCHOBbLIBATbCSA Ha MOHMMaHWM TpeboBaHWN
6e30MacHOCTM, COOTBETCTBYIOLMX Mepax KOHTPONsA [OocTyma K cucTemMaM W Hagnexallem ynpasieHumn
n3MeHeHnssMu. Heobxoammo paccmaTtpvBaTb Criedylolime MeponpusaTUs No ynpaBneHWio UMHGOPMaLMOHHON
6e30nacHOCTbIO:

- AOKYMEHTMPOBAHHYIO MOMNUTKKY, TpebyioLlyo cobniogeHns NULEH3VOHHbBIX COrnalleHWn U ycTaHaBnn-
BalOLLLYHO 3anpeT Ha UCMOoNb3oBaHWE HEABTOPM3OBAHHOIO NporpaMmmMHoro obecnedenus (12.1.2.2);

- OOKYMEHTUPOBAHHYIO MOMUTKKY 3alnTbl OT PUCKOB, CBA3AHHBLIX C NOnyyYyeHnem dannos 1 NporpammHOro
obecneyveHns 13 BHELLHWNX CeTeNn, Yepes BHeLIHMe ceTu unu 13 nobon apyron cpedbl. B aTon nonutrke [OmKHO
CoaepxaTbCsl yKasaHue 0 HeOBX0AUMOCTM NPUHATMS 3aWmTHLIX Mep (10.5, 10.5.4, 10.5.5);

- YCTaHOBKY W perynspHoe obHOBMEHNe aHTUBMPYCHOIO MporpamMmmHOro obecneveHns Ans obHapyxeHus un
CKaHMPOBaHNA KOMMbIOTEPOB WM HOcUTenew MHdopmauuW, 3anyckaeMoro B criydae HeobxoAMMOCTU B KayecTse
NpPeBeHTUBHOW Mepbl UMW PYTUHHON NPOLeaypbl;

- npoBefeHVne perynspHbIX WHBEHTapusauuini NporpaMmmHOro obecneyeHuss M AaHHbIX CUCTEM, Noaaep-
XMBaLWMX KpuTuyeckne OusHec-npoueccel, Heobxoguma Takke dopmanusoBaHHasa npouegypa Mo paccrie-
[0BaHMWIO NPUYUH NOSBMEHMS MOObIX HEaBTOPU3OBAHHBIX UMW M3MEHEHHbIX (alinoB B CUCTEME;

- MPOBepPKy Bcex (hainoB Ha HocUTENsAX UHAOPMaLMM COMHUTENBHOIO UM HEaBTOPU3OBAHHOIO NPOUC-
XOXAEHWS nnun hannos, NonyyYeHHbIX U3 obLeaoCTYNHbIX CeTEeN, Ha HanM4Me BUPYCOB nepen paboTon ¢ aTMMu
dannamu;

- NPOBEPKY MOObIX BMNOXEHWUA 3NEKTPOHHOW NOYTbl U CKauymMBaemon MHOPMaLUnM Ha Hanuuue BpefoHOC-
HOro NporpamMmmHoOro obecnevyeHns 4o UX UCMONb30BaHWS.

OTa npoBepka MOXeT ObITb BbINOMHEHA B pasHbIX TOYKaxX, HanprMMep, Ha 3NEeKTPOHHOW noyTe, NepcoHarb-
HbIX KOMMNbIOTEPAX UMW NPU BXOAE B CETb OpraHn3aumu;

- ynpaBsfieHyeckue npoueaypbl 1 0653aHHOCTU, CBA3aHHbIE C 3aLLMTON OT BUPYCOB, OBYy4YeHNe NPUMEHEHNIO
3TUX NPOLIeAYpP, a TaKkkKe BOMPOCHI OMOBELLEHNS U BOCCTAHOBIIEHNS MOCne BUPYCHbIX aTtak (6.3, 8.1.3);

- COOTBETCTBYIOLME MNaHbl N0 0b6ecneyeHnto HempepbIBHOCTM BU3Heca B 4acTW BOCCTAHOBIEHUS Nocre
BMPYCHbIX atak, BKMo4as Bce HeobxoanMble MeponpuAaTUSt MO Pe3epBMPOBaHMIO U BOCCTAHOBMEHWIO AaHHbBIX U
nporpaMMHoro obecneyenus (pasgen 11);

- NpoueAypbl N0 KOHTPOS BCen MHdOPMaLmm, KacalLuencs BpedoHOCHOro NporpaMmMHOro obecneyeHus,
obecneyeHne TOYHOCTU U MHPOPMATUBHOCTU NpedynpeauTenbHbIX coobLieHun. [na onpedeneHns pasnuuus
MeXAy NOXHbIMW U pearibHbIMU BUPYCaMy AOIKHbI MCMOMb30BaTbCA NPOMECCUMOHaNbHbIE NCTOYHUKK, HaNpUMep,
pecnektabenbHble XypHanbl, 3acnyxusaloolmne [OOBEPUS WMHTEPHET-CalTbl UM NOCTaBLUMKN aHTUBUPYCHOTO
nporpaMmmMHoro obecnevenus. lMNepcoHan gomkeH 6bITb 0cBeAoMNEH 0 Npobneme NOXHbIX BUPYCOB U AENCTBUAX
npu UX NONy4YeHu.

OTn meponpuaTMa OCOOEHHO BaXKHbl B OTHOLLUEHWWM CETEBbLIX (PaNIOBLIX CEPBEPOB, OOCMYXMBAKLLMX
6onblLuoe KoNMYecTBo paboynx CTaHLMN.

8.4 BcnomoraTtenbHbie onepauumu

Llenb: nogaepxaHne LenocTHOCTU U AOCTYMHOCTY ycnyr no obpaboTke MHOPMaLuM 1 CBS3N.

B cooTBeTCcTBMM C YyTBEpXOEHHOW cTpaTervent [OOMKHbl YCTaHaBNMBaTbCs PerynsipHbie npoueaypsbl
pe3epBMpPOBaHNS MPKKNagHOro nporpammHoro obecnevenHus (11.1), dopmMMpoBaHMA KOMWI OaHHbIX U TecTu-
pOBaHWs, UX CBOEBPEMEHHOIO BOCCTaAHOBIIEHUS, permcTpauum cobbiTuiA 1 owmnbok u, rae HeobXxoaMmo, MOHU-
TOPUWHra COCTOSIHUSI annapaTHbIX CPEACTB.

8.4.1 PesepBupoBaHue nicdopmaumnm

Pe3sepBHoe konupoBaHue BaxKHOW cryxebHon uHpopmaumn n nporpamMmHoOro obecrneyveHuss AOSMKHO
BbIMOMHATECA Ha perynspHon ocHose, CnepyeT obecneuvBaTb afekBaTHble CPeACcTBa pe3epBUpPOBaHUS AnA
obecneyeHnss yBepeHHOCTM B TOM, YTO BCS BaxkHas Aenosas nHopmaums 1 nporpaMmMmHoe obecneveHne cMoryT
6bITb BOCCTaHOBMeHbl nocne 6edcTeus unm cbos obopypoBaHus. MeponpusiTus no pesepBUMPOBaHWI0 Afs
Ka)KOoWn oTAenbHON CUCTEMbI AOMKHBI PErYNAPHO TECTUPOBATLCA AN obecneyeHns yBepeHHOCTN B TOM, YTO OHM
YA0BNETBOPAIOT TpeboBaHMAM nNnaHoB Mo obecnevyeHuo HenpepbiBHOCTU GusHeca (pasgen 11). B atux cnyyasix
LenecoobpasHo NPUMEHSITb criegytoLime MeponpusTUs No ynpasneHnto MHopMaLMoHHON 6e30NacHOCTbIO:

- MMHUMarnbLHO HeobxoAuMmbIn 06bemM pe3epBHOW WHOPMaLMM, BMECTE C TOYHBIMW U MOMHBLIMU pernc
TPaLMOHHBLIMY 3aMUCAMU MO COAEPXKAHUIO PE3EPBHBIX KOMWI, a Takke AOKYMEHTauuMsa no npoueaypam BOCCTaHOB-
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neHus Bo u3bexaHwe nOOOro NOBpEXOEHUs OT CTUXMUHBbIX 6eAcTBUIA JONMKHBbI XPaHWUTbCH B AOCTaTOYHO
oTOoaneHHOM MecTe OT OCHOBHOro 3aaHus. 1o kpanHel Mepe Tpu NOKoMeHus (uMkna) pesepBHoON UHopmMauun
OOMXKHbI ObITb COXPaHEHbI ANt BaXXHbIX OU3HEC-NPUMNOXEHWNIA:

- pesepBHas nHdopmaumsa AomkHa 6blTb obecneveHa rapaHTPOBaHHBLIM YPOBHEM (DU3NHECKON 3aLLNUTLI U
3alMThLl OT BO3OENCTBUIN OKpYXatoLLlen cpeabl (pasgen 7) B COOTBETCTBUM C YPOBHEM 6€30MacHOCTM B OCHOBHOM
3naHun. Meponpusatud, npMMeHsemble K 060pyAoBaHWMI0 B OCHOBHOM 3[aHWMW, OOMKHbI PacnpoCTpPaHATbLCA Ha
pe3epBHbIN NMYHKT;

- pesepBHOe 06OpyAOBaHWE AOSMKHO PerynsapHO noAsBepraTbCA TeCTUpoBaHWIO Ans obecneyeHuns yse-
PEHHOCTM B TOM, YTO B Clly4ae BO3HWKHOBEHUS Ype3Bbl4aiHbIX CUTYaLUuin Ha ero paboTy MOXHO MOMOXUTLCS;

- Mpoueaypbl BOCCTAHOBIEHUSI CrieAyeT PerynsipHo akTyanusupoBaTb M TecTupoBaTb AN obecneyeHus
YBEPEHHOCTM B UX 3O(PEKTUBHOCTU, @ Takke B TOM, YTO OS5I BbIMOMHEHUs1 3TUX Npoueayp notpebyerca He 6onb-
e BpeMEHU, YeM onpeaeneHo onepauvoHHbLIMK npoLeaypaMm BOCCTAaHOBMNEHNS.

CnepnyeT onpefensatb nepmoabl XpaHeHMs BaXHOW crnyxebHon uHdopMaumm, a Takke yduTbliBaTe Tpebo-
BaHMWS K apXUBHbIM KOMUAM A0MNrOBPEMEHHOrO XpaHeHus (12.1.3).

8.4.2 XypHanbl neMcTBuM oneparopa

OnepaTtopbl OOMKHbI BECTM XypHar, B KOTOPOM criefyeT (OUKCMpOBaTh:

- BPEMS Hayana v 3aBepLueHus paboTbl CUCTEMBI;

- OLWMGKM CUCTEMbI N NPEANPUHATBIE KOPPEKTUPYIOLLME OENCTBUS;

- NoATBepXAeHne npaBuiibHOM 06paboTkun AaHHbIX PANNoB U BbIXOAHbLIX AaHHBIX KOMMbIOTEPA;

- NMYHble AaHHble (Hanpumep, hamunns, 4OMKHOCTb) NPOM3BOASLLErO 3anMcy B XXypHan cneuuanucra.
XypHanel onepaTopa AOMKHbI ObITb NPEAMETOM NOCTOSIHHBIX HE3aBMCUMBbIX MPOBEPOK HA COOTBETCTBUE

TpeboBaHNAM onepaLmnoHHbIX NpoLeayp.

8.4.3 Perucrtpaums owmno60okK

O6 owwnbkax HeobGxoaumo AoknafbiBaTb U MPUHUMATL KOPPEKTUPYOLLME AeNCTBMSA B COOTBETCTBUM C
yCTaHOBIMEHHbIM MopsiakoM. Heobxoanmo permctpuposaTh coobLueHns nonb3osaTenen 06 owmnbkax, CBA3aHHbIX
¢ obpaboTkon uHopMaumMn unu cuctemamu cBA3W. [JorKHbl CylecTBOBaTb YeTkue npasuna obpaboTtku
AONYLLEHHbIX OLUIMOOK, BKITHOYatoLLme:

- aHanu3 owunbok ansa obecneyeHns yBePeHHOCTN B TOM, YTO OHM OblnNy yAOBNETBOPUTENbHBIM 06pa3om
yCTpaHeHbl;

- aHanu3 npeanpuHATBIX KOPPEKTUPYoLWMX Mep, obecneymBaloLLmX yBEPEHHOCTb B TOM, YTO MEpOonpuaTms
no ynpaereHuto WHMOPMaLMOHHON 6Ge3onacHoCTblo He ObiMM CKOMMPOMETVMPOBaHbl (HapylueHbl) 1 npea-
NpUHATbIE AENCTBUSA Haanexalwum obpa3om aBTOPU30BaHbI.

8.5 YnpaBneHue ceTeBbIMU pecypcamu

Llenb: obecnevyeHne 6e3onacHOCTU MHOPMaLIMKN B CETAX U 3aLLMTbl NOAAEPXKMBAIOLLEN MHPACTPYKTYPLI.

YnpaBneHve 6e30nacHOCTbI0 CeTel, KOTopble MOTryT ObiTb pacnonoXxeHbl 3a Npegenamy rpaHuy, opraHu-
3auun, TpedbyeT BHUMaHWSI.

JononHuteneHble MeponpuATUA MO  yNpaBfeHuio MHAOPMAaLMOHHON 6e30MacHOCTBI0 MOryT  Takke
notpeboBaTbCst 4NS 3aLMTbI BaXHbIX AaHHbIX, NepeaaBaeMblx Yepes o6LeaoCTynHbIe CeTu.

8.5.1 CpeacTBa KOHTpONSA ceTeBbIX pecypcoB

[ns obecneyeHns Tpebyemoro ypoBHs 6€30MacHOCTM KOMMbIOTEPHLIX CETEN U ero nogaepxku Tpebyercs
KOMMMEKC CPeAcTB KOHTpons. PykoBoauTenw, oTBevalowme 3a MopdepxkKy CeTeBbIX PecypcoB, AOSMKHbI
obecneymBaTb BHedpeHWe CpeacTB KOHTpons 6e30nacHOCTV AaHHbIX B CETAX W 3aLUMTY NOAKMIOYEHHbIX CEepBU-
COB OT HeaBTOPM30BaHHOro JocTyna, B yactHocTn, HeobxoamMmo paccmaTtpvBaTh Crieayloline Mepbl U CpeacTsa
ynpasneHusi nHpopmMaLumoHHon 6e30nNacHOCTbIO:

- cnepyeT pacnpefensitb OTBETCTBEHHOCTb 3a NoadepXaHue CeTeBbIX PECYPCOB M KOMMbIOTEPHbLIX One-
paumii (8.1.4);

- cnegyeT ycTaHaBnvBaTb npouedypbl M 06S3aHHOCTM NO yMNpaBneHWo yaaneHHblM obopyaoBaHUEM,
BkNovas obopyaoBaHue, yCTaHOBMNEHHOE Y KOHEYHbIX NoMb3oBaTenen;

- ecnu HeobxoaMMO, cheunanbHble CpeacTBa KOHTPONst crnefdyeT BHeApsTb Ans obecneyeHuns KoHU-
AEHLMaNbHOCTU U LENOCTHOCTU AaHHbIX, NPOXOAAWMX No obLefoCTYNHLIM CETSIM, a Takke ANs 3awuTbl Noa-
KnoyeHHbix cuctem (9.4 n 10.3). MoryT Takke noTtpeboBaTbCcs cneuunanbHble CpeacTBa KOHTpons Ans
nopaepXaHvs 4OCTYNMHOCTW CETEBbLIX CEPBEPOB U paboumnx CTaHUWK;

- AeNCTBMA MO ynpasreHnto HeobxoAuMMO TLiaTeNbHO COM3MepsTb Kak ¢ TpeboBaHMAMM K cepBucam OT
Ou3Heca, Tak 1 ¢ obwwmmu TpeboBaHnaMKU K obecneveHnto 6e3onacHoCcT MHPacTpyKTypbl 06paboTkn MHGOP-
Mauuu.
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8.6 BesonacHocTb HocuTenen nHdopmaumm

Llenb: npegoTepalleHne MOBPEXOEHUA akTMBOB U npepbiBaHui BuaHec-npoueccoB. Wcnonb3oBaHue
HocuTenen uHopMauMn AOMKHO KOHTPONMPOBATLCS, a Takke AorkHa obecneunBaTtbes mx cdusmdeckaa 6e30-
NacHoOCTb.

JorxHbl BbITb ONpeAeneHbl COOTBETCTBYIOLWME MpoLeaypbl 3alumTbl JOKYMEHTOB, KOMMbIOTEPHbIX HOCK-
Tenen nHoOpMauun (NeHT, AWCKOB, KacceT), AaHHbIX BBOAA/BbIBOAA M CUCTEMHOM OOKYMEHTauuu OT MOBPEex-
AEHWI, BOPOBCTBA 1 HENPaBOMOYHOIo 4OCTyna.

8.6.1 Ucnonb3oBaHMe CMEHHbIX HOCUTENEN KOMMbIOTEPHOMN MHOpMaLun

JorxHbl cywecTBoBaTb Npouedypbl MO UCMOMb30BAHUIO CMEHHbIX HOCUTENEN KOMMbIoTepHOW MHopma-
Lumn (NeHT, AMCKOB, KacceT, a TakkKe neyaTHbIX oT4eToB). B aTux cnyyasx HeobxognMo paccMaTpuBaTh crnegyto-
LMe MeponpuaTUA No ynpasreHnto NHpopMaLMOHHON 6e30MacHOCTbIO:

- ecnn HocuTenu MHdopMaLuM MHOTOKPaTHOrO MCnonb3oBaHus 6onblie He TpebyloTca 1 nepedaroTcs 3a
npegenbsl opraHM3aumnn, To UX COAEPXKUMOE AOIMKHO BbiTb YHUYTOXEHO;

- B OTHOLUEHUW BCEX YHUYTOXaeMblX HocuTenen uHdopMaumm AOMKHO ObiTb NMPUHSATO COOTBETCTBYOLLEE
pelleHne, a Takke AormkHa ObiTb cOoenmaHa 3anucb B PerucTpauMoOHHOM >KypHamne, KOTOpbIN criedyeT XpaHuTb
(8.7.2);

- BCE HOCWTENU MHOpPMauun cnegyet XpaHuTb B HagexxHoM, 6e3onacHOM MecTe B COOTBETCTBUM C Tpe-
6oBaHUSMN N3roToBUTENEN.

Bce npoueaypbl aBTopM3aLm AOMKHbI ObiTb YETKO AOKYMEHTUPOBAaHbI.

8.6.2 YTunusauma HocuTtenemn nHdopmaumm

Hocutenu nHdopmauum nNo OKOHYaHWU UCMONb30BaHWUA criegyeT HagexHo m 6e3onacHo yTunvanpoBaTsb.
BaxHas nHdopmaums MoxeT nonactb B PykM NMOCTOPOHHUX NULL U3-3a HEOPEXHOW YyTUNM3aumMn Hocutenew gaH-
HbiX, YTOGbI CBECTU K MWHMMYMY TakOW PWUCK, OOMKHbI ObiTb YCTAHOBMEHbl (POpManv3oBaHHbIE MNPOLEaypbl
6e3onacHoOM yTunM3auum HocuTenenh uHdopmaumm. Ona storo Heobxoaumo npegycMmaTtpuBaThb criegyrolime
MeponpuATUS:

a) HocuTenu, cogepxaluMe BaxHyl WHdopmaumio, cnegyet XpaHWTb W YTUNU3MPOBATb HAAEXHO U
6e3onacHo (Hanpumep, MOCPEACTBOM CXUraHus/uamenbyeHus). Ecnn HocuTenu mnaHupyeTcs Mcnomnb3oBaTh
B Npejenax opraHusaumun ansa apyrux 3agad, To MHdopmaums Ha HUX JOSKHA OblTb YHUUTOXEHA;

6) HWKe npuBedeH nepeyveHb OOBLEKTOB, B OTHOLUEHWM KOTOPbIX MOXeT noTpeboBaTbcs Gesonac
Has yTunusaums:

1) ByMakHble JOKYMEHTHI;

2) peyeBble Unu gpyrue 3anucy;

3) konuposanbHas 6ymara;

4) BbIBOAMMbIE OTYETHI;

5) ogHOpa3oBble NeHTLI ANA NPUHTEPOB;

6) MarHMTHbIE NEeHTHI;

7) CMEHHbIe ANCKM UMK KacceTbl;

8) onTnyeckne HocUTENM OaHHbIX (BCE Pa3HOBWAHOCTW, B TOM YMCRE HOCUTENW, CoaepXaluue npo-
rpammHoe obecneveHue, NOCTaBNseMoe NPOU3BOAUTENAMM);

9) TeKkcTbl NporpamMm;

10) TecToBbIE€ OAHHbIE;

11) cuctemHas JOKyMeEHTauus;

B) MOXeT oKa3aTbCs npolle MnpuHMMaTb Mepbl Ge30nacHoW yTUNM3auun B OTHOLUEHUWM BCEX HocuTe
nemn nHdopmMaumm, Yem NbiITaTbCA COPTUPOBATL HOCUTENMW MO CTEMEHN BaXKHOCTY;

r) MHOTME opraHusauum npegnarawT ycnyrm no cbopy u ytunu3aumm Oymarn, obopynoBaHus U
HocuTenen uHdopmauun. CnegyeT TwaTenbHO BbIOMPaTh NOAXOAALLEro NoapsaYMka C y4eTOM UMEKLLEerocs y
Hero onbiTa n obecneyeHnss He06Xo0AMMOro YpoBHS MHAOPMALIMOHHON Be3onacHoCTH;

A) NO BO3MOXHOCTU CriegyeT perMcTpupoBaTtb YTUMAM3auUMIO BaXHbIX OOBLEKTOB C Lenblo Mocneayo
Lero ayamTa.

Mpy HakonneHun HocuTenen nHdopmaummn, Noanexawmx yTmunusaumm, cneagyeTt npuHuMaTb BO BHUMaHue
«ahdeKT HaKONMNEHNs», TO eCTb BONbLION 06BEM OTKPLITOM MHGOPMaLMM MOXET caenaTb ee bonee BaxxHON.

8.6.3 MNpouenypbl 06paboTkn MHopmauum

C uenbto obecneyeHus 3almTbl MHCpOPMaLMU OT HEaBTOPW3OBAHHOIO PAaCKPbITUS MU HEMNpaBWUITbHOIO
MCMosb30BaHNsl HeobxoAMMO onpeaenvTb npoueaypbl 06paboTkM U XpaHeHus MHdopMauuni. 3T npoueaypsl
[OIKHbI ObITh paspaboTaHbl C y4eTOM kaTeropmpoBaHus MHdopmauum (5.2), a Takke B OTHOLLUEHUM JOKYMEHTOB,

BbIYMCINTENBHbLIX CUCTEM, CETEN, MEPEHOCHBLIX KOMMbLIOTEPOB, MOBUNBHbBIX CpeacTB CBA3W, NOYTbI, pe4eBOW MOY-
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Thbl, pe4eBoy CBA3N BoOOLLE, MyNbTUMEAUMHbBIX YCTPOMCTB, MCMOMb30BaHMS (hakcoB M NOBLIX APYrMX BaXKHbIX
00bekToB, Hanpumep, GrnaHKoB, YekoB M cyeToB. HeobxoaMmo WcCmonb3oBaTh Criedylolve MepornpusTus no
ynpasneHuno nHdopmaumoHHon 6esonacHocTbio (5.2 n 8.7.2):

- 06paboTKy 1 MapkupoBaHue Bcex Hocutenen nHdopmauum (8.7.2 a);

- OrpaHVYeHnst JOCTYMa C Lernblo NaeHTUdMKaLMM HeaBTOPM30BaHHOIO NepcoHana;

- obecneyeHne popManmM3oBaHHOW perncTpauum aBTopM3oBaHHbIX Nonyvatenen AaHHbIX;

- obecrneyeHne yBepeHHOCT B TOM, YTO AaHHble BBOAA SBMSAIOTCA MOMHbLIMMW, Npouecc obpaboTkn 3asep-
LaeTcs OOMKHbIM 06pa3oM 1 uMeeTcs NoATBePXKAEHME BbIBOAA OAHHbIX;

- obecneyeHmne sawmTbl MHOOPMaLUNK, Haxodswwencs B Gydepe AaHHbIX U OXnaaloLwen BblBoga B COOT-
BETCTBUW C BaXXHOCTbIO 3TON MHOpMaLmu;

- XpaHeHve HocuTenen nHgopmaummn B COOTBETCTBUN C TpeBOBaHNSMU N3roToBuTENEn;

- cBeJeHne pacchliikn AaHHbIX K MUHUMYMY;

- YETKYI0 MapK1pPOBKY BCEX KOMWIA AaHHbIX, NpeanaraemMblX BHUMAHUIO aBTOPU3OBAHHOTO NornyyaTens;

- perynspHbIi NEpecMoTp CMMCKOB PacChIfku 1 CMIMCKOB aBTOPM30BaHHbIX Nonyyartenew.

8.6.4 Be3onacHOCTb CUCTEMHOW AOKYMEHTauumn

CuctemHas [OKYMEHTaumsi MOXeT codepaTb OnpedeneHHyl BaxHYK WHdopmaumio, Hanpumep, onu-
caHus npoueccoB paboTbl Bu3Hec-NpunoXeHun, npoueayp, CTPYKTYp AaHHLIX, npoueccos asTopusauun (9.1). B
3TMX YCMNOBUAX C LEMbl 3aliMTbl CUCTEMHOW OOKYMEHTauuu OT HeaBTOPM3OBAHHOrO JOCTyna Heobxoammo
NPUMEHSITb crneayoLumMe MeponpusaTms:

- CUCTEMHYIO0 JOKYMEHTaLUMIO criegyeT XpaHnuTe 6e3onacHeiM o6pasom;

- CMWNCOK NUL, NMELLMX AOCTYN K CUCTEMHON JOKYMEHTaumMn, cregyet CBOAUTb K MUHUMYMY; AOCTYN AOM-
XeH OblTb aBTOPM30BaH BnagenbLem BU3HeC-NpUNoXeHus;

- CUCTEMHYI0 AOKYMEHTaumio, MonyyveHHyo/nogaepxmBaemMyio yepes oOLLeOoCTyMHYl0 ceTb, cregyeT
3awyaTe Hagnexatimm obpasom.

8.7 O6meH MHdopMauuen n NporpaMMHbIM o6ecrnevyeHuemM

Llenb: npepoTBpalleHne notepu, MoandmKaLumM Unn HenpaBUibHOMO MCMONb30BaHWUA MHdOPMauun npu
obMeHe eto Mexady opraHvu3aunsamu.

O6meH MHdOopMauuen n nporpammHbIM obecnevyeHneM Mexay OpraHvM3aumsamu AomkeH ObiTb nof KOH-
TPOfeM M COOTBETCTBOBATL AENCTBYIOLLEMY 3aKoHOA4aTenbCTBY (pasgen 12).

ObmeH MHdopMauuen OOoMmKEeH MPOUCXOAUTbL Ha OCHOBE COrMalleHUi Mexay opraHusaumsamu. Heobxo-
AVMMO onpeaenvTb Npouedypbl 1 MEPONPUSATUA MO 3awwmTe MHdOopMauuM n HocuTenewn npu nepedadve. Heobxo-
AMMO Y4uTbIBaTb NOCNEACTBUA ANS AeATeNbHOCTU U 6e30nacHOCTU OpraHu3aumu, CBA3aHHblE C SMEKTPOHHbLIM
0BMEeHOM AaHHbIX, 3NIEKTPOHHOW TOProBfieN N 3NEKTPOHHOW MOYTON, a Takke TpeboBaHMs K MeponpusaTUsam no
ynpasneHuto MHOpMaLMOoHHON 6e30NacHOCTbLIO.

8.7.1 CornaiwieHusa no o6meHy nHcdopmaLmnen n nporpaMmMmHbIM obecneyeHnem

Mopsipgok obmeHa MHdOpMauuen u NporpammHbIM obecneyeHVeM (Kak amneKTPOHHbIM cnocobom, Tak u
BPYYHYI0) Mexay opraHusauusiMu, BKMoYas nepedady Ha XpaHeHMe WCXOAHbIX TEKCTOB NporpamMm TpeTben
CTOpOHe, JoImKeH ObiTb CcTporo dhopmanu3oBaH M OOKyMeHTupoBaH. TpeboBaHusi 6e3onacHOCTM B NOAOOHbIX
cornalleHusix AOMMKHbl YYMTbIBaTb CTeNeHb BaXXHOCTU MHopMauumu, SBnstoLlencs npegmeToMm obmeHa. Heob-
X0AUMO, 4To6bl TpeboBaHus 6e3onacHOCTV B NOAOOHbBIX CornalleHnsaX yYmuTblBanu:

- 0653aHHOCTN PYKOBOACTBA MO KOHTPOMIO M yBEAOMIIEHWUIO O nepegaye, OTnpaBKe U NonyyYeHUn nHdop-
mMauuu;

- npoueaypbl ANS yBe4OMIEHUst OTNpaBUTENs O Nepegadye, OTNpaBKe U NonyvyeHun nHpopmaumu;

- MMHUMAarbHbIE TEXHUYeCKMe TpeboBaHMs No hOPMMPOBaHMIO U Nepedade NakeToB AaHHbIX;

- TpeboBaHMsA K KypbePCKON crnyxobe;

- OTBETCTBEHHOCTb 1 06513aTeNbCTBA B Criyvae noTepu AaHHbIX;

- UCMNOnb30BaHWE COrfacoBaHHOW CUCTEMbl MAapKMPOBKWM ANA BaXHOW WNN KPUTUYHON WHAOpMaLmu,
obecneyvmBaroLLen yBePEHHOCTb B TOM, YTO 3HAYEHME 3TON MapKMPOBKKN ByaeT cpasy e MOHATHO U nHdopmaums
OyaeT COOTBETCTBEHHO 3aLLULLEHa;

- onpepeneHve Bnagenbues MHdopMauun u nporpaMMHoro obecnedveHus, a Tawke obssaHHocTen no
3alWmTe AaHHbIX, y4eT aBTOPCKUX MpaB Ha nporpaMmmMHoe obecneyvyeHwe u aHanornyHbix BonpocoB (12.1.2 u
12.1.4);

- TexHu4eckne TpeboBaHVS B OTHOLLUEHWM 3anucy U CYUTbIBAHMA MHopMaLmMn 1 nporpamMmmHoro obecne-
YeHus;
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- nobble cneunanbHble CpeacTBa KOHTPOIS, KOTOpble MOryT nNoTpeboBaTbCa Ans 3almThl BaXHbIX 00bek
TOB, Hanpumep kpunTorpadpudeckue kntoum (10.3.5).

8.7.2 Be3onacHocTb HocuTenen HdopmaLmm Npu nepeckinke

NHdopmauus MoxeT BbITb UCKaXeHa 1M CKOMNPOMETUpPOBaHa BCNeACTBUE HeaBTOPU3OBAHHOIO AOCTYNA,
HenpaBWIbHOrO WUCMONb30BAHMSA UMW UCKaXEHWs BO Bpemsi (DU3NYECKOM TPaHCMOPTUPOBKW, Harnpumep, npwu
nepecoinke HocuTenen nHdopmaummn no noYvTe unu Yyepes Kypbepa. [na sawmrsl MHPopMauuu, nepenasaemom
MeXay opraHusaunsiMun, HeobxoanMOo NPUMEHATL CrieadytoLme Mepbl:

a) crnegyeT MCMoOnb3oBaTb HAAEXHbIX MEPeBO3YMKOB WM KypbepoB, CnMCOK aBTOPU30BaHHbIX
KypbepoB HeoBXOAUMO cornacoBbiBaTb C PYKOBOACTBOM, KPOMe TOro, crieqyeT BHeAPUTb Npoueaypy NpPOBEpPKU
naeHTndnKaLmm Kypbepos;

0) ynakoBka pJorkHa ObiTb [OCTATOMHOW Ansi 3aliMTbl  COAEPXMMOro OT mnboro  usnm4eckoro
NOBPEXAEHNSA, KOTOpOe MOXET MMETb MECTO Mpu TPaHCMOPTUPOBKE, U COOTBETCTBOBATL TpeboBaHMAM M3roTo
BUTENEN HocuTenen nHdopmaumu;

B) crneuuwanbHble cpeacTBa KOHTPONSA cnepyeT MPUMEHHATb, NPy HeobxoouMOoCTW, AN 3awuTbl Bax
HOW MHOPMaLMKM OT HEaBTOPU3OBAHHOIO PacKpbITUA UNn moandukaumn. Hanpuvep:

1) ncnonb3oBaHne 3anepTblX KOHTENHEPOB;

2) NNYHYI0 JOCTaBKY;

3) ucnonb3oBaHWe YMNakoBKW, KOTOPYI HeNb3s HapylwuTb He3ameTHO (Ha KoTopon BuaHa mobas
nonbITKa BCKPbITUS);

4) B UCKNIOYMTENbHBIX Cryvasx, pa3buBKy OTMpaBlieHNs Ha HECKONbKO YacTen, nepecbiiaeMblX pas-
NYHBIMK MapLUpyTamu;

5) ucnonb3oBaHve UMPPOBLIX NoAMNMCEN U WngpoBaHua Anst obecneyvyeHuss KOHUAEHUMANBHOCTU
(10.3).

8.7.3 be3onacHOCTb 3NMEeKTPOHHOWN TOProBnun

B anekTpoHHOW TOproene MOryT UCMOMNb30BaTbCA pasnuyHbie cnocobbl obmMeHa AaHHbIMKU, Hanpumep, B
anekTpoHHom Buae (EDI), yepes anekTpoHHy NoYTy M TpaH3akuMu B pexume OH-NanH Yyepes obwenocTynHble
ceTn, B YacTHOCTU, VIHTepHeT, QneKTpoHHas TOProBnsA nogBepXXeHa psgy CeTeBbiX Yrpo3, KOTOpble MOryT npu-
BECTU K Kpaxke, OCMapuBaHWIO KOHTPAKTOB, a TaKKe PacKpbITUIO Unu moamdukaummn nHdopmauun. Ytobel 3awm-
TUTb OMEKTPOHHYIO TOPrOBMIO OT TakuX Yrpo3, HEOOXOAMMO MPUMEHATb COOTBETCTBYIOLLME MEPONPUATUS MO
ynpasneHnio MHMOpMaunoHHon 6GesonacHocTbio. [Ina obecneyeHns 6e30nacHOCTU 3MEKTPOHHOW TOProBmu
HeobxoAMMO npoaHanM3vMpoBaTb CTeneHb AOCTOBEPHOCTM M OBOCHOBaHHOCTM NpeAnaraembiX NOCTaBLMKaMm
Mep obecneyeHns nHpopmaumoHHon 6e3onacHoOCTy:

- ayTeHTUduKauusa. C Kakon CTeneHbio KIMEHTY U Mpodasuy criefyeT npoBepsTb WAeHTUdMKaumo apyr
Apyra?

- aBTopu3aumsi. KTo ynonHomMoyeH yctaHaeBnumeaTtb LieHbl, NOAroTaBnMBaTth Uy NOANUChIBaTL KIOYeBble
KOMMepuyeckme AoKyMeHTbI? Kakum 06pasom 06 aToM MoXeT BbITb NPOMH(OPMUPOBAH TOProBbIv NapTHep?

- MPOLIECChbl B OTHOLLEHMN KOHTPaKkToB M TeHaepoB. Kakne TpeboBaHs CyLeCcTBYIOT B OTHOLUEHUN KOH(U-
OEeHUManbHOCTW, LEeNOCTHOCTU, MOATBEPXAEHWS OTNPaBKM W MOMYyYEHWS KMYEeBbIX OOKYMEHTOB, a Takke B
HEBO3MOXHOCTW OTKa3a OT COBEpPLUEHHbIX COAEenoK?

- MHpopMaLmsa O LeHax. Hackonbko MOXHO AOBEPATL pekname npanc-rimcToB U KOHPUAEHUMansHOCTU B
OTHOLLUEHWM CYLLECTBEHHbIX CKNAOK?

- obpaboTka 3aka3oB. Kak obecneunBaroTcs KOHMMAESHUMANbHOCTb WM LIENOCTHOCTb AeTanen 3akasa,
yCroBWiA onnathkl U agpeca NocTaBku, a Takke NOATBEPXKAEHVE MPU ero nonyyYyeHnn?

- KOHTpOSbHble MpoBepkn. Kakas cTeneHb KOHTPONs ABMAETCS JOCTaTOYHOMW, YTOOblI NMpoBEepUTb UHAOP-
Maumto o6 onnarte, NpeAcTaBreHHy0 KIMeHToM?

- pacyeThbl. Kakas bopma onnatbl siBnsieTcs Hanbonee sallyLLEHHOW OT MOLLEeHHUYecTBa?

- ocopmneHne 3aka3oB. Kakasi TpebyeTcsi 3awmTa, 4Tobbl 06ecneunTb KOHPMOEHUMANbHOCTb U LEenocT-
HOCTb MHpopMaL MK O 3akasax, a Takke nsbexarbs noTepu nnu gyoénnupoBaHns coenok?

- OTBETCTBEHHOCTb. KTO HEceT OTBETCTBEHHOCTb 3a PUCK NH0ObIX MOLLEHHNYECKUX COEMNOK?

MHorve m3 BbILEYNOMSAHYTbIX Npobnem MoryT ObiTb pelleHbl C UCMONb30BaHWEM KpUMTOrpadunyeckmx
MeToAoB, M3noxeHHblx B 10.3, npu aTtom Heobxoaumo obecneyvBaTb COOTBETCTBME TpebOBaHMAM 3aKOHO-
partenbcTea (12.1, 12.1.6 oTHOCUTENBHO 3aKOHOAATENbLCTBA B 00NacTu KpUnTo3aLwunThbl).

Cornawenus mexagy naptHepamy B ob6ractn 31eKTPOHHOW TOProBnu credyeT COMNpoBOXAATb AOKYMEH-
TanbHO O(POPMIEHHBIMW [OrOBOPaMU, KOTOPbIE YCTaHaBNMBAOT U AOKYMEHTarnbHO OOPMIIAIOT Mexay CTOpo-
HamMu YCroBWS 3aKMOYeHWs CAEenoK, BKMoYas gdetanu asTopu3aumn. MoryT noTpeboBaTbcsi  Takke
OOMNOMHUTENbHbIE COrMaLleHns ¢ NOCTaBLLMKaMM CeTEBbLIX N MHPOPMALIMOHHBIX YCIYT.

MaraavHbl (CeTu) 3MeKTPOHHOW TOProBMM, OPUEHTMPOBAHHbIE Ha MacCOBOrO NOTpebuTens, AOSMKHbI
obHapoaoBaTb YCNOBWS 3aKIO4YEHUS CAENOK.
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Heobxogmmo obecneynBaTtb YCTOMYMBOCTbL K BMPYCHbIM aTtakaM B MpoOLEecCe NPOBEAEHUST SNEKTPOHHON
TOProBnu, a Takke npegycMaTpvBaTb NOCNEACTBMS ANst 6e30MacHOCTU BCEX CETEBbIX B3aWMOCBSI3EW Npu ee
ocywectsnexHun (9.4.7).

8.7.4 Be3onacHOCTb 3NEKTPOHHOMN NOYTbI

8.7.4.1 Puckn 6e3onacHocTun

OneKkTpoHHas noyTa ucnonb3yeTcsa Ansg obmeHa cryxebHom uHdopMaumen, 3aMeHsis TpaguUMOHHbIE
POpMbI CBSI3WN, Takne Kak TeriekC M noyta. OneKTpoHHasd novta OoTnMyaeTcs OT TpagauUMOHHbIX dhopm BGusHec-
KOMMYHMWKaLUWIA CKOPOCTbHD, CTPYKTYPOW COOBLUEHWIA, ONpeaeneHHon yNpoLEHHOCTbIO, a TakKe YA3BUMOCTbIO K
HeaBTOPM30BaHHbLIM AeNcTBUsM. Npyn 9TOM HEOOXOOUMO Yy4uTbIBaTb MOTPEOHOCTbL B CpeacTBax KOHTpONs Ansi
YMEHbLUEHNS PUCKOB 6GEe30MacHOCTU, CBSA3aHHbLIX C 3NEKTPOHHOM noyTol. Mpu oueHke puckoB GesonacHoCTu
Heob6XxoaMMO yunTbIBaThb, B YACTHOCTM:

- YSI3BMMOCTb COODOLLEHMI MO OTHOLLUEHWNIO K BO3MOXHOCTW HEaBTOPU30BAHHOINO AOCTyna unu moauduka-
LUK, a Takke K oTKasy B 0OCNyX1BaHWMU;

- MOBbILWEHHYIO YYBCTBUTENLHOCTb K OLUMBKam, Hanpumep ykasaHuio onboYHOro nnm HeBepHOro aapeca,
a Takke K obLen HagexXHOCTU 1 AOCTYMHOCTb AaHHOW YCNyru;

- BMMSIHWE M3MEHEeHMs CpeAacTB nepefayvn uHdgopmauum Ha BuaHec-npouecchl, Hanpumep addekT oT
YBEMNMYEHHON CKOPOCTU [OCTaBkuM coobLleHui, a Tawkke 3ddeKT, CBA3aHHbI C 0OMeHOM oduunanbHbIMK
CoO0BLLEeHVAMN MexXay NI0AbMI, a HE MeXay OpraHu3auusiMu;

- lOpUaMYecKne BOMPOCHI, Takne Kak BO3MOXHas HeOOXOAUMOCTb B AOKa3aTenbCTBE aBTOPCTBa cooblue-
HWS, a Takke aKTOB ee OTNPaBKU, JOCTaBKM U MONYyYEHNS;

- NOCNeACTBUst, CBA3AHHbIE C NPUAAHWEM rMIAaCHOCTU CNCKa COTPYAHWMKOB, MMEHLLMX NEKTPOHHYIO MOYTY;

- BOMpPOCHI, CBA3AHHbIE C yrpaBreHneM yaaneHHbIM JOCTYNOM K 3NIEKTPOHHON MoYTe.

8.7.4.2 TonuTnka B OTHOLLEHWMW INIEKTPOHHOMN NOYThI

OpraHusaunsam cnepyeT BHeOPUTb YeTKMe npasuia MCMonb30BaHMA 3NEKTPOHHON NoYThl, NpegycMmaTpu-
BawLLme cregyloLime acnekTbl:

- BEPOSAITHOCTb aTaku Ha ANEeKTPOHHYI0 NOYTY (BUPYChI, Mepexsar);

- 3aLUMTY BINOXEHMWI B COOOLLEHNST SNEKTPOHHOW MOYThI;

- [aHHble, NpU NepefaYve KOTOpbIX He CrieQyeT NoNb30BaTbCH 3MEKTPOHHOW NOYTON;

- VCKIIOYEHNE BO3MOXHOCTM KOMMPOMETauMu opraHvM3aumMm co CTOPOHbl COTPYAHMKOB, Hanpumep, nytem
pacchbinkv OUCKPEAUTUPYIOLLMX U OCKOPOUTENbHBIX COOOLLEHWUIA, UCMONMb30BaHWE KOPMOPaTUBHOW 3MEKTPOHHOW
NoYThI C LIENbI HEABTOPM30BAHHbIX MOKYMOK;

- MCMOmnb30BaHWe KpunTorpaguyecknx MeTOAOB AnNs 3aWwmTbl KOHPWAEHUMANbHOCTM U LENOCTHOCTH
3MNeKTPOHHbIX coobueHmn (10.3);

- XpaHeHue coobLlEeHUI, KOTopble, B 3TOM Clny4yae, Mornu Obl 6bITb UCMONBb30BaHbl B criydae cyaebHbIx
pa3bupaTenbCcT.;

- OOMONHUTENbHbIE MEepbl KOHTPONs obmMeHa COOBLLEeHUsIMU, KOTopble He MOryT ObiTb ayTeHTUULMpo-
BaHbI.

8.7.5 be3onacHOCTb 3M1EKTPOHHbLIX OPUCHBLIX CUCTEM

Heobxogmmo paspaboTatb M BHeApWUTbL NONUTMKM 6e30MacHOCTM M PYKOBOACTBA C LENbi0 ynpaBneHus
puckamyn 6usHeca M MHPOPMALMOHHON 6Ee30MacHOCTbI0, CBA3AHHbIE C 3NEKTPOHHLIMU OUCHBIMU CUCTEMAMMU.
31K cuctembl obecneunBaloT BO3MOXHOCTM ANA ObICTPOro pacnpocTpaHeHUs U COBMECTHOrO MCMONb30BaHUS
cnyxebHon wHdopMauMM MyTeM WCMOMb30BaHUS COYETaHUS BO3MOXHOCTEN [OOKYMEHTOB, KOMMbIOTEPOB,
NepeHOCHbIX KOMMbIOTEPOB, MOOMUIbHBIX CPEACTB CBA3M, MOYTbl, SMEKTPOHHOW MOYThI, PEYEeBON CBA3WN BooOLLUE,
MyNbTUMEANAHBIX CUCTEM, CEPBUCOB JOCTaBKMN NOYTOBbLIX OTMPAaBEHUA 1 (haKCcoB.

HeobxogmMmo yuuTbiBaTe NoOcneacTBus Anst MHOpPMauMOHHOW Ge3onacHoCcTM M BGU3Hec-NpoLeccoB OT
B3aUMOAENCTBUS BbllLEyKa3aHHbIX CPEACTB, B YACTHOCTU:

- yS13BMMOCTb MH(OpMaLun B OUCHbIX CUCTEMAX, CBS3aHa, HanpuMep, C 3anucbio TenedOoHHbIX pasro-
BOPOB WM NEPEroBOPOB MO KOH(EPEHL-CBA3M, KOHPUAEHLMANBHOCTLIO 3BOHKOB, XpPaHEHMEM (DaKCOB, BCKPbI-
TUEM W PACCHINKON NOYTHI;

- yA3BMMOCTb WHdOpMauuW, npegHasHa4YeHHOM Ans COBMECTHOrO WCMONb30BaHWSA, Hanpumep, npu
MCMOMb30BaHNM KOPNOPATUBHbLIX 3MEKTPOHHbIX AOCOK 06bABneHns (9.1);

- VUCKITHOYEHUE MCMONb30BaHMSA O(PUCHBIX CUCTEM B OTHOLUEHWUM KaTEeropui BaXkHOM criy>kebHon nHdopma-
LUK, €CNN 3TV CUCTEMbI HE 06ECNeYMBaloT COOTBETCTBYIOLWUIA YPOBEHb 3aLnThl (5.2);

- YA3BMMOCTb AOCTyNa K AaHHbIM NIMYHbIX €XEAHEBHWKOB OTAENbHbIX COTPYAHUKOB, HanpuMmep, paboTato-
LUMX Ha BaXkHbIX NPOEKTaXx;

- BO3MOXHOCTb WIMM HEBO3MOXHOCTb OCOUCHBIX CUCTEM NOAAEPXKMBATb OU3HEC-NPUNOXEHUS, HAanpMMep, B
YacTu nepefayum 3akasoB UK aBTOpU3aLnK;
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- KaTeropmMm COTPYAHWKOB, NMOAPSOYMKOB MMM AENnoBblX MapTHEPOB, KOTOPbIM paspeLleHO UCMofb3oBaTb
cucTemy 1 paboune mMecTa, C KOTOPbIX MOXET OCYLLECTBNATLCA K Hel goctyn (4.2);

- orpaHuYeHve onpeaeneHHbIX BO3MOXHOCTEN CUCTEMbI ANs OnpeaeneHHbIX KaTeropuin nonb3osartenen;

- mgeHTudukaumio cratyca nonb3oBaTenen, Hanpumep CryXawux opraHusaumv unu noapsgyvvkos, B
oTAEeNbHbLIX ANpPEeKTopusaX, Ans yaobcTea ApyrMx nonb3oBaTenen;

- COXpaHeHue 1 pesepBnpoBaHme nHdopmaumm, cogepxatlencs B cucteme (12.1.3, 8.4.1);

- TpeboBaHVsa NO Nepexody Ha aBapWNHBIN pexunM paboTbl U NepeyvyeHb COOTBETCTBYHOLLMX MEPOMNPUATUI
(11.1).

8.7.6 Cncrembl ny6nnyHoro gocryna

CnegyeT ygensiTb BHUMaHve 3aliuTe LEenoCTHOCTU MHopMauunn, onyOrMKOBaHHOW 3MEeKTPOHHBLIM Cho-
cobom, 4ToBbl NpefoTBpPaTUTL HEaBTOPM3OBAHHYIO MoAMdMKaLMIo, KoTopas morna Obl HaBpeauTb penyTaumu
opraHusauuu, nomectuBllen 3Ty uHdopMaumio. WHdopmaumio cuctembl nybnuyHOro foctyna, Hanpumep
nHcpopmauuio Ha Web-cante, gocTynHyto Yyepe3 VIHTEpHET, BO3MOXHO, NOTpebyeTcs MPUBECTM B COOTBETCTBUE C
3aKOHOAATENbLCTBOM U PEryNMpYOLWUMY HOPMaMW CTPaHbl, NOA OPUCAMKUMEN KOTOPbIX HAXOAMTCS cuctema unm
ocyuecTBnseTcs Toproens. Heobxoaum cooTBeTCTBYOWMIA hOpManM3oBaHHbIA MPOLLECC aBTOpM3aumn npexae,
YeM nHpopmaumsa byaeT caenaHa obLeaoCTyNHON.

MporpammHoe obecneveHve, AaHHbIe U APYryl0 MHMOPMaLmio, TpebyloLyo BbICOKOTO YPOBHS LIENOCT-
HOCTW, AOCTYN K KOTOPOW OCYLUECTBNSeTCA 4epe3 cucTeMbl nybnuyHoro goctyna, HeobxoAumo 3almwaTtb
afekBaTHbIMU cnocobamu, Hanpumep, nocpeacTsoM umdposon nognucy (10.3.3). Cuctembl, NpegocTaBnsioLLME
BO3MOXHOCTb 9MNEKTPOHHOW nybnukaumm wHdopmaumn, obpaTHOW CBS3W WM HEMOCPeACTBEHHOro BBOAA
nHdOpMaLMK, AOMKHBI HAXOAMTLCS No4 HaANexXallMm KOHTPONeM C TeM, YTobbI:

- nonyyeHHas MHopMaLMsa COOTBETCTBOBANa BCeM 3akoHaM Mo 3alumTe AaHHbIX (12.1.4);

- WHdOopMauus, BBEAEHHas B CUCTEMY 3NEeKTPOHHOW nybnukaumm, obpabaTbiBanacb CBOEBPEMEHHO,
NOMHOCTBLIO U TOYHO;

- BaxkHas nHdopmaums Gbina 3awmileHa B npouecce ee cbopa 1 XpaHeHus;

- [OCTYM K CUCTEME 3MEKTPOHHOW NyGnunkaumm ncknioyan 6bl BO3MOXHOCTb HEMpeAHaMepeHHOro A4ocTyna K
CeTAM, C KOTOpPbIMY OHa CBsi3aHa.

8.7.7 Opyrue cdopmbl o6meHa nHopmaumen

Heobxoammo npedycMoTpeTb Hanmuuue npouedyp M MeponpusTAA Mo ynpaBneHWio MHOPMAaLMOHHOW
6e30MacHOCTbLIO C Lienbio 3aluThl npouecca obMeHa MHOopMaLunen NocpeacTBOM peyeBblX, PakCUMUIBHBIX 1
BMOEOCPEACTB KOMMYHMKaumin. MHopmaumsa moxeT ObiTb CKOMMpPOMEeTMpoBaHa M3-3a HeJOCTaTO4YHOW OcBe-
AOMIIEHHOCTU COTPYAHWMKOB MO MCMOMb30BaHWMIO CPeAcTB nepepayn uHdopmaummn. B yactHocTu, nHdopmaumns
MoxeT OblTb moAcnylaHa npu neperosopax no MobunbHoMy TernedoHy B OOLIECTBEHHOM MecTe, a Takke C
aBTOOTBETHMKOB; MHOpMaLUMsA MOXeT Takke OblTb CKOMNPOMETMPOBAHHOW BCIEACTBME HeaBTOPM3OBaHHOIO
JOCTyna K CUCTEME FOfloCOBOM MOYTbl UMW CRyYalHOW OTChINKU (haKCMMUMbHBIX COOOLLEHWUI HENpaBUIbHOMY
appecarty.

BusHec-onepauun MoryT GbiTb HapylleHbl M MHGOPMaUnUs MOXeT ObiTb CKOMMPOMETUpOBaHa B Criyyae
OTKasa, neperpysks unu npepbiBaHnst B paboTe cpeacTtB B3aumogencTeusa (7.2 v pasgen 11). NHdopmauua
MOXeT ObITb CKOMNPOMETMPOBAHA, €CMNY K HEW MMENN MeCTO AOCTYN HeaBTOPU3OBaHHbIE MONb3oBaTenu (pasagen
9).

Cnepnyet cdopmynupoBaTb YeTkne TpeboBaHus No cobnogeHunio Npoueayp, KOTopbiM OOMKHbI CnefoBaTh
COTPYOHVKA NPU  UCMOMNb30BaHWM peyeBor, akCUMWUIbLHOM W BuaeocBasn. B uyacTHoctn, Heobxogumo
npenycMoTpeTb criegytoLlee:

a) HanoMvHaHue COTpYAHMKaM O HeoOXOAMMOCTW MPUHATUS COOTBETCTBYHOLUMX Mep MNPefoCTOpPOX
HOCTM, Hanpumep, AN UCKMYEeHNUs MOACNYLUMBAHUS UMW NepexBata MHdopMauMu Mpu UCNonb3oBaHUM Tene
OHHON CBA3N:

1) nMuamm, HaxoasILLUMMUCS B HEMNOCPEACTBEHHON 6NM30CTM, 0COBEHHO NPY NOMb30BaHUM MOBUIBbHLIMA
TenedoHamu;

2) npocnylmBaHua TenedgoHHbIX NeperoBopoB nyteM PU3nyeckoro goctyna k Tpybke, TenedoHHON
NMHAM UMM C  UCMONb30BaHUEM CKAHUPYHOLUUX MPUEMHUKOB MpPU MPUMEHEHUN aHAmNoOroBbIX MOOUMNBHBIX
TenedoHOB;

3) NOCTOPOHHUMM NLLIAMK CO CTOPOHBI aapecara;

6) HanoMWHaHWe CcOTpygHMKaM O TOM, 4YTO He crnegyeT BecTuM KOHduaeHumanbHble Oecegbl B
06LLEeCTBEHHbIX MecTax, OTKPbITbIX 0dhrcax U B NEPErOBOPHBLIX KOMHATaX C TOHKUMW CTEHaMU;

B) He OCTaBnATb COOOLUEHUA Ha aBTOOTBETYMKAX, MNepeajpecauuss Ha KOoTopble Mpou3olna Bcrnes
CTBME OLUMOKM COEAMHEHUS, UMM aBTOOTBETYMKAX OMepaTopoB CBs3W, MOCKOMbKY 3TU COOOLLeHUs MOryT ObiTb
BOCNPOM3BEAEHbI HEABTOPN30BAHHBLIMY NMLAMMU;
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r) HanoMuHaHWe COTPYAHWKAaM O BO3MOXHbIX PUCKax, MPUCYLUMX WCMONb30BaHMIO (HaKCUMUIBbHBIX
annaparoB, a UMEHHO:
1) HeaBTOPU30BaHHbLIN JOCTYN K BCTPOEHHOW NamsATV Ansi NoMcka coobLLeHuni;
2) npegHamepeHHOe unu criyyariHoe nepenporpaMMypoBaHMe annapaTtoB C Lenbilo nepegaym coob-
LLeHU No onpefeneHHbIM HoMepam;
3) oTCbinka OOKYMEHTOB W COOOLIEHW MO HenpaBWibHOMY HOMepy BCreACTBUE HenpaBUibHOro
Habopa nMbo n3-3a NCNONb30BaHNS HENPaBWUIbHO COXPAaHEHHOrO HOMEpA.

9 KoHTponb aoctyna

9.1 TpeﬁoBaHMe 6usHeca no o6ecnevyeHUro KOHTpOJA B OTHOLWEeHNU NNorn4eckoro gocrtyna

Llenb: KOHTponb AOCTYyNa K UHopMaLmu.

Hoctyn k nHchopmaLuum n BraHec-npoueccam AOMmKeH ObiTb KOHTPONMPYEMbIM C y4eToMm TpeboBaHun 6us-
Heca n 6esonacHocTy.

TpeboBaHMsA K KOHTPOMIO AOCTYNa AOMKHbI ObITb OTPaXKeHbl B NOMUTUKaX B OTHOLLEHUN pacnpoCTpaHeHus
1 aBTOpU3aLMN MHOPMaLUK.

9.1.1 MonuTuka B OTHOLIEHUN NIOrMYecKoro Aoctyna

9.1.1.1 NonuTnka n TpeboBaHmsa bnsHeca

Heobxoammo onpeaenaTb M JOKyMeHTarnbHo odopmMnaTb TpeboBaHns 6usHeca no obecneyeHnto KOHTPOs
B OTHOLUEHWM nornyeckoro goctyna. NMpaBuna KOHTPONs JOCTyNa U npaBa KaX4oro nonb3oBaTens unu rpynnebl
nonb3oBaTenen JOMKHbI OQHO3HAYHO OMPEAEnATbLCS NOMUTMKON 6e30NacHOCT MO OTHOLUEHMWIO K FTIOrM4ecKoMy
poctyny. [lonb3oBaTeny U NOCTaBLUMKW YCNyr AOSMKHbI ObITb OMOBELLEHbl O HEOBXOAUMOCTU BbINOMHEHUS
TpeboBaHUii B OTHOLLEHUW NOTMYECKOro JocTyna.

Heobxoammo, 4Tobbl B nonutuke 6bino yuTeHo cnegyoLlee:

- TpeboBaHMsa 6e30MacHOCTU KOHKPETHBIX BU3HEC-NPUINOXEHNI;

- ngeHTndnkaumsa Bcen nHpopmaLumm, CBA3aHHOW ¢ DYHKLNOHUPOBAHNEM BU3HEC-NPUIOXKEHNI;

- YCMOBUSI pacnpoCTpaHeHns MHopmMaumn u asTopmsaunm JocTyna, Hanpumep, NPpUMEHeHne npuHUuuna
«need to know» (nomb3oBaTtenb nomyyaeT AOCTYN TOMbKO K AaHHbIM, Ge3ycrioBHO HeEOOGXOAuMMbIM eMmy Ans
BbIMOMHEHNSI KOHKPETHOW (PyHKUMM), @ Takke B OTHOLUEHUW KaTeropypoBaHHOM WHAOpMauuM u Tpebyembix
YPOBHEW ee 3aLumnThl;

- COrMacoBaHHOCTb MeXZy NOMUTMKaMy MO KOHTPOSM AoCTyna M knaccudukaumm uHdopmaumm npume-
HUTEMBbHO K pasnuyHbIM CUCTEMaM U CeTSM;

- NPUMeEHsieMOe 3aKOHOAATeNbCTBO M Ntobble JOroBOpHbIe 00s3aTeNbCTBa OTHOCUTENBHO 3aLMThl JOCTyna
K AaHHbIM 1nn cepeucam (pasgen 12);

- CTaHgapTHbIe Npodhmny 4OoCTyna Nonb3oBaTenen Ans TUNoBbIX 0683aHHOCTEN U DYHKLMN;

- ynpasrneHune npaeamMun 4oCTyna B pacnpeneneHHon ceT ¢ y4eTOM BCeX TUMOB AOCTYMNHbLIX COeQUHEHNI.

9.1.1.2 MNpaeunna KoHTpons goctyna

Mpv onpeaeneHun npasun KOHTPONA AOCTyna crnedyeT NPMHMMAaTL BO BHYMaHWe criedytoLuee:
-AndpdepeHumaumio Mexay npasunamu, obssatenbHbIMK A5 UICNOMHEHWS, U MPaBuUaMm, KOTOpble SABMASIOTCH
OoBLWMMMN NN NPUMEHSAEMbBIMW NPU ONpeaeneHHbIX YCNoBUSX;

- YCTaHOBIEHME NpaBusl, OCHOBaHHbIX Ha NpPeanockinke «Bce AOMKHO ObiTh B 0bLLeM cryyae 3anpeLyeHo,
rnoka siBHO He pa3pelleHo», a He Ha bonee cnabom NpuHUMNeE «Bce B 0OLLeM criydae paspeLleHo, Noka sSiBHO He
3anpeLLeHoy;

- U3MEHEeHNs B Mpu3Hakax MapKkupoBkyM MHOpMauLmM (CM. 5.2) Kak reHepupyemblix aBTOMaTU4Yecku cpe-
ActBamy 06paboTku MHopMaLmn, Tak U MHULMUMPYEMBIX MO YCMOTPEHMWIO MONb3oBaTenew;

- U3MEHeHUs B NpaBax Monb3oBaTens Kak yCcTaHaBnMBaeMblX aBTOMaTUYeCKU MH(OPMALIMOHHOW cucTe-
MOW, TaK 1 onpeAeneHHbIX agMUHUCTPaToOpPOM;

- npaewvna, kotopble TpebylT ofobpeHns agMuMHUCTpaTopa Mnu ApYyroro nuua nepeq npvMeHeHueM, a
TaKke Te, KOTOpble He TpebyloT cneuunanbHOro ofobpeHus.

9.2 KoHTponb B OTHOLWEHUM AOCTyNa nonb3oBaTenen

Llenb: npegoTtepalleHe HeaBTOPM30BAHHOIO A4OCTYNa K MHPOPMALMOHHBIM CUCTEMaM.

[na koHTponsa 3a npegocTaBrieHne npasa AOCTyna K MHPOPMALMOHHBIM CUCTEMaM U cepBucaMm Heobxo-
AMMO Hanunune popmMann3oBaHHbIX NPoLieayp.

Heobxogmmo, 4TobObl Npoueaypbl OXBaTbiBaNu BCE CTAOUM XXM3HEHHOrO LMKIAa NOMb30BaTeNbCKOro AO0C-
Tyna OoT HayanbHON perncTpaumm HOBbIX MONb3oBaTenen A0 KOHEYHOro CHATUS C perncTpaummn nonb3osartenen,
KoTopbiM 6onbLue He TpebyeTca 4OCTYN K MHpOPMaLMOHHBIM cucTemaM n cepsrucam. Ocoboe BHMMaHune criegy-
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€T yaenaTb MeponpusTUsAM B  OTHOLUEHWM MpefoCTaBfeHUst NpaB  NPUBUMErMPOBAHHOIO [OCTyna, C
NMOMOLLIbIO KOTOPLIX MOMb30BaTENM MOFYT 0OXOAUTL CUCTEMHbIE CPEACTBA KOHTPONS.

9.2.1 Perncrpauus nonb3oBatenemn

Heobxogmmo cyulectBoBaHue ¢opmann3oBaHHOW npouenypbl PervcTpauum U CHSATUS C perncrpaumm
nonb3oBaTenen B OTHOLUEHUW MPELOCTaBEHNSA AOCTyna KO BCEM MHOrOMonb30BaTeNbCKMM MHOPMAaLMOHHbBIM
cucTemMam 1 cepBucam.

Joctyn Kk MHOrononb3oBaTeNbCKMM WHMOPMALMOHHLIM CepBUCaM [OIMKEH OblTb KOHTPOMMPYEMbIM
nocpeAcTBoM hopMann3oBaHHOIo NpoLecca perncTpaumm nonb3oBaTenen, KOTOPbIN AOMKEH BKIHOYaATb:

- UCMOMnb30BaHNe YHUKanbHbIX 1D (MOeHTUMKATOPOB MU MMEH) nornb3oBaTenen TakuMm ob6pa3om, YToobI
OENCTBUS B CUCTEME MOXHO ObINo Gbl COOTHECTM C MONbL30BATENSIMU U YCTAaHOBUTb OTBETCTBEHHLIX. /cnonb3o-
BaHue rpynnosbix ID cnegyeT paspeluaTb TOMbKO B TEX Cryyasx, rae 3To Heobxoammo, ¢ y4eToM ocobeHHoCTewn
BbINOMNHsIEMON paboThl;

- MPOBEpPKY TOro, YTO MONb3OBaTENb UMEET aBTOPM3aLMIO OT Bnagernbla CUCTEMblI Ha MNOMb30BaHUE
MHOPMAaLMOHHON CMCTEMON unu cepBucoB. Kpome Toro, MoxeT ObiTb LienecoobpasHbiM Hanuyne AOMNOSHU-
TENbHOro paspeLleHns Ha NpeaoCcTaBeHne NpaB OT PYKOBOACTBA;

- NMPOBEPKY TOro, YTO YPOBEHb MPenoOCTaBMEHHOro AOCTyna COOTBETCTBYET MPOW3BOACTBEHHOW Heobxo-
anmocTn (9.1), a Takke yunTbiBaeT TpeboBaHMA NONUTUKM 6e30NacHOCTY opraHu3auuy, HanpuMep, He HapyLllaeT
npvHUMna pasaenexnus obasaHHocTel (8.1.4);

- NpegocTaBfieHne Nonb30BaTeNsIM NMMCbMEHHOTO JOKYMEHTA, B KOTOPOM yKa3aHbl UX MpaBa AoCTyna;

- TpeboBaHWe TOro, 4YToObl NoMb3oBaTENV MOANUCHIBANU AOKYMEHT O TOM, YTO OHM MOHMMAIT YCrOBUS
npenocTaBneHunst 4OCTyna;

- obecneyeHne yBepeHHOCTM B TOM, YTO MOCTaBLUMKU YCIyr HE NPeaoCTaBmsitoT AOCTYM, NOoKa Npoueaypbl
aBTOpM3auun He 3aBepLUEHbI;

- BeAeHne opmManmn3oBaHHOIO yyeta B OTHOLLUEHUM BCEX MWL, 3aperucTpupoBaHHbIX ANA MCMNONb30BaHUA
CEepBU1COB;

- HEMeAJIEHHYI0 OTMEHy MpaB AOCTYyNa Monb30BaTenen, y KOTOPbIX M3MEHUNNCh OOJMPKHOCTHblE 00A3aH-
HOCTV UK YBOJNTUBLUMXCS N3 OpraHM3aunm;

- NepuoanYecKyto NPOBEpPKY M yaaneHue n3bbiTOYHbIX Nonb3oBaTenbckux ID 1 yyeTHbIx 3anucen;

- obecrneyeHne Toro, 4Tobbl M3OBITOYHbIE Monb3oBaTensckue ID HeObINM NepegaHbl ApyrMM nonb3oBaTe-
nsM.

HeobxogmMmo paccMaTpuBaTb BO3MOXHOCTb BKITOYMEHWUSI MOMOXEHUA O MPUMEHEHWM COOTBETCTBYHOLLMX
CaHKLMIA B cry4ae MonbiTOK HEABTOPM3OBAHHOIO AOCTyNna B TPyAOBble AOroBopa COTPYAHWUKOB U KOHTPaKTbl C
nocTasLUKammn ycnyr (6.1.4 n 6.3.5).

9.2.2 YnpaBneHue npuBunernamum

MpepocTaBneHve M UCNONb3OBaHWE NPUBWUIETUA NPU MPUMEHEHUN CPEACTB MHOMONoOfb30BaTENbCKOM
MHPOPMALMOHHON CUCTEMbI, KOTOPbIE MO3BONSAIOT NOMNb3oBaTeNto 06X0AUTb CpeacTBa KOHTPONSA CUCTEMbI Mnv
Ou3Hec-npunoxeHns, HeO6x04MMO OrpaHMuMBaTh M AepXaTb NoA KOHTponeMm. HeagekBaTHoe MCMonb3oBaHWEe
npvBMnernin YacTo GbiBaeT rnaBHON NpUYNHON cboeB cucTeMm.

HeobxoamMmMo, 4ToObl B MHOrONomnb30BaTENbCKMX CUCTEMAX, KOTOpble TPebyrT 3awuTbl OT HEaBTOPM30-
BaHHOrO A0CTyna, NpeaocTaBrieHne MPUBUMETNUIA KOHTPONMPOBAsriocb NOCPeacTBOM (hOpManm3oBaHHOIO Mpo-
uecca aBTopusauumu. Npu aTom LenecoobpasHO NPUMEHSTb criegyoLlmue Mepbi:

- naeHTudunumnpoBaTe NPUBUMNETNMA B OTHOLLEHWMM KaXXOOrO CUCTEMHOrO MpoAyKTa, Hanpumep, onepauu-
OHHOW CUCTEMbI, CUCTEMbI YNpaBneHuss 6a3aMu [aHHbIX U KaXOoro OM3HecC-MpUNoXeHusl, a Takke KaTeropuu
COTPYOHVKOB, KOTOPbLIM 3TV NPUBUMErU OOMKHbI ObITb NPEAOCTaBMNEHDI;

- MpuBUNErMn [OSKHbI MPEfOCTaBMATLCA TOMbKO TEM COTPYAHWKAM, KOTOpPbIM 3TO HeobxoauMmMo Ans
paboTbl M TONBKO HA BPEMS €€ BbINOMHEHWS, HanpMMep, NpeaoCTaBnas MUHUManbHbIE BO3MOXHOCTM No paboTte
C CMUCTEMOM AN BbINOMHEHUS TPebyeMbIX (DYHKLUIA, TONBKO KOraa B 3TOM BO3HMKAeT NOTpebHOCT;

- HeobxoamMmMo obecneyvrBaTh NpPoLLECC aBTopM3aLUnn U perncTpauumn Bcex npegocTaBneHHbIX NpUBUNErn.
MpuBMNerMn He OOMKHbI NPEOOCTaBNATLCA 4O 3aBEPLUEHUsI NpoLiecca aBTopu3aunm;

- cnegyeT NpoBOAUTb MONUTUKY pa3paboTky U MCNONb30BaHUSA CTAHAAPTHLIX CUCTEMHbIX YTUIUT (CKpUM-
TOB) ANSt UCKINIOYEHNsT HEO6XOANMOCTY B NPEeAOCTaBINEHMN JOMNONMHUTENBHBIX MPUBWMIETMIA NOMb30BaTENSM;

- cnegyeT UCMNonb30BaTh PasfnnyHble MAEHTUUKATOPLI NONb3oBaTenen npyu paboTe B OOLIYHOM peXUME U
C UCNOMNb30BaHNEM NPUBUIETMN.

9.2.3 KoHTponb B OTHOWEHUU Naposiei nonb3oBartenen

Maponu sBnawTca Hauboree pacnpoCTpaHEHHLIMW CPEACTBaMUM MNOATBEPXKAEHUS uaeHTUdukaTopa
nonb3oBaTens npu AocTyne K MHOPMaUMOHHOW cucteme unu cepsucy, lNMpegoctaBneHve naponewt OOMKHO
KOHTPONUpPOBATbCA  MOCPEACTBOM  (POPManv3oBaHHOrO  Mpouecca  yrnpaereHus,  KOTOpbIA  OOIMKEH
npegycmaTpuBarhb:
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- nognucaHve nonb3oBaTensiMM AOKYMEHTa O HeoOXoaMMOCTM cOoGmnioaeHWs NOnHOW KoHduaeHumarnb-
HOCTW NNYHBIX MApOren, a B OTHOLLIEHUN PYMMOBLIX Naponen — cobnoaeHns KOHPMAEHUMaNbHOCTM B Npeaenax
paboyen rpynnbl (3TO MOXET ObITb BKIIOYEHO B YCNOBUSA TPYAOBOro Aoroeopa, 6.1.4);

- B Cnyvyasix, Koraa oT norb3oBaTtenen TpedyeTtcsi ynpaBrieHne coOCTBEHHbIMKU Maponamu, Heobxoanmo
obecneumBaTtb npegocTaBneHne 6e3onacHOro NepBoHayarbHOr0 BPEMEHHOrO Maposns, KOTOpbIA nonb3oBaTens
NPVHYXOAT CMEHUTb MPU NEPBON perncTpaumm B cucteme. BpeMeHHble Mapony MCnosnb3ykTea B TEX Cry4asX,
Korda nornb3oBaTeny 3abbiBalT CBOW NMMYHLIN Naponb, U AOMKHbI BblAaBaTbCA TOMbKO Nocrne MaeHTudukaummn
nonb3oBaTens;

- obecrneveHve 6esonacHoro cnocoba BbiAayM BpeMeHHbIX napornen nonb3osartensam. Cnegyet msberatb
MCNONb30BaHUSA He3alULEHHbIX (OTKPbITbIA TEKCT) COOOLLEHUA 3SMEKTPOHHOM MOYTbl WM COOOLLUEHU Mo
3MNEKTPOHHOW NOYTE OT TPETLEN CTOPOHLI. [lonb3oBaTensam HeobxoaAMMOo noaTBepPXKAaTb NONyyYeHne naponen.

Maponu Hukorga He criefyeTt XpaHuTb B KOMMbIOTEPHOW CUCTEME B HesaluumlleHHon dopme. MNpn Heobxo-
OVMOCTU criefyeT paccMaTtpvBaTb BO3MOXHOCTW OPYrMX TEXHOMOrni AN unaeHtudukaumm u ayteHtTudmkauum
nonb3oBaTensi, TakMe kak GuomMeTpus (NpoBepka OTNeYaTKoB ManbLeB), NMPOBEPKa MOAMUCKU, U UCMONb30BaHWE
annapaTHbIX CPeACTB AeHTUMKauum (Yun-kapT, MUKPOCXEM).

9.2.4 MNMepecMoTp NpaB gocTyna nonb3oBaTenen

Ons nopaepxaHusa adeKTMBHOrO KOHTPOMst AOCTyna K AaHHbIM U MHOPMALMOHHBIM YCryram pyKoBO-
OCTBO MEpUOOMYECKM [OJPKHO OCYLLEeCTBNSATb (POPManu3oBaHHbIA MpoLecc MepecMoTpa npaB  AocTyna
nonb3oBaTenen, Npu aToM:

- NpaBa [4OCTyna nonb3oBaTenen OOMKHbI NepecMaTpuBaThCsl pPerynspHo (pekoMeHayembli nepyvon — 6
MecsiLeB) 1 nocne nbbix uameHeHui (9.2.1);

- aBTOpU3aLms cneumanbHbIX NPUBMNErMPOBaHHbLIX Npas goctyna (9.2.2) AoMmKHA OCYLLECTBNATLCA Yepes
MeHbLUME MHTepBanbl BpeMeHU (pekomeHayembli nepyuog — 3 mecsua);

- NPefoCTaBnEeHHbIE MPUBUMIENMN AOMKHbI NEPUOUYECKN MPOBEPATLCA ANA obecnevyeHns yBepeHHOCTU B
TOM, YTO He ObinM NonyYeHbl HEAaBTOPU3OBaAHHbLIE MPUBMMETUN,

9.3 O6s13aHHOCTU NoNb3oBaTenen

Llenb: npegoTBpalleHne HeaBTOPM30BaHHOMO AOCTYNa rnornb3oBaTenen K uHdopMauum.

B3sanmogelictBne aBTOPU3OBaAHHLIX MOMb30BaTENeN SBNSAETCS BaXHbIM acnektoM 3ddeKTUBHOCTU
6e3onacHocTu.

Heobxoamumo, 4ToOblI Monb3oBaTenu ObiNM OCBEAOMIEHbl O CBOUX OOS3aHHOCTAX MO MCMOMb30BaHUIO
3a(pPEKTUBHBIX MEPONPUATUIA NO YyNpaBneHUo OOCTYNOM, B YAaCTHOCTM, B OTHOLLEHMM naponen n 6esonacHocTu
obopynoBaHusi, ¢ KOTOpbIM OHM paboTatoT.

9.3.1 Ucnonb3oBaHue naponem

Monb3oBaTenu OOMmMKHbI cObMaaTh onpeaeneHHble npasuna obecneveHns 6e3onacHOCTM Npu BbiGope 1
MCMONb30BaHMM Naponen.

C nomollblo naponei obecneyvMBaeTcsi NOATBEpPXAEHME nAeHTUdMKaTopa nosfb3oBaTens W, crenosa-
TenbHO, NornyyYeHne Joctyna k cpeacteam obpaboTku MHdopmauum unu cepesncaM. Bece nonb3oBatenu A0OmkHbI
ObITb OCBEJOMIIEHbI O HEOOXOANUMOCTU:

a) coxpaHeHus KoHMAeHUNanbHOCTY Naponewu;

6) 3anpelueHnss 3anucu napornen Ha OGymare, ecnu Tonbko He obecneyeHo GesonacHoe WX XpaHe
Hue;

B) M3MEHEHWUs Maponew BCSKWWA pas, MNpu Hanuyum Nnoboro npusHaka BO3MOXHOW KOMMpOMeETaLum
CUCTEMbI UNW Napons;

r) Bbibopa kayeCcTBEHHbIX Naponen ¢ MMHMManbHOM ONIMHOW B LLECTb 3HAKOB, KOTOpPbLIE:

1) nerko 3anoMHUTB;

2) He noaBepPXXeHbl FErkoMy yraablBaHWIO WIIN BbIYMCIEHUIO C WUCMOSb30BAHNEM MEPCOHArNbHOM
MHbopMauun, CBA3AHHON C BNaaenbLem naporss, Hanpumep, MMeH, HOMepoB TenedOHOB, AaT POXAEHUSA U T.4.;

3) He coaepxaT nocrneaoBaTenbHbIX MAEHTUYHBIX CUMBOSIOB U HE COCTOSIT M3 MOSTHOCTbLIO YMCIOBbLIX UK
NOMHOCTbLI0 BYKBEHHbIX Fpynm;

) V3MEHEeHVs naporfen 4epe3 paBHble WHTepBanbl BPEMEHW WM MNOCAE OnpeferieHHoro 4ucna [oc
TYMOB U WCKIOYEHUSI MOBTOPHOMO UMW LMKITMYHOTO MCMOMb30BaHUsI CTapbiX Naponen (naponu Ans npuBunerun
pPOBaHHbIX YYETHBIX 3anucer crieqyet MeHaTb Yalle, YeM OOblYHbIE Naponu);

€) U3MEHEHWS BPEMEHHbBIX Naponen Npyu NepBoi peructpaunm B CUCTEME;

) 3anpeLleHnst BKIIOYEHUS Maporne B aBTOMAaTU3MPOBAHHbIA MNPOLECC perucTpauun, Hanpumep,
C UCMOMNb30BaHWEM XPaHUMbIX MAKpOKOMaHA Unu pyHKUMOHanNbHbIX KNaBuLL;

3) UCKIMYEHMS KONMMEKTUBHOMO MCMOMb30BaHUSA NHAMBUAYANbHbLIX Naponen.
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Ecnn nonb3oBaTenu HyxaalTcsi B AOCTYyMe K MHOTOYWCIEHHBIM YCnyram unv GusHec-npunoxXeHusM u
BbIHY>XAEHbl UCMOMb30BaTb MHOrOYMCNEHHbIE NaponN, MOXHO MOPEKOMeHA0BaTb BO3MOXHOCTb MCMOMNb30BaHUA
ofHoro kadectseHHoro napons (9.3.1 r) Ana Bcex CepBMCOB, obecrneyvmBaloWmnX pasyMHbIA YPOBEHb 3aLUUThbI
XpaHMMOro naponsi.

9.3.2 O6opynoBaHue, ocTaBrieHHOE Nonb3oBaTensaMu 6e3 npucMoTpa

Monb3oBatenu AOMXHbI obecneunBaTb COOTBETCTBYIOLLYIO 3awmTy obopyaoBaHus, ocTaBreHHoro 6e3
npucmoTpa. ObopyaoBaHune, yCTaHOBMIEHHOE B pabounx 30Hax, Hampumep paboyve unu dannosble CTaHUuK,
TpebyeT cneumanbHOW 3aliMTbl OT HEaBTOPM3OBAHHOrO AOCTyMa B Cryvyae ocTaBfieHus ux 6e3 mpucmoTpa Ha
AnuTenbHbI Nepuog. Bcem nonb3oBatensam u nogpsiayvkam Heobxoaumo 3HaTb TpeboaHusa 6e3onacHocTv u
MeToAbl 3almThl OcTaBreHHoro 6e3 npucmoTpa obopyaoBaHUsA Takke, Kak U cBou 06513aHHOCTM Mo obecneyeHuto
Takon 3almTel, [Monb3oBaTensam pekoMeHayeTcs:

- 3aBepliaTb aKTUBHbIE CEaHCbl MO OKOHYaHMM paboTbl, ecrnyM OTCYTCTBYEeT MexaHu3m OGrokMpoBKu,
HanpvMep, XpaHUTenb 3KpaHa, 3alnLLEHHbIN Naponem;

- OTKNIOYATBCS OT MaMHGPENMa, Korga ceaHC 3akOHYEH (TO eCTb He TOmnbKO Bbiknovate PC nnn tepmu-
Han);

- 3awmwatbe PC nnu TepmMyHansl OT HEaBTOPU3OBAHHOTO UCMOMb30BAHUS MOCPEACTBOM 3aMKa WMn 3KBU-
BalleHTHOro CpefAcTBa KOHTPOMs, HampuMmep, 3aluMTa AOCcTyna C NOMOLbI0 mapons, korga obopydoBaHve He
ncronb3yeTcs.

9.4 KoHTponb ceTeBOro gocryna

Llensb: 3awuta ceTeBbIX CEPBUCOB.

JocTyn kak K BHYTPEHHUM, TaK M K BHELUHUM CETEBbLIM CEPBUCAM [OSHKEH ObiTb KOHTpONMpyembiM. JTO
HeobxoaMMOo Ans YBEPEHHOCTM B TOM, YTO MONb30BaTENN, KOTOPbIE UMEKT AOCTYN K CETAM U CETEBBLIM CEPBU-
caM, He KOMNPOMETUPYIOT UX Be3onacHocTb, obecneynBas:

- COOTBETCTBYKOLUNE WHTEPENCH MEXAY CEeTbio OpraHvM3auMn K ceTsMu, NpuHagnexawmmu Apyrum
opraHvMsauusam, unu obLeaoCTYMHbIMN CETSAMMU;

- COOTBETCTBYHOLLME MEXAHU3MbI aYTEHTUUKALUN B OTHOLLEHMM NONb3oBaTenen n 06opyaoBaHus;

- KOHTPOnb AOCTYyNa nonb3oBaTternen K MHpOopMaLMOHHBIM CepBUcCaMm.

9.4.1 NonnTtuka B OTHOLUEHUM UCNOJIb30BaHUS CEeTeBbIX CIyX0

HecaHKUMOHNPOBaHHbIE MOAKMIOYEHNS K CeTeBbIM cnyxbam MoryT HapywaTtb nHdhopMaunoHHyo 6e3o-
nacHoOCTb Lernon opraHusauuu. Monb3oBatensm cnegyeT obecnevmBaTb HEMOCPEACTBEHHbIA AOCTYM TOMbKO K
TEM CepBuCaM, B KOTOPbIX OHW ObiNn aBTOpM3oBaHbl. KOHTpONb AOCTYNa, B YaCTHOCTU, SBMSIETCA HEOOXOANMbIM
ONsi CETEBbIX MOAKMYEHUA K BaXKHbIM WM KPUTUYHBIM OGU3HEC-NPUIOXEHUSIM UMK AnA nonb3oBaTenen,
HaxoOsALLMXCS B 30HAX BbICOKOTO pucka, HanprMMep, B OOLLECTBEHHBLIX MECTaX UMW 3a Npeaenamu opraHnsaumm —
BHe cchepbl HENOCPEACTBEHHOO YNpPaBreHUsi U KOHTPONS 6e30MacHOCTU CO CTOPOHbLI OpraHM3aLmu.

CnenyeT npegycmaTtpuBaTb Mepbl 6€30MacHOCTU B OTHOLLEHMM MCMNONb30BaHUSA CeTer U CeTEBbIX CEpBU-
coB. [Mpu aToM JOMKHbI ObITh ONpeaeneHbi:

- CeTu 1 ceTeBble YCNYyr, K KOTOPbIM pa3peLleH AoCTynm;

- npoueaypbl aBTopusauun anst onpefeneHns KoMy, K Kakum CeTsIM U CETEBbIM CepBUcCaM paspeLleH Aoc-
Tym;

- MEeponpuaATUS 1 NpoLUeaypbl MO 3alUMTe OT HECAHKUMOHUPOBAHHOIO NOAKIIOYEHUS K CETEBLIM CEPBUCaM.

Heobxogmmo, 4ToGbl 3TM Mepbl COrnacoBbiBanMcb C TpeboBaHMAMW Gu3Heca B OTHOLUEHWWM KOHTPONsi
poctyna (9.1).

9.4.2 MNMpeponpeaeneHHbIN MapwpyT

MapLupyTbl OT MONb30BATENbCKOrO TEPMMHANa [0 TOYEK MNpeAoCTaBreHWUsl KOMMbIOTEPHbIX CEPBUCOB
TpebyoT ocoboro koHTpons. CeTn NPOEKTUPYHTCHA C y4eToM obecrneyeHns MakCcumaribHbIX BO3MOXHOCTEN AN
COBMECTHOrO WCMOMb30BaHUSI PeCcypCcoB M TMMOKOCTU MaplpyTu3auum. OTM OCOBEHHOCTU MNOBbLILLAT PUCK
HEeaBTOPM3OBAHHOIO AOCTYNa K OU3HEC-NMPUNOXEHUSIM UMM HEeaBTOPM3OBAHHOIO WUCMOMb30BaHUS MHopMaLm-
OHHOro o6opygoBaHusl. MeponpuaThs, KOTOPbIE OrpaHMYMBAOT MapLUpYThbl MEXAY MONb30BaTENbCKUM TEPMU-
HanmoM 1 KOMMbIOTEPHBIMM CEepBMCaMM, K KOTOPbIM MOfb30BaTeNlb aBTOPM30BaH OCYLIECTBMATb AOCTYM,
HanpvmMep, NyTeM CO34aHMsA ONTMMAarbHOro MapLUpyTa, MOryT YMeHbLLATb Takue pUCKW.

Llenb onTMMu3auun maplupyta COCTOMT B TOM, YTOObI MCKMIOYMTL BbIOOP MONb3oBaTENAMU MHbIX Map-
LIPYTOB, KPOME MapLupyTa Mexay nonb30BaTENbCKUM TEPMUHANOM M CeEpBMCaMW, MO KOTOPOMY Monb3oBaTtesb
aBTOPW30BaH OCYLLECTBMSATL JOCTY.

OT1oT noaxon obblvMHO TpebyeT BHeapeHUs Habopa CpefAcTB KOHTPOMsS B Pas3fMyHbIX TOYKax MapLupyTa.
MpuHUMN 3aknoYaeTcss B OrPaHUYEHUN BapvaHTOB MapLUpyTU3aumuy B KaXdOW TOYKE CETU MOCPEACTBOM Orpe-
AeneHHbIX cnocobos, Hanpumep:
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- pacnpeaeneHust BbldeneHHbIX NMMHUIA NN HOMEPOB TenedgoHa;

- aBTOMAaTM4YECKOro MNOAKMYEHNSI MOPTOB K OMNpederieHHbIM CUCTEMHBbIM MPUMOXKEHUSIM UMW LUM03aM
6e3onacHocTU;

- OrpaHMYEeHUs ONUUIA MEHIO U NOAMEHIO ANS UHAMBUAYarbHbIX NONb3oBaTeNew;

- NpeaoTBpaLLEHNsI HEOrPAHNYEHHOTO CETEBOrO POYMUHTa;

- WCMONb30BaHWSA OMNPEAErieHHbIX MPUKNaaHbIX CUCTEM W/MNM LWMN030B 6e30macHOCTU AN BHELUHMX
nonb3oBaTenen ceTu;

- aKTMBHOTO KOHTPONS Pas3peLleHHOro WMCTOYHMKA C Lefbl HanpaBrieHMsi COeOQUHEHUsT Yepes3 LUM3bl
©6e30MacHOCTM, HaNpUMep, MeXceTeBble 3KpaHbI;

- OrpaHuMyeHust JocTyna K ceTu MocpeacTBOM CO3[aHus OTAENbHbIX JIOrMYECKMX OOMEHOB, HanpvMmep
BMPTYyarbHbIX YaCTHbIX CETEW AN NONb30BaTENbCKUX rPynn B npefenax opraHusauum (9.4.6).

Bblbop KOHKpeTHbIX cnocoboB AOMKEH OCHOBLIBATLCA Ha TpeboBaHMsX OM3Heca B OTHOLLUEHUW KOHTPONs
poctyna (9.1).

9.4.3 AyteHTUbMKaLusa nonb3oBaTenen B criy4yae BHELLHUX COeAUHEeHUN

BHelwHne coeavHeHnss obecneymBalT noTeHUMan [ANs HeaBTOPM3OBAHHOIO [A0CTyna K cnyxebHomn
MHpopMauuKn, Hanpumep, NpU UCMNONb30BaHUM TenedoHHOM cBA3W. [1osToMy, Npu OOCTyne yaaneHHbIX
nonb3oBaTenen, oHW AOIMKHbI ObITe ayTeHTUdULMPOBaHbl. HekoTopble MeToabl ayTeHTUdMKaLumn obecneynsaoT
GOonbLLUNA YpPOBEHb 3aLUUTbI, HanpuMMep, OCHOBaHHblE Ha WCMONb30BaHUW CPEACTB Kpuntorpaguu, U MoryT
obecnevnTb HaJEeXHy ayTeHTUdMKaumio. Vicxoas M3 OUEHKM pucka, BakHO onpefenuTb Tpebyembli ypoBEHb
3awmnThl ANs Belbopa COOTBETCTBYHOLLErO METOAA ayTeHTUMKaLun.

AyTeHTU(MKaLUMSA yaaneHHbIX nonb3oBaTenen MOXeT ObiTb AOCTUrHyTa NpuU WUCMONb30BaHUW CPEACTB
Kpuntorpacmu, cpeacTtB uaeHTMdMKaumMm annapaTtypbl UnyM NpoOTOKOMOB, MOAAEPXKMBAIOLIMX METOL «OTKIMMUK-
OT3bIB». BblaeneHHble YacTHble NMMHUKM UM CPEeACTBa NPOBEPKM CETEBOro agpeca Monb3oBaTens MoryT Takke
MCcnonb3oBaTbCs Anst obecneyeHns 4OBEPUS K UCTOYHUKY MOLKITHOYEHNIA.

Mpouenypbl 1 cpeacTBa KOHTPONs 06paTHOro BbI30BaA, HAMPUMEP UCMONb30BaHWE MOAEMOB C 0OpaTHbIM
BbI30OBOM, MOryT obecneumBaTb 3aliMTy OT HEABTOPM3OBAHHBIX U HEXenaTerbHbIX NOAKMYEHUN K cpeacTBam
00paboTkn MHOPMaLMK OpraHn3auun, Tak Kak MOATBEMKAAOT NPaBO Ha AOCTYN Mofb3oBaTeNEN, NbiTatoWMXCst
YCTaHOBUTbL YAarieHHYK CBA3b C CeTbio opraHu3aumn. Mpu MCnonb3oBaHWM 3TUX CMOCOOOB OpraHM3aumm He
cnegyeT MCNonb3oBaTb CETEBble CEPBUCHI, KOTOPbIE BKMOYalOT nepeagpecauunio Bbi3oBa. Ecnn xe oHu
ncnornb3yloTcs, Heobxoanmo OnoKMpoBaTb BO3MOXHOCTU Nepeagpecaunn, YTobbl n3bexaTb CBSA3aHHbIX C 3TUM
puckoB. Takke BaxHo, YTOObI npoliecc obpaTHOro Bei3oBa obecneynBan yBEpPEHHOCTb B TOM, YTO (haKTUYECKOE
pasbefuMHEHME Ha CTOPOHE OpraHu3auunM OCyLLeCTBNEHO. B npoTvBHOM cnyyae ypaaneHHbli nonb3oBaTenb
MOXeT [epXaTb NUHUK0 3aHsAToW, danbcudurumpys npoBepky obpaTHOro Bbi3oBa. [nsi UCKMOYEHUS NOA0GHbIX
MHLUMOEHTOB Npoueaypbl M CPEACTBA KOHTPOS 06paTHOro BbI3oBa criedyeT TLWaTenbHO TeCTUpoBaTh,

9.4.4 AyteHTuUcbukKaums yana

Cpeacrtso aBTOMaTUYECKOrO NOACOEAMHEHUS K yAAneHHOMY KOMMbIOTEPY MOXET NpeaocTtaBuTb cnocob
nony4yeHns HeaBTOPU3OBAHHOIO A0CTyNa k GusHec-npunoxeHuno. CnegosaTenbHO, NOAKMIOYEHNST K yaaNeHHbIM
KOMMbIOTEPHBIM CUCTEMaM Heobxoaumo ayTeHTUUUupoBaTh, YTO OCOBEHHO BaXHO, €CMM NOAKMYeHue
NPOV3BOANTCS K CETU, KOTOopas HaxoauTca BHe cdepbl KOHTPONS yrnpaeneHusi 6e30MacHOCTBI OpraHvM3auun.
Mpumepbl ayTeHTUdMKaLMM 1 cnocobbl ee AOCTMKEHUS paccmaTtpusatoTes B 9.4.3.

AyTeHTUMKaums y3na MOXeT CNyXUTb anbTePHAaTUBHBIM CPEACTBOM ayTEHTUUKALUM TPynn yaaneHHbIX
nonb3oBaTenen Tam, rge OHM MNoAcOoeAuHeHbl K 6e3onacHOMy KOMMbIOTEPHOMY CpeACTBY COBMECTHOMO
ucnonb3oBaHus (9.4.3).

9.4.5 3awuTta NnopTOB AUArHOCTUKM NPU yaaneHHoM gocTyne

[na obecneyeHns 6e30nNacHOCTM JOCTYN K NOPTaM OUArHOCTUKM OOIMKEH ObITb KOHTpONMpyembiM, MHorve
KOMMbIOTEPHBIE CETM U CUCTEMbI CBSI3M UMeEKT Habop CpeacTB yAarneHHOW OUArHOCTUKM ANsi MCMOoSb30BaHUS
MHXeHepamu no obcnyxusaHuo. byayum HesalwmLEeHHbIMK, 3TN ANArHOCTUYECKNE MOPThI ABMSTCA UCTOYHUKOM
pucka HeaBTOPWU30BAHHOIO AoCTyna. be3onacHoCTb 3TMX MOPTOB HeobxoaMmo obecneumBatb C MOMOLLBHO
COOTBETCTBYHLLEro 3alUTHOrO MexaHmama 6e30nacHOCTM, HanpuMep, «3amkay», a Takke OCYLLECTBIATL JOCTYyN
obcnyxuBalLero nepcoHana K AWarHOCTUYECKUM MOpTaM TOMbKO Ha OCHOBAHWM [OOrOBOPEHHOCTU MeXay
pykoBoauTenem, OTBevalolwmm 3a obecrneyvyeHne KOMMbIOTEPHbLIX CEPBWCOB, M MEPCOHANoM MO MOALEPXKKE
annapaTHbIX/NpPorpaMMHbIX CpeacTB.

9.4.6 MpuHUKMN pa3geneHns B ceTaxX

KomnbloTepHble ceT Bce Gornee pacnpocTpaHsAlTca 3a npefenbl opraHu3aumu, NOCKOMbKy co3galTcs
JenoBble MapTHEPCTBA, KOTOpble TPeOylT oOLeHus mexay napTHepamMym WM COBMECTHOMO MCMONb30BaHMS
CeTeBOW UHMPACTPYKTYpbl U cpefcts 0bpaboTkn uHdopMaumn. Takue pacluMpeHus YyBenM4MBarT PUCK HeaB-
TOPU30BAHHOIO JOCTYNa K UHPOPMALMOHHBIM CUCTEMAM CETU, MPUYEM B OTHOLLEHUN HEKOTOPbLIX N3 3TUX CUCTEM,
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BCMNEACTBME WX BaXHOCTW UMM KPUTUYHOCTU, MOXeT noTpeboBaTbcsi 3awmuta OT nonb3oBaTenew, MonyyumBLUNX
[OCTYyN K ApyruMm cuctemam ceTu. B Takux cnyyasx Heobxogumo paccMaTpuBaTh BHeAPEHWe OONONHUTENbHbIX
MeponpuATUA MO ynpaBneHno nHdopmaunoHHon 6e3onacHoOCTbi0 B Npegenax cetu, 4tobbl pasgenatb rpynmnbl
MHAOPMaLMOHHBIX CEPBMICOB, Nonb3oBaTtenen n NHPOPMaLIMOHHBIE CUCTEMDI.

OpHO U3 Taknx MeponpuATUI COCTOMT B TOM, YTOObI pasgensTb UX Ha OTAeSNbHbIe NOrMYeckne ceTesble
AOMEHbI, Hanpumep, BHYTPEHHU/A CETEeBOW OOMEH OpraHMsauuMm W BHELWIHWE CeTeBble AOMEHbI, Kaxabln u3
KOTOPbIX 3alluLleH onpefenieHHbIM nepumeTpoM 6He3onacHocT. Takon MepumeTp MoxeT ObiTb peannsoBaH
NMOCPeACTBOM BHeAPeHus Lnto3a 6e30nacHoCTU MexAy ABYMS CBA3aHHbIMU CETAMW ANS KOHTPOMsA [ocTyna u
MHAOPMAaLMOHHOTO MOTOKa MexXxZy HUMW. OTOT LMo3 criedyeT KoHdurypuposaTb Ans dunbTpauum Tpaduka
mMexay aomeHamu (9.4.7 n 9.4.8) n ans GrnoknMpoBaHUsi HEaBTOPU3OBAHHOIO AOCTYMNa B COOTBETCTBMU C MOMUTU-
KON KOHTponNs gocTyna opraHn3auun (9.1). Mpumepom Takoro Lwno3a SBNsSeTCs MeXceTeBON IKpaH.

Kputepuu ana pasgeneHns ceten Ha AOMEHbI crnegyeT hopMmnpoBaTh Ha OCHOBE aHanm3a NonUTUMKW KOH-
Tpona poctyna (9.1), a Takke yy4uTbiBas BAMSHWE 3TOrO pasfderneHvs Ha Npou3BOAMTENbHOCTb B pesynbTaTe
BKITIOYEHMSA NOAXOASALLEN TEXHONOrMM MapLupyTusauum ceten unm wno3os (9.4.7 n 9.4.8).

9.4.7 KoHTponb ceTeBbIX coeaAUHEHUN

TpeboBaHMsA NONUTUKM KOHTPONSA HOCTyna AN COBMECTHO MCMONb3yeMblX ceTel, 0COBEeHHO TeX, KoTopble
NPOCTMPAIOTCH 3a rpaHvLbl opraHusauunM, MoryT notpeboBaTb BHEAPEHWS AOMOMHUTENbHLIX MEPONPUSATUA MO
ynpasneHuio MHMOpMaLMOHHON 6e3onacHOCTbio, 4TOObI OrpaHuyMBaTh BO3MOXHOCTW MoMb3oBaTenen no
nopgcoeanHeHuto. Takne MeponpusiTus MoryT ObiTb peannsoBaHbl MOCPEACTBOM CETEBbIX LUMIO30B, KOTOpbIE
UnNbTPYOT TpaduK C NOMOLBI0 onpedeneHHbIx Tabnuy wunu npasun. Heobxoaumo, 4To6bl NpUMeHsieMble
OrpaHMYeHusi OCHOBbIBANMCb Ha nonutuke u TpeboBaHusX JocTyna kK BusHec-npunoxennam (9.1), a Takke
COOTBETCTBYHOLLMM 06pa3om noaaepxuBanvcb 1 0GHOBMSAMUCH.

Mpumepbl GU3HEC-NPUNOXEHUIA, K KOTOPBIM CrieayeT NPUMEHATb OrpaHNYeHns:

- ONEeKTPOHHas NoYTa;

- nepegaya cannos B 0AHOM HanpaBneHuu;

- nepefavya canna B 0601x HanpaBneHusx;

- UIHTEPaKTMBHbIA AOCTY;

- AOCTYN K CETU, OrpaHNYeHHbIV onpedeneHHbIM BpeMeHeM CyTOK Unn AaTow.

9.4.8 YnpaBneHue mapLipyTusaumen cetm

CeTn COBMECTHOro WCMonb30BaHUs, OCOBEHHO Te, KOTOpble MPOCTMPATCA 3a rpaHuLbl opraHu3auumu,
MoryT TpeboBaTb peanusauum mMeponpuatun no obecrneveHnto MHdopmaumoHHon 6e3onacHoCcTH, YToObl noa-
CoeaMHEHMS KOMMbIOTEPOB K MHEPOPMALIMOHHBIM NOTOKaM He HapyLuanu MONUTUKY KOHTPOnsA AocTyna k 6uaHec-
npunoxeHunsm (9.1). 31o aBnseTcss 0CoO6EHHO BaXKHbIM ANA CETEW, COBMECTHO MCMOMb3yeMbIX C MONb3oBaTensamm
TpeTbeln CTOPOHbI (HE COTPYAHMKaMM opraHm3auun).

ObecneyeHne nHpopmaumMoHHON 6e30NacHOCTV NpU OCYLLECTBIEHUN MapLUPyTM3aLmnM OCHOBLIBAETCSA Ha
HafeXHOM MeXaHM3Me KOHTPONS aJpecoB WCTOYHMKA W HasHayeHus coobuieHus. MpeobpasoBaHne ceTeBbIX
apecoB TaKke O4YeHb MOMEe3HO AN M30NALNM CeTel 1 NpedoTBPAaLLEHNS pacnpoCTPaHeHNs MapLUpyTOB OT CEeTH
O[HOW opraHusauuu B ceTb ApYyron. ATOT NOAXO4 MOXeT OblTb peannsoBaH kak NporpaMMHbIM CNocoboM, Tak u
annapatHo. Heobxogumo, u4TOGbI CcneunanucTbl, 3aHuMalrowmecs BHegpeHueMm, ObiMM ocBedoMIleHbl O
XapaKkTepucTMKax UCMomnb3yeMbIX MeXaHU3MOB.

9.4.9 Be3onacHOCTb UCNONIb30BaHUs CETEBbLIX CIYX0

OO6LLenoCcTynHbIe N YacTHble ceTeBble CryxObl nNpegnaratoT LWMPOKUA CNEKTP AOMONHUTENBHBLIX WHAOP-
MaUMOHHBIX ycrnyr, obnagalwmx XxapakTepuctvkamm 6GesonacHocTM u obecrneyvBalolmMX pasHble YPOBHU
3awuTbl. OpraHusauum, NOnNb3yLWMECs 3TUMU yCryraMmu, AOMmMKHbl ObiTb yBEPEHbI B TOM, YTO Npu 3TOM obecne-
yYnBaeTCcA HeobGXoAWMMbIV YypOBEHb MHOPMALMOHHON GEe30nacHOCTM M MMEEeTCs 4YeTkoe onucaHue atpubytos
6e30nacHOCTN BCEX UCMOMb3yeMbIX CEPBUCOB.

9.5 KoHTponb goctyna kK onepauMoHHOW cucteme

Llenb: npegoTBpalleHne HeaBTOPM30BAHHOMO AOCTYNa K KOMMNbIOTEPAM.

Ha ypoBHe onepauroHHON CUCTEMbI CrieQyeT MUCMOoNb30BaTh CPeAcTBa MHAOPMaLMOHHOM 6e3onacHoCcTu
ANsi orpaHMYeHns JOCTyna K KOMMbIOTEPHBLIM pecypcam. OTW CpeacTBa AOMKHbLI obecneymBaTs:

a) mgeHTudukaumio 1 Bepudmkaumilo KomnbloTEpa nonb3oBaTens W, ecnu Heobxoaumo, TepMuHa
na n MecTononoXeHne Kaxaoro aBTopM3oBaHHOIO NONb3oBaTens;

6) perncTpaumio ycrnewHbIX U HeyAaBLUMXCS AOCTYNOB K CUCTEME;

B) ayTeHTuduKaumio COOTBETCTBYOLLEro YpoBHA. Ecnum ucnonb3yetcsa cuctema MaporibHOW 3alum
Tbl, TO OHa JOMkHa obecneunBaTb KadecTBeHHble naponu (9.3.1 r);

r) orpaHn4eHve BpeMeHu NoacoeanHeHUst Nonb3oBaTenen, B criyyae Heo6xoammocTu.
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Opyrne meToAbl KOHTPOMs AOCTYNa, TakMe Kak «OTKMUK-OT3bIB», SABMAIOTCA AOMNYCTUMbIMW, €CMW OHU
onpaBfaHbl C TOYKN 3peHNst BU3HEC-PUCKOB.

9.5.1 ABTOMaTMueckasa naeHTudukauna TepMmmHana

CnegyeT paccmaTpuBaTb BO3MOXHOCTb MCMOMb30BaHUS aBTOMATUYECKON MAEHTUMKauMn TepmuHana,
4yT0bbl ayTeHTMdUUMpoBaTh €ro NOACOeAUHEHME K OnpefdeneHHbIM ToYkam cucTeMbl. ABToMaTuyeckas WaeH-
TMdMKaumns TepMmuHana — MeTOA, KOTOPbIA AOMMKEH UCMOoMb30BaTbCs, €Cu BaXHO, YTOObI ceaHC Mor ObiTb
MHULIMMPOBAH TOJMIbKO C ONpeferieHHOro Mecta unM KOMMbIOTEPHOTO TepMuHana. BCTpoeHHbIn unu nogcoeau-
HEHHbIN K TepMuHany MAeHTUMMKATOP MOXEeT MCNOoMb30BaTbCA AN OnpedeneHusi, paspeLleHo Sin 3TOMY KOH-
KPETHOMY TepMWHany MHULMMPOBATbL MMM MonyyaTb onpefdeneHHble coobuieHnsi. MoxeT 6biTb HeobXxoaMMbIM
npuMeHeHne U3NYECKON 3awuTbl TepMuHana pans obecnedyeHuss 6GesonacHOCTM ero waeHTudmKaTopa.
CyLuecTByIOT Apyrne MeToAbl, KOTOpble MOXHO UCNONb30BaTh ANs ayTeHTudukauun nonb3osatenen (9.4.3).

9.5.2 MNpoueaypbl perucTpaumm ¢ TepmMmumHana

[octyn K uHMOpPMaUMOHHBIM cepBucaM AormkeH ObiTb obecneyeH nyTem umcnonb3oBaHuWs GesonacHoun
npoueaypbl Bxoga B cuctemy (cnocob peructpauum). MNpoueaypy perncrpaumm B KOMMAbIOTEPHOW CUCTEME cre-
AyeT NpoeKkTNpoBaTh Tak, YTOObI CBECTM K MUHMMYMY BO3MOXHOCTb HEaBTOPM30BAHHOTO AOCTYMa N HE OKa3biBaTb
NOMOLLM HEeaBTOPM3OBaAHHOMY Monb3oBaTento. NpaBunbHO CNNaHMpoBaHHas npoueaypa perncrtpauvn OomKHa
obnagatk crneayloLwMMy CBOMCTBAMMU:

a) He oTobpaxaTb HaMMEHOBaHWA CUCTEMbI UMW MPUIMOXEHWA, NOKa NpPOLEeCC perucTpauun He
OyaeT ycrnelHo 3aBepLueH;

6) oTobpaxaTtb oblliee yBegommneHue, npegynpexgatroliee, 4TO AOCTYN K KOMMbOTEPY MOryT nony
YUTb TONBbKO aBTOPM30BaHHbIE NOMb30BaTENM;

B) He nNpedocTaBnATb COOOLIEHWI-NOACKA30K B TevyeHue npouedypbl perncrpaumm, KoTopble Mor
nn 66l NOMOYb HEABTOPM3OBAHHOMY MOMb30BaTEN!O;

r) noaTeepxaaTb MHOPMauUMo perucTpauum TOMbKO MO 3aBeplUeHMM BBOAA BCEX BXOAHbIX AaH
HbiX. B cnyyae owmboyHOro BBoAa cvcTema He MokasblBaeT, Kakad YacTb AAHHbIX SBNSETCH NPaBUMbHON UNN
HenpaBWUIbHOW;

) OrpaHnuymMBaTb YUCNO paspelleHHbIX HeyAayHbIX MOMbITOK perucTpauun (pekomeHayeTcs Tpu) u
npegycMmaTpuBaTh:

1) 3anucb Heyaa4HbIX NOMbITOK;

2) BKMOYEHMe BPEMEeHHOW 3adepXXkn npexae, Yyem OyayT paspelleHbl ganbHenme nonbiTku perunc-
Tpauuu, UM OTKIOHEHWe NtobbiX AanbHENLLNX MONbITOK perncTpaumn 6es cneumansHON aBTopusaumy;

3) pasbeauHeHne ceaHca CBA3W Npu Nepegave AaHHbIX;

e) orpaHMyMBaTb MakcuMmarbHOe W MWHMManbHOe BpeMs, paspelleHHoe [Ans npoueaypbl  pernc
Tpauun. Ecnn oHo npeBbileHo, cucTeMa AoSKHa NPeKpaTUTb perncTpaumio;

X) dmKcMpoBaTb MHpOPMaLIMIO B OTHOLLEHWMW YCMELLHO 3aBEPLUEHHON perncTpaumu:

1) paTy v Bpems npeabiayLLen yCnewwHon pernctpauuu;
2) getanu nobbIX HEeyAa4YHbIX NMOMNLITOK PerncTpaunm, HauMHas ¢ NnocnegHen yecnewHon perncrpaumu.

9.5.3 UpeHTudmkauma n ayteHTudmkaumsa nonb3osaTtens

Heobxoammo, 4Tobbl Bce nonb3oBaTenu (BKMYas NepcoHan TEXHMYECKON MOAAEpKKM, T.e. OnepaTopos,
aAMVHUCTPaTOPOB CeTW, CUCTEMHBIX MPOrpaMMUCTOB M aAMUHUCTPATOPOB 6asbl AaHHbIX) UMENU YHUKaNbHbIN
naeHTudukatop (none3oBaTtensckuin ID) Ang ux eAWHONWYHOrO WCMONb30BaHWA C TeM, 4ToObl MX OencTBUS
Mornu 6biTb NpoaHanM3vpoBaHbl OTBETCTBEHHbIM nuuom, [lonb3oBatensckuin ID He [orkeH coaepxaTtb
NpU3HaKoB YPOBHS NpuBunerny none3osatens (9.2.2), Hanpumep, MeHexepa, KoHTporepa.

[ns BbinonHeHnss ocobo BaxHbIX paboT gonyckaeTcs Mcnonb3oBaTb OBWMIA MAeHTUdMKaTop AN rpynnbl
nonb3oBaTenen nunu Ang BbINoOMHEHNs onpegeneHHon paboTbl. B Takux cnyvasx Heo6xoaumMo COOTBETCTBYOLLMM
obpasom ochopmneHHoe paspelleHve pykoBoacTea. Kpome Toro, ansi obecneyeHnss 6€30nacHOCTU CUCTEMBI OT
HEeaBTOPM3OBAHHOTO AOCTyNa B 3TWX Cryyasx MoxeT notpeboBaTbCA NpUMEHeHWe AONONHWUTENbHBIX Mep
obecneveHnss MHOPMALMOHHOM 6e30MacHOCTH.

CyLlecTBylOT pasnuuHble npouenypbl ayTeHTuduKauum, KOTopble MOryT MCMOfb30oBaTbCcs Afs AoKasa-
TenbCTBa 3asiBNEHHON WAEHTUYHOCTU nonb3oBaTtens. MNaponu (9.3.1) — oyeHb pacnpOCTPaHEeHHbIN cnocob
obecneveHns vaeHTudukauum n ayteHtudukaumm (I&A), OCHOBaHHBIA Ha WCMNOMbL30BaHUWM Mapofsi, KOTOPbIN
3HaeT TOMbKO Mornb3oBaTesb. TO Xe camoe MOXeT OblTb JOCTUIHYTO CpeAcTBaMu Kpuntorpadum n NnpoTokonamm
ayTeHTMdMKauuu.

CneumnanbHble uanyeckne yctporcTsa AocTyna c namaAtbio (token) wnu MukponpoLeccopHble KapTbl

(cmapT-kapTbl), KOTOPbIMW MOMb3YTCA COTPYAHWUKM, MOFYyT TaKkKe MCronb3oBaTbCs ANS MAeHTUdMKauum K

ayTeHTUukaumn. BuiomeTpuyeckue meToadbl ayTeHTUUKALIMK, KOTOPblE OCHOBaHbI HA YHWUKAaNbHOCTU XapaKkTe-
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puUCTUK (0cobBeHHOCTeN) MHAMBMAYYMA, MOFyT Takke WCMOMb30BaTbCA ANs ayTeHTuduKaumMu nonb3oBaTens.
CoueTaHune pasnnyHbIX TEXHOMOMMI U MeTooB obecneunBaeT 6onee HagexHyo ayTeHTUdKKaLuio.

9.5.4 Cuctema ynpaBneHus naponsimm

Maponu — ogHO U3 rmaBHbIX CPEACTB NOATBEPXAEHNS MOSTHOMOYMS NOMb3oBaTENs, OCYLLECTBSAOLLEro
AOCTYN K KOMMbIOTEPHbIM cepBucam. B cuctemax ynpaBneHusi naponem A[OMKHbl OblTb MpeayCMOTPeHbI
3 EKTUBHbIE MHTEPAKTVNBHbIE BO3MOXHOCTWN NOAAEPXKKN HEOBXoammoro mx kavectsa (9.3.1).

[nsa HekoTopbix Bu3Hec-NpunoxeHun TpebyeTca HasHayeHne Monb3oBaTeNbCKMX Napornent Hes3aBUCUMbIM
AOIMKHOCTHBIM NMUOM. B 6onbLUMHCTBE Xe cnyyaesB naponu BelGnpatTcs 1 NoaaepXMBaloTCs Nonb3oBaTensamu,

CucTema ynpasreHusi naponsiMu JosmkHa:

- NpeanucbiBaTb UCMOMb30BaHWE WHAMBUAyanbHbIX Maponel Ans obecneveHus yCcTaHOBMEHWS OTBET-
CTBEHHOCTH;

- NO3BONATL NOMb30BaTeNnsM BbIOMpaTb U U3MEHATb X COBCTBEHHbIE Naponu, a Takke BKM4YaTb NoA-
TBEPXAAIoLLYo npoueaypy Ans yvyeta owmnbok BBOAA Npu HEOBXOAMMOCTMY;

- Npean1cbiBaTh BbIOOP BbICOKOKAYECTBEHHbIX Naporen B cootBeTcTBumn ¢ 9.3.1;

- TaMm, rae nonb3oBaTeny OTBEYaloT 3a NOAAEPXKKY CBOMX CODCTBEHHbIX NMaponen, NPpUHYXaaTb UX K n3me-
HeHuto naponen (9.3.1);

- Tam, rae nonb3oBaTenu BuiGMparoT naponu, obecneunsaTtb M3MEHEHE BPEMEHHBIX Naponer npu nepeomn
peructpauuu (9.2.3);

- NOAAEepPXMUBaTb XpaHeHWe UCTOpUM MPeabIAyLIMX NOMb30BaTENbCKUX Maponen (3a npedblgywuii rog) u
npegoTBpaLLaTb X MOBTOPHOE UCMOMb30BaHUE;

- He oTobpaxaTb Naponu Ha aKpaHe Npu Ux BBOAE;

- XpaHWTb barinbl Naponer oTAeNbHO OTAAHHbIX NPUKNAAHBIX CUCTEM;

- XpaH1Tb Naponu B 3andpoBaHHON hopme, UCNOoMb3yst OAHOCTOPOHHWUIA anropuTM LIMPOBaHNS;

- obecneunBaTb CMEHy naposemn NocTaBLUMKa, YCTAHOBMEHHbLIX MO YMOMYaHUo, Nocne UHCTannauMm npo-
rpamMmMHOro obecneyeHus.

9.5.5 Ucnonb3oBaHMe CUCTEMHbIX YTUNUT

Ha GonblUMHCTBE KOMMBLIOTEPOB YCTaHaBNMBAaETCH, MO KpawHew Mepe, OgHa MporpaMma — CUCTeMHas
yTunuTa, Kotopas no3sonser o6OoWTU Mepbl NpeaoTBpaLLeHNss HeaBTOPM3OBAHHOIO AOCTyna K onepauyoHHbIM
cuctemam n BusHec-npunoxeHnsam. Mcnonb3oBaHMe CUCTEMHBIX YTUIUT AOMKHO ObiTb OrpaHMyYeHo U Twa-
TenbHbIM 00pa3oM KOHTponuMpoBsaTbCs. [N 3TOro HEOGXOAMMO WMCNOMb30BaHWE CreayloLmMX MeponpuUSATUA Mo
ynpasneHuto MHOpMaLMOoHHON 6e30NacHOCTbLIO:

- Ucnonb3oBaHue npoueayp ayTeHTUdMKaumm CUCTEMHbIX YTUMNT;

- OTAENEeHNe CUCTEMHBIX YTUMNT OT NPUKIagHbIX NporpamMm;

- OrpaHuMyYeHne UCMonb30BaHWA CUCTEMHbIX YTUMNMT NyTem Bblbopa MMHMMAanNbHOIO YWcna AOBEPEHHbIX
aBTOPWU30BaHHbIX NOMb30BaTeNen, KOTOpbIM 3TO HE0OX0ANMO;

- aBTOpM3aLMA SMU30ANYECKOrO UCMNOMb30BaHNS CUCTEMHbIX YTUMNNT;

- orpaHuyeHne AOCTYMHOCTU CUCTEMHBIX YTUNUT (TOMbKO Ha BPEMSI BHECEHWUS aBTOPM3OBAHHbIX M3MEHe-
HUR);

- perncTpauusi UICNornb30BaHNSA BCEX CUCTEMHbIX YTUIWT;

- onpegeneHe n AOKyMEHTUPOBaHVE YPOBHEN aBTOpU3aLun B OTHOLLEHUW CUCTEMHbIX YTUINT;

- yAaneHne BCexX HeHYXHbIX yTUINT U3 CUCTEMHOrO NPOrpaMMHOro obecneyveHms.

9.5.6 CurHan TpeBoru Ans 3awuTbl Nonb3oBaTesnen Ha criyyan, Koraa OHVM MOTyT CTaTb 06 bEKTOM
Hacunus

YKenatenbHo npegycmaTtpvBaThk CUrHanm TPEBOTU Ha Cryyan, Korga nonb3oBaTterflb MOXeT CTaTb 06bekToM
Hacunus. PeweHne o6 obecneyeHnn Takon curHanusaumen cnegyet NpUHNUMaTh Ha OCHOBE OLEHKM pycKoB. Mpu
3TOM HeobxoaMMO onpeaenuTb 0683aHHOCTU U NPoLEeaAypbl pearMpoBaHUs Ha CUrHan Takown TPEeBorn.

9.5.7 MNMepunopbl 6e3gencTBUA TEPMMHANOB

TepmuHansl, pasmellieHHble B MeCTax NOBbILLEHHOTO pyUcka, HanpuMep B O6LLEAOCTYMHBIX MeCcTax Unu BHe
chepbl KOHTPOMNA npouecca ynpasrneHus 6e30nacHOCTbI0 opraHvM3auuy, obCny>KunBatoLWwmne CUCTEMbl BbICOKOTO
pvcKka, OOMMKHbI OTKNoYaTbCA Nocrne onpedeneHHoro nepuoda mx 6esgencTevsa Ans npefoTepalleHns AocTyna
HeaBTOPM30BaHHbIX fuu. MexaHnsm OMOKMPOBKM MO BPeMeHu [ofkeH obecneumBaTb OYMCTKY 3SKpaHa
TepMuHana, a Takke 3akpblTve paboTbl CeaHCOB MPUIIOXEHUS U CETEBOro ceaHca TepMuHana nocne onpefe-
neHHoro nepvioda BpemeHu ero 6esgeiicTBusi. Bpems cpabaTbiBaHUsi 6GNOKMPOBKM OOMKHO YCTaHaBNMBAaTLCS C
y4eTom puckoB 6e30nacHOCTH, CBSA3aHHbIX C MECTOM YCTaHOBKM TepMuHana. CnegyeTt nMeTb B BUAY, YTO HEKO-
TOpble MepcoHarnbHble KOMMbITEpPbl obecneynBaloT OrpaHNYEHHYH0 BO3MOXHOCTb GIOKMPOBKM TepMuMHana no
BPEMEHMN NyTEM OYMCTKM 3KpaHa M NpefoTBpalleHnss HeaBTOPM3OBaHHOIO AOCTYNa, He OCYLLECTBNSAS NpU 3TOM
3aKpbITUS CeaHca NPUIOXKEHNA UNn CEeTEBOro ceaHca.
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9.5.8 OrpaHny4eHunsa noacoeanHEeHUs1 N0 BPEMEHU

OrpaHnyeHns noacoeanHeHUs no BpeMeHU OOIMkHbl obecneyvmBaTtb OOMNOMHUTENBHY 6e30nacHOCTb Ans
NPUMNOXEHU BbICOKOro pucka. OrpaHuMyeHve nepvofa BpPEMEHW, B TEYEHME KOTOPOro paspelleHbl nopcoe-
OVNHEHUSA TEPMMHAIOB K KOMMbIOTEPHBIM CEPBMCaM, YMEHbLUAET MHTEpBasn BPEMEHU, B TEYEHME KOTOPOro BO3-
MOXEH HeaBTOPWM30BaHHbLIV AocTyn. ATy Mepy obecneyeHus unHOpMaULMOHHOW GesonacHoCTM Heobxooumo
NPUMEHATb ONA Hanbonee BaXXHbIX KOMMbIOTEPHBIX MPUIOXEHWUA, OCOBEHHO TeX, KOTOpble CBA3aHbl C TEPMUHA-
namu, yCTaHOBMNEHHBIMU B MECTax MOBBILLIEHHOrO pycka, HanpumMmep, B 06LLeNOCTYMHbIX MecTax unm BHe cdepsl
KOHTpOns ynpasneHust 6e3onacHocTbio opraHusauun. NMpumepbl Takmx orpaHUYeHnii:

- UCMOnb30BaHWe 3apaHee OnpefenieHHbIX OTPE3KOB BPEMEHU ANsl NMakeTHoW nepedadv annos unm
perynsipHbIX MHTEPAKTUBHBLIX CEaHCOB HEOONNbLLON NPOAOIKUTENBHOCTH;

- OrpaHNYeHne BpeMEeHW MOAKITIYEHUN Yyacammn paboTbl opraHM3aumm, ecnm HeT HeOOXOAMMOCTM CBEpPX-
ypo4HOM unu 6onee npoaomknTensHON paboThbl.

9.6 KoHTponb goctyna K NpunoXxeHusim

Llenb: npegoTepalleHne HeaBTOPN30BaHHOMO AOCTYNa K AaHHLIM MHPOPMALMOHHBIX CUCTEM.

Heobxoammo npumeHsATb Mepbl obecneveHns nHdopmaumMoHHoW 6e3onacHOCT ANs orpaHWYeHns gocTyna
K MPUKNagHbIM cucTemam.

Jlornyeckun poctyn K nporpaMMHOMY oGecneyeHunto u MHpopmaumm OOKeH OblTb OrpaHUYeH TOMbKO
aBTOPWU30BaHHbLIMY Nonb3oBaTensamMu, [ins atoro Heobxogmmo obecneunBaTts:

- KOHTpOnb AOCTyna nonb3oBaTtenen k MHdopmauum u MyHKUMAM BU3HEC-NPUNOXEHNIA B COOTBETCTBUM C
onpegeneHHon 6u3HecoM NOMUTMKON KOHTPOMSA AOCTyNa;

- 3alWmUTy OT HEeaBTOPM3OBAHHOIrO AOCTyna NGON yTUAWMTBI U CUCTEMHOrO MPOrpaMMHoro obecneveHus,
KOTOpble NO3BONAIOT 06X0ANTb CpeAcTBa onepaLMoOHHON CUCTEMBI UMW MPUIOXEHWN;

- WCKIOYeHne KomnpomeTaumn 6e3onacHoOCTU APYrMX CUCTEM, C KOTOPbIMW COBMECTHO MCMOfb3YHTCs
MHPOPMaLMOHHBIE pecypChl;

- JOCTYyN K uHdopmaumm TONbKO Bnagenbla, KOTOPbI COOTBETCTBYHOLWMM 00pa3oM HasHayeH u3 ymicna
aBTOPM30BAHHbIX MWL, UMW onpeaeneHHbIX rpynmn nons3oBaTenen.

9.6.1 OrpaHuyeHue goctyna K MHcdpopmauum

Monb3oBaTensam Gu3HeC-NPUNOXEHNA, BKMOYAs NepcoHan noadepXKn W akcniyaTauuu, cnepyet obec-
neunBaTb AOCTYN K MHAOPMaUMM U DYHKUNSAM 3TUX NPUMOXEHUA B COOTBETCTBUW C ONPeAerieHHON MONUTUKON
KOHTPONSA OO0CTyMna, OCHOBAHHOW Ha TpeboBaHUAX K OTAeNbHbIM OM3Hec-npunoxexusam (9.1). Heobxogumo pac-
cMaTpvBaTb MPUMEHEHME CneayloLwmnx MeponpuUATUA NO ynpaBneHno MHdopmaumoHHon 6e3onacHoCcTblo Ans
obecneveHns TpeboBaHuii NO OrpaHNnYeHno gocTyna:

- NoAAepXKa MEHI0 Ans yrnpasneHnsa JOCTYNOM K NPUKNagHbIM MYHKLWMAM CUCTEMBI;

- OrpaHuyYeHust B NpefocTaBfneHun nonb3oBaTensM MHOpMauumM O AaHHbIX U YHKUMsX BusHec-npumno-
XEHWI, K KOTOPbIM OHW HE aBTOPM30BaHbl Ha AOCTYMN, NyTEM COOTBETCTBYIOLLEro pefakTMpOBaHWS MOMb3oBa-
TenbCKOW JOKYMEHTaLuu;

- KOHTpOnb NpaB AOCTyNa nornb3oBaTenen, Hanpumep, YTeHme/3anvcb/yaaneHve/ BbINnomnHeHve;

- obecneyeHne yBepeHHOCTM B TOM, YTO BbIBOAMMbIE AaHHble U3 BuaHec-npunoxeHun, obpabaTbiBatoLLmx
BaXKHYIO MHGOPMaLMio, codepxann Tonbko Tpebyemyio uHdopmaumio u nepecbinanvcb TONMbKO B appeca
aBTOPW30BAHHbLIX TEPMUHAIIOB U NO MeCTy HasHayeHus. CnegyeT NpoBOAMTbL NEPUOANYECKUIN aHanu3 npouecca
BbIBOAA AN NPOBEPKN yAaneHus n3bbITo4HOW nHdopmaumm.

9.6.2 U3onsauusa cuctem, obpabaTbiBalomMX BaXHYH MHOpMaLuio

Cuctembl, obpabaTbiBatolime BaxkHyl0 MHopMaumMio, AOSKHbI OblTb obecneyeHbl BbiAeneHHoN (M3onu-
pOBaHHOW) BblYMCIUTENBHON cpedoi. HekoTopble mpuknagHble CUCTEMbl MMEKT O4eHb OomMbLloe 3HayeHue C
TOYKM 3peHust 6e30MacHOCTU AaHHbIX U NO3TOMYy TPebyloT chneumanbHbIX YCNOBUMI JKCnnyataumn. BaxHocTb
obpabaTbiBaeMor MHGOPMaLUM MOXEeT unu TpeboBaTb paboTbl CUCTEMbl Ha BblAENEHHOM KOMMbIOTEPE, UMK
OCYLLECTBNSATL COBMECTHOE MCMOMb30BaHWE PecypcoB TOMbKO C 6e3onacHbiMy BU3HEC-MPUNOXEHUAMW, WU
paboTtaTtb 6e3 kakux-nubo orpaHu4eHuin. Mpn aTom HeobxoaNMO yuuTLIBaTL CrieaytoLlee:

- Bnagenbuy Ou3Hec-npunoXxeHun Heobxoaumo onpeaenvTb U LOKYMEHTanbHO OopMUTb CTEMEHb WX
BaXXHOCTU (4.1.3);

- KOorga BaxHoe GusHec-nMpunoxeHve AO0MKHO paboTaTb B cpede COBMECTHOrO MCMomnb30BaHWs, HEOOXo-
OVMO BbISIBUTb ApYrne MpuroXxeHus, ¢ KOTOpbIMK ByaeT OCyLLeCTBNATLCH COBMECTHOE WMCMONb30BaHUe pecyp-
COB, 1 COrnacoBaTb 9TO C BNagernbLeM BaXKHOrO OM3HeC-NPUNOXEHUS.

9.7 MoHUTOPMHI fOCTYNa U UCNONb30BaHUA CUCTEMbI

Llenb: o6HapyxeHne HeaBTOPU3OBaHHbLIX 4ENCTBUN.
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[nsi o6HapyxeHWs OTKNOHEHWs OT TpeboBaHMI NOMUTUKU KOHTPONSA OOCTyna U peructpauum cobbiTuin u
obecneyveHns gokasaTenbCTBa Ha Cryyai BbISIBNEHUS MHUWAEHTOB HapyLLeHUs MHpopmMaLMoHHo 6e3onacHocTm
Heo6XxoanMO NMPOBOANTL MOHUTOPUHI CUCTEMBI.

MOHWTOPUWHI cuCTeMbl NO3BONAET NPOBEPSATb IPPEKTUBHOCTL MPUMEHAEMbIX MeponpusaTui no obecne-
YeHVo MHGPOPMALMOHHOM Ge30MacHOCTU M NOATBEPXAAaTb COOTBETCTBME MOAENV MONUTUMKM JocTyna Tpebosa-
HUam 6usHeca (9.1).

9.7.1 Peructpauus co6biTumn

Ons 3anmMcu MHUMOEHTOB HapylleHust MHOpPMaLMOHHON 6e30nacHOCTM M ApYyrux CBsidaHHbIX ¢ Ge3onac-
HOCTbIO COOBITUI crieyeT co34aBaTh XKypHarnbl ayauTa U XpaHWTb UX B TEYEHME COrMacoBaHHOro nepuoaa Bpe-
MEHM C LEenbio COAENCTBUS B NPOBeAeHUM Oyaylumx paccrnefoBaHWiA U MOHUTOPUHIE YNpaBrieHWUst AOCTYMNOM.
Heobxoammo, 4Tobbl 3anncy ayamnTa BKYanu:

- ID nonb3oBaTtenen;

- AaTbl M BpeMsi BXo4a W BbIXOAa;

- AEHTUdUKATOP TEPMMHANA U ero MeCcTOMONOXEHNE, eClM BO3MOXHO;

- 3anMcy yCNeLHbIX U OTKIMOHEHHbIX MOMbITOK AOCTYMNa K CUCTEME;

- 3anucK ycnewHbIX U OTKITOHEHHbIX MOMbITOK AOCTYNa K AaHHbIM U Apyrum pecypcam. MoxeT notpebo-
BaTbCs, YTOObI onpeAeneHHble 3anucy ayamTta Obinm 3aapXvMBUPOBaHbI ANsi UCMONb30BaHMSA UX NPWU aHanuse u
paccnefoBaHNsX UHLMOEHTOB HapyLLUeHNs MHopMaLMOHHOM 6e30nacHOCTH, a Takke B MHTepecax ApYrux Lenemn
(paspen 12).

9.7.2 MOHUTOPUHTI UCMOJIb30BaHUsA CUCTEM

9.7.2.1 MNpoueaypbl 1 obnactu pucka

[nsa obecnevyeHns yBepeHHOCTU B TOM, YTO MONb30BATENM BbINOMHSAIOT TOMbKO Te AEWCTBUSA, HA KOTOpble
OHU ObINM SIBHO aBTOPWU30OBaHbl, HEOOXOAMMO ONpeaenvTb Mpoueaypbl MOHUTOPUHIA MCMNOMb30BaHWUA CpPeacTB
06paboTkn MHopMaLun. YpoBEeHb MOHWUTOPUHIa KOHKPETHbIX cpeacTB obpaboTkm wuHgopmaumu cnegyet
onpeaensitb Ha OCHOBE OLIEHKU PUCKOB. [pyn MOHUTOPUWHIre cnegyeT obpalatb BHUMaHWE Ha:

a) aBTOpM30BaHHbIV AOCTYM, BKIIHOYAs criegylolime aetanu:

1) nonb3oBartenbckuii ID;
2) gaTbl 1 BpEMS OCHOBHbIX CODbITUIA;
3) Tvnbl cobbITHA;
4) cbaiinbl, kK KOTOpbIM GbIN OCYLLECTBINEH AOCTYN;
5) ucnonb3syemble nporpammbl/yTUANTLI;
6) Bce NpuBUNErMpoBaHHble AENCTBUS, TakNe Kak:
1) ncnonb3oBaHVe y4eTHON 3anucu cynepBm3opa;
2) 3anycKk n OCTaHOB CUCTEMBI;
3) nogcoeanHeHue/oTcoeaMHEHME YCTPONCTBA BBOAA/BbIBOAA;
B) MOMbITKN HEABTOPU3OBAHHOIO JOCTYNa, Takmne Kak:
1) HeyaaBLIMECS NOMbITKY;
2) HapyLeHuWs NONUTUKM AOCTyna N yBEAOMIIEHUSA CETEBbIX LUO30B Y MEXCETEBbLIX 9KPAHOB;
3) npeaynpexaeHus OT COGCTBEHHbIX CUCTEM OOHaPY)XEHUS BTOPXKEHUS;
r) npeaynpexaeHnst Unn oTkasbl CUCTEMbI, TaKUe Kak:
1) KOHCOMbHbIE (TEPMUHANbHBLIE) NPeayNpexXaeHnst unu coobLyeHns;
2) UCKIMOYEHNS!, 3anNnCaHHblE B CUCTEMHbIE XXypHanbl perncrpaumu;
3) npegynpeauTenbHble cUrHarnbl, CBA3aHHbIE C YNPaBlieHNEM CETbIO.

9.7.2.2 dakTopbl pucka

PesynbTaTel MOHUTOpPWMHra criefyet perynspHo aHanuavpoBaTb. [lepMoguMyHOCTb aHanmu3oB [OSKHA
3aBUCETb OT pe3yrbTaToB OLEHKU pucka. PakTopbl pucka, KOTopble HEOOXOAUMO MPU 3TOM Y4UTbIBaTb, BKMOYa-
l0T:

- KPUTUYHOCTb NMPOLIECCOB, KOTOPbIE NOAAEPKUBAIOTCA OU3HEC-NPUIIOXKEHNUAMN;

- CTOMMOCTb, BaXXHOCTb UMW KPUTUYHOCTb MHGOPMaLNK;

- aHanu3 NpeaLwecTBYOLWMX CyvYaeB NMPOHUKHOBEHUSI U HEMPAaBUIbHOrO UCNOMNb30BaHUSA CUCTEMBI;

- cTeneHb B3aMMOCBSA3M WMHMOPMALMOHHBLIX CUCTEM OpraHusauum ¢ gpyrumu (ocobeHHo ¢ obliegocTyn-
HbIMW) CeTAMM.

9.7.2.3 Peructpaums n aHanus cobbitum

AHanus (npocMoTp) XypHana ayauTta noapasymeBaeT MOHMMaHWe Yrpo3, KOTOpbIM NOABEPXKEHa CUCTEMA,
M NPUYUH NX BO3HUKHOBEHUS. [pnMepbl cCobbITUI, KOTOopble MOrnK 6bl NoTpeboBaTh AanbHENLWero nccrnegoBaHns
B Crny4yae MHUMOEHTOB HapyLleHns nHdopMaLMoHHON B6e3onacHocTu, npueeaeHsl B 9.7.1.

CucTeMHble XypHarnbl ayauTa 4acto cogepxaT MHOopMauuio, 3Ha4uTemNbHbIN 06beM KOTOpoW He npen-
CTaBnsieT MHTepeca C TOYKU 3pPEeHUss MOHUTOpuHra GesonacHocTu. [ns obnerdyeHuss uaeHTUUKaLMK
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CYLLECTBEHHbIX COObLITUIA MPUM MOHUTOPMHre GesonacHocTu LenecoobpasHo paccMOTpeTb BO3MOXHOCTb aBTO-
MaTUYeCKOro KOMUMPOBaHUSI COOTBETCTBYIOLLMX TWUMOB COOOLLEHWA B OTAENbHbIA XypHan wunm ucrnonb3oBaTtb
Nnoaxoasine CUCTEMHbIE YTUMMTBI WM WHCTPYMEHTanbHble cpeacTBa ayauTa ANd NOAroTOBKU K aHanusy
OaHHbIX.

Mpu pacnpegeneHnn oTBETCTBEHHOCTW 3@ aHanus >xypHana ayauta HeobxoaMMo yuuTbiBaTb pasgerneHve
ponen Mmexay nuuom (nmuamu), NpoBoasALLmMM (1) aHanms, u TeEMU, YbM OENCTBUSA NOABEPraTCAa MOHUTOPUHTY.

Ocoboe BHUMaHWe crnefyeT yaenaTb 3almTe COOCTBEHHbIX CPEACTB perucTpauumn, notomy 4To npu BMme-
wartenbcTBe B uUx paboTy MoOXeT ObiTb MOMYyYEHO WUCKaXeHHOoe MpeacTaBneHve O cobbiTuax GesonacHocTy.
MeponpuaTua no ynpasneHuto MHoOpMaLMOHHON Ge30MacHOCTbIO AOMKHbI obecneymBaTb 3alUTy OT HeasTo-
PV30BaHHbIX U3MEHEHWI 1 3KCNyaTauMoHHbIX CO0eB, BKIOYas:

- OTKIMIOYEHNE CPeACTB perncTpaumu;

- U3BMEHEHME TUMNOB 3apErnCTPUPOBaHHBLIX COOOLLIEHNI;

- pegakTMpoBaHue unu yaaneHne gannos, COAepXalUMxcs B XypHanax ayauTa;

- perucTpaumio CcryvaeB MOMHOrO 3anofiHEHUS HOCUTENeW >XypHanbHbIX (OannoB, a Takke cryyaes
HEBO3MOXHOCTM 3anucen cobbiTuii BcneacTeme cboes nMbO cnydaeB nepes3anycy HOBbIX AaHHbIX MOBEPX CTa-
pbIX.

9.7.3 CuHXpOHM3aLusa YacoB

MpaBunbHasa ycTaHOBKa KOMMNbIOTEPHBIX YacoB (TaiMepa) BaxkHa AN obecneyeHns TOYHOCTU 3anoSIHEHNS
XXypHanoB ayauTa, KoTopble MOryT noTpeboBaTtbca AN paccrefoBaHNA MNW Kak AoOKasaTenbCTBO Npu cyaebHbIX
WM agMMHUCTPaTMBHBIX pasbupatenscTBax. HekoppeKTHble XypHanbl ayauTa MOryT 3aTpydHsATb Takue
paccrefoBaHus, a Takke NPUBOAUTL K COMHEHMWIO B JOCTOBEPHOCTN COBpaHHbIX JOKa3aTenbCTB.

Tam, rae kOMNblOTEP UMK YCTPOMCTBO CBSI3N MMEIOT BO3MOXHOCTb MCMONb30BaTb Yackl B peanbHOM Bpe-
MeHU, UX criegyeT ycTaHaBnmMeaTb No YHusepcansHomy CkoopauHuposaHHoMmy Bpemenun (UCT) unu mectHomy
CTaHA4apTHOMY BpeMeHW. Tak Kak HEeKOTOpble Yacbl, Kak U3BECTHO, «YXOAAT BNepea» Wnu «OTCTalT», AOMMKHa
cywiectsoBaTb npoueaypa, Kotopas npoBepseT W ucnpasnseT nboe OTKNOHeHWe WnM ero 3Havymmoe
N3MeHeHue.

9.8 Pa6oTa ¢ nepeHOCHbLIMM YCTPONCTBaMU U pa6oTa B AUCTAHLMOHHOM pexume

Llenb: obecneveHne MHPOpPMaUUOHHON 6Ge30NacHOCTM NPU MUCMOMb30BaHUM MEPEHOCHBIX YCTPOWCTB U
cpencTs, obecneynBaroLmx paboTy B AMCTAHLUOHHOM pexume.

CnepnyeT couamepsaTb Tpebyemyio 3alumTy co crneunduyHbIMU puckamn paboTbl B yAaneHHOM pexume.
Mpu ncnonb3oBaHUKM NEPEHOCHbLIX YCTPOWCTB CNeadyeT yuuTbiBaTb PUCKU, CBSAI3aHHblE ¢ paboTol B He3alluLleH-
HOW cpefde, U NPUMMEHSTb COOTBETCTBYKOLUME Mepbl 3awuTbl. B cnydasx paboTbl B AUCTAHLMOHHOM pEXUME
opraHusauusa OorpkHa npegycMaTpuBaTh 3aluTy Kak Mecta paboThbl, Tak U COOTBETCTBYOLME Mepbl No obec-
neyeHnto MHOpPMaLMOHHOM Ge3onacHOCTH.

9.8.1 PaboTa c nepeHOCHbIMU yCTPOUCTBaMM

Mpn ncnonb3oBaHUM NEPEHOCHBLIX YCTPOWCTB, HanpuMep HOYTOYKOB, KapMaHHbIX KOMMbITEPOB, nepe-
HOCHBIX KOMMbIOTEPOB U MOOUINBbHBLIX TeNeOHOB, HEOOXOAMMO MPUHMMATL CheumanbHble Mepbl MPOTUBOAEWN-
CTBUS KOMMpomeTaumm CcrnyxebHon wuHdopmauun. HeobxoaMmo npuHATL (OPManmn3oBaHHYK MOMUTUKY,
YUUTBIBAKOLLYK PUCKU, CBSI3AHHbIE C PabOoTOM C NEPEHOCHBIMU YCTPOMCTBAMU, B OCOOEHHOCTM B HE3aLLMLLEHHON
cpege. Takasa nonmuTvka [ofbkHa BkMovaTb TpeboBaHust MO (OU3MYECKOM 3alimTe, KOHTPOM AocTyna,
MCMONb30BaHWIO CPeacTB U MeTOAOB KpunTtorpadun, pe3epBMpOBaHWI0 U 3awmte OT BupycoB. Heobxoammo,
4yTOObI 3Ta NoNUTMKa BKNOYana npaBuia U pekoMmeHdaumMm no nogcoeanHeHnto MobunbHbIX CpeacTB K ceTsiM, a
Takke pa3paboTKy pyKOBOACTB MO MCMOMb30BaHWMIO 3TUX CPeacTB B 06LLEeNOCTYMHbIX MecTax.

CnepnyeT NposiBNsiTb OCTOPOXHOCTb NPU UCNOMb30BaHUM MOBUINBbHBIX CPEACTB BbIYUCIIUTENBHOW TEXHWUKA U
OPYrMX CEpBUCHbLIX CPEACTB B OOLLEAOCTYMHbIX MeCTaX, MEepPEroBOPHbIX KOMHATax WM He3allWLLEHHbIX nome-
LWEeHNsaX BHe opraHusauun. Ytobbl MCKMIOYMTL HEaBTOPU3OBaHHLIM [OCTYN MMM packpbiTue WHMOpMauuu,
XpaHumon wu obpabaTbiBaemon STUMKM cpeacTtBamy, Heobxooumo UCNoNb3oBaHWE CcpeacTtB U METOAOoB
kpuntorpadcuum (10.3).

Mpn ncnonb3oBaHMM MOOUIbHBIX CPEACTB B OOLEAOCTYMNHbIX MECTaxX BaXXHO MPOSBMATb OCTOPOXHOCTb,
YTOObl YMEHBLUMTL PUCK «MOACMOTPa» Napornen AoCcTyna HeaBTOPM30BaHHbIMK nvuamu, Heobxoaumo BHeOpsiTb
M MopaepXuBaTb B aKTyanvM3MpOBaAHHOM COCTOSIHAM CPeACTBa M Cnocobbl 3awuTbl OT BPEOOHOCHOro Mpo-
rpamMmMHoro obecneveHus (8.3). CnegyeT Takke obecneuvBaTb OOCTYMHOCTb ObopyaoBaHus Ans ObicTporo u
yao6Horo pesepBupoBaHust nHgopmaummn. Heobxoammo Takke obecneumBaTb afekBaTHYH 3aLUUTY Pe3epBHbIX
KOMUIM OT KpaXkv UM notepun MHpopmaumm.

CooTBeTCTBylOLY 3awWwuTy Heobxogumo obecneyvBatb MOOWMbHLIM CPeACTBaM, MOACOEOUHEHHBIM K
06LenoCcTynHbIM ceTsiM. YaaneHHbIn AoCTyn K cny»ebHow nHopmMaLuum Yepes obLLe0CTYNHY CeTb C UCMONb-
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30BaHMEM MOOUIBbHBIX CPeACTB BbIMUCIUTENBHONW TEXHWKU CriefyeT OCYLLECTBMATb TOMbKO MOCME YCMELIHOW
naeHTUdUKkauMM 1 ayteHTuduKaumMmn, a Takke Npu HanmMuMum COOTBETCTBYHLUMX MEXaHW3MOB YNpaBreHusi
aoctynom (9.4).

O6GopyaoBaHune, Ha KOTOPOM XPaHUTCA BaXKHasa M/Mnu KpuTudeckass Kommepyeckas MHdopMauus, He crne-
ayeT ocTtaenATb 6e3 npMcMoTpa M No BO3MOXHOCTM Heob6xoaMMo (hU3M4ecKn M3onMpoBaTb €ro B HagexHoe
MECTO MIN NCMONb30BaTh CrneunanbHbIe 3aluTHbIE YCTPOMCTBA Ha caMoM 060pyAoBaHmM, YTOObI UCKIIOYNTL €ro
HeaBTOPM30BaAHHOE UCMONb30BaHWe. [lepeHoCHbIe yCTpoWcTBa HeobxoaMMo Takke (usMveckyn 3awuwartb oT
Kpax, 0cobeHHO Koraa ux octaBnaoT 6e3 npucMoTpa, 3abbiBaloT B aBTOMOOMNAX v ApYrnx Buaax TpaHcnopTa,
FOCTUHWMYHBLIX HOMEpax, KoHpepeHLU-3anax n apyrux mecrax BcrTpey (7.2.5).

HeobxogmMmo mHgopMmnpoBaTe COTPYOHWKOB, MCMOSb3YIOLIMX NEPEHOCHbIE YCTPOMCTBA, O OOMONHUTENb-
HbIX pyUCKax U HeOBXOOUMbIX MeponpuATUsix obecneyeHuss HMOPMaLMOHHON 6e30NacHOCTH, CBA3AHHbLIX C 3TUM
crnoco6om paboThl.

9.8.2 PaboTa B AUCTaHLUMOHHOM pexnme

Mpn paboTe B AMCTAHUMOHHOM pexume, a Takke Ans obecneveHus paboTbl COTPYOHWMKOB BHE CBOEN
opraHvMsauum, B KOHKPETHOM yOaneHHOM MecTe MNPUMEHSIOTCA KOMMYHUKALMOHHbIE TexHonormu. MNpu 3ToMm
cnepyeT obecneynBath 3alUMTY MECT OUCTaHUMOHHOW paboTbl Kak OT Kpaxk 060pyAoBaHusa U nHdopmMaumm, Tak u
OT HEeaBTOPU30BaHHOIO PaCKpbITUS WHMOPMaLUWKM, HEeaBTOPU3OBAHHOIO YAAneHHOro AO0CTyna K BHYTPEHHUM
cMcTEMaM OpraHusauuyM UNu HenpaBUITbHOrO UCMONb30BaHWMs obopyaoBaHusA. BaxHo, 4ToObl Mpu paboTte B
OVCTaHLIMOHHOM pexume Obinv BbINOMHEHbI TpeOOBaHUS Kak Mo aBTOpU3aLun, Tak U MO KOHTPOIO CO CTOPOHbI
pyKOBOACTBa, a Takke Obin obecneyeH COOTBETCTBYHLIMIA YpPOBEHb MHOPMaLMOHHONW 6e30nacHoCcTM 3Toro
cnocob6a paboTbl.

OpraHuzaumsm Heobxooumo npegycmatpuBaTh paspaboTKy MONUTUKM, Npoueaypbl U cnocobbl KOHTPOMS
3a JenCTBMSIMU, CBSI3aHHbIMU C paboTol B AUCTAHLMOHHOM pexume. OpraHnsaumsm crieyeT aBTOpM30BbIBATb
BO3MOXHOCTb paboTbl B OUCTAHUMOHHOM pEXMME TOMbKO B Cryvyae YBEPEHHOCTU, YTO MPUMEHSIIOTCA COOT-
BETCTBYIOLUME MepPbl MH(OPMaLMOHHOW 6e30nacHOCTW, KOTOpble COrnacylTcs C nonuTukon 6e3onacHocTu
opraHusauun. Heo6xoanmo npuHMMaTb BO BHUMaHUe:

- cywecTByoLWyto uanyeckyto 6e3onacHOCTb MecTa paboTbl B AUCTAHLUMOHHOM pPeXuMe, CTOYKU 3peHus
6e30nacHOCTY 30aHNs 1 OKpY>KatoLLEen cpeabl;

- npeanaraemoe o60pyaoBaHNe MeCT AUCTAHLUMOHHON paboThl;

- TpeboBaHusa k 6€30MacCHOCTN KOMMYHMKALMIA, NCXoasa U3 NOTpeOHOCTUN B YAaNEeHHOM AOCTYMNe K BHYTPEH-
HUM CUCTEMaM OpraHumsauuun, BaXHOCTM MHOpMaLMKU, K KOTOpPoW ByaeT ocylecTBAATbCS AOCTYMN M KoTopasi
OyneT nepepaBaTbCH MO KaHanam CBA3M, a Takke BaXXHOCTb CaMUX BHYTPEHHUX CUCTEM OpraHn3auuu;

- Yrpo3y HeaBTOPM3OBAHHOIO AOCTYNa K MHOpMauuM UNn pecypcam CO CTOPOHbI APYrvMX NuL, MMELUX
OOCTYN K MECTY ANCTaHLMOHHOM paboTbl, Hanpumep, YeHOB CEMbW U OpY3€EN.

MeponpuaTua no obecneyeHunto MHpOpMaLMOHHON 6E30MaCHOCTM B 3TUX YCIOBUSIX AOJPKHbI BKMOYaTh:

- obecneyeHne noaxoasilumm obopygoBaHuemM u MeGensio MecTa AUCTAHLMOHHOW paboThl;

- onpegerneHve BUOOB paspelueHHon paboTbl, BpeMeHn paboTsl, knaccudmkauuo MHdopMauum, KoTopas
MOXET XpaHUTbCS, a TakkKe onpeaerneHne BHYTPEHHMX CUCTEM W yCNyr, AOCTYN K KOTOPbIM aBTOPM30BaH nuuy,
paboTatolleMy B AUCTAHLMOHHOM PEXUME;

- obecneveHve nOAXOAAWMM TENEeKOMMYHMKALUMOHHBIM obopygoBaHMeM, B TOM 4ucCne cpeacTsamu
ob6ecneyveHns 6e30MacHOCTM yaaneHHoro AocTyna;

- dmanyeckyro 6e30nacHoOCTb;

- NpaBura 1 PyKOBOACTBA B OTHOLLEHMM AOCTyNa YreHOB CeMbU U Apy3en kK 06opyaoBaHuio n MHdopma-

Lmm;

- obecneyeHne nogaepkM n obenyxusaHus obopyaoBaHMA U NporpammHOro obecneveHus;

- Npoueaypbl B OTHOLLEHUN PE3ePBMPOBaHNS AaHHbIX U obecneyeHns HenpepbIBHOCTM AEATENbHOCTY;

- ayauT U MOHWUTOPUHT B6e3onacHocCTw;

-aHHYNMpOBaHWe MONIHOMOYMI, OTMEHY MpaB AOCTyna v Bo3BpalleHne obopynoBaHus B criyyae npekpa-
LleHWs paboTbl B AUCTAHLMOHHOM peXnMe.

10 Pa3paboTtka n ob6cnyxmBaHme cuctem

10.1 Tpe6oBaHuA kK 6e3onacHOCTU CUCTEM

Llenb: obecneyenne yyeta TpeGoBaHuin Ge3omacHOCTM Npu paspaboTke MHGOPMALMOHHBIX CUCTEM. JTH
TpeboBaHUA KacalTcs WHMPACTPYKTYpbl, OW3HEC-MPUNMOXEHUA, a TakKe MPUIOXKEHUA, pa3paboTaHHbIX
nonb3osatensamu. MNpoLecckl NPOeKTUPOBaHUSA 1 BHEAPEHUA BU3HEC-NIPUINOXKEHNS UM CepBMCa MOTYT BbiTb Kpu-
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TUYHBIMW  CTOYKM 3peHus GesonacHocTn. TpeboBaHua Kk 6Ge3onacHocTn cnegyet waeHTUMUUMPOBATL WU
cornacoBblBaTb 40 pa3paboTkv MHPOPMAaLMOHHBIX CUCTEM,

Bce TpeboBaHua 6Ge3onacHocTW, BKMOYas HeobxoAuMble MeponpuaTMS MO Mepexody Ha aBapuiHbIv
pexum, cnegyeT naeHTuduumposaTbh Ha cTagun onpeerneHus 3agay NpoekTa, a Takke oboCHOBLIBATL, corna-
COBbIBaTb U AOKYMEHTMPOBaTb B pamMkax obLLero npoekra no BHeAPEHNO MHHOPMAaLMOHHON CUCTEMBI.

10.1.1 AHanu3 u cneuundmkKauma Tpe6oBaHUM 6e3onacHOCTU

Heobxoammo, 4tobbl B chopmynuposkax TpeboBaHuii GM3Heca B OTHOLLEHUM HOBbIX CUCTEM WIN yCOBEp-
LLIEHCTBOBAHUS CYLLECTBYIOLUX CUCTEM Bbinn yuTeHbl TpeboBaHns nHopmaumoHHon 6esonacHocTu. MNpu aTom
crnegyeT yuuTbiBaTb Kak BO3MOXHOCTM BCTPOEHHbIX B CUCTEMY aBTOMAaTU3MPOBAaHHbIX CPeAcTB obecneyeHus
nHdopmaumoHHon 6e3onacHOCT, Tak U HeobxoAMMOCTb MPUMEHEHUS OPraHW3aLMOHHBLIX MepOnpUATUA Mo
ynpasneHnio MHOPMaLMoHHON 6e3onacHOCTbO nnn pa3paboTky cneumarnbHbIX cpeacTs. AHanorMyHo cnepyet
NnoaxoauTb K OUEHKe MakeToB MpuKnagHbix nporpamm. Kak npaBuno, pykoBOACTBO AOIMKHO obecnedvvBatb
UCMosnb3oBaHne CepTUULMPOBaHHBIX NPOrPaMMHbIX NPOAYKTOB WM MPOAYKTOB, MPOLUEALLNX HEe3aBUCUMYLO
OLEHKY.

TpeboBaHuss 6e3onacHOCTM WM COOTBETCTBYKOLUME MEpOonpuUATMS Mo obecneveHnto MHAPOPMALIMOHHON
6e30nacHOCTN AOIMKHbl YYNUTbIBATb LIEHHOCTb MHMOPMAaLMOHHBIX aKTMBOB, MOTEHUManbHbin ylepb 6GusHecy,
KOTOpbIA MOXET CTaTb pe3ynbTaToM HeaddeKTMBHOCTM Unm oTcyTcTBua mep 6esonacHoctu, OueHka v ynpas-
neHne pvuckamy — OCHOBa Ans aHanu3a TpeboBaHui k 6e3onacHOCTU M onpeaeneHus HeobxoauMbIX Mepor-
pUSTUIA NO YNpaBneHno MHPOPMaLMOHHON 6e30MacHOCTbLH.

MnaHvpoBaHne MeponpuaTvn no obecneyveHnio MHMOPMaLMOHHON 6e30MacHOCTU Ha CTaguu MPOEKTM-
poBaHMA CUCTEMbI MO3BONSET CYLECTBEHHO CHU3WUTL 3aTpaTbl HA UX BHEAPEHWE U NoAAEPXKKY MO CPaBHEHUIO C
pa3paboTkoi COOTBETCTBYHIOLLMX MEPOMPUATUI BO BPEMS UMW NOCHE BHEOPEHUS CUCTEMBI.

10.2 Be3onacHOCTb B NpUKNagHbIX cuctemax

Llenb: npepoTtBpalleHne notepb, Moaudmkaumm Unm HenpaBuUbHOMO UCMOMb30BaHNS MOSb30BATENbCKUX
OaHHbIX B NPUKNAAHbIX CUCTEMAX.

CooTBeTCTBYIOLME MEPONPUATUSA MO 0becneveHnto MHPOPMaLMOHHON Ge3onacHOCTM, BktoYast yHKUUM
ayauTa unuM NpoOTOKONMpOBaHWE AeWCTBUW nonb3oBaTtensl, HeobxoaMmo npegycmaTpvBaTth B NPUKNAAHbIX
cucTemMax, BKIoYas NpUNoXeHusl, HanMcaHHble camuMK NoNb3oBaTeENAMU. OTU Mepbl AOMKHbI BKMOYaTh B cebsl
obecneveHne pyHKLMOHaNbLHOCTY NOATBEPXKAEHUS KOPPEKTHOCTM BBOAA, 06paboTku 1 BbIBOAA AaHHbIX.

JononHutenbHble MeponpuaTHs No obecneveHno MHPOPMaLUMOHHON 6e3onacHoCcTM MoryT noTpeboBaTbest
Onsi cucteM, KoTopble obpabaTbiBaloT MM OKasbiBalOT BO3AEWCTBUE HA BaXHble, LEHHble WUIKM KpUTU4Yeckune
aKTMBbI OpraHn3auun, 1 ux Heobxoanmo onpeaensTb Ha ocHoBe TpeboBaHMIA 6€30MacHOCTU U OLIEHKM PUCKOB.

10.2.1 NMopTBepXxXaeHNe KOPPEKTHOCTU BBOAA AaHHbIX

Heobxoammo obpalaTe 0coboe BHUMaHME Ha KOPPEKTHOCTb BXOAHbLIX AaHHbIX AN NPUKNagHbIX CUCTEM.
Mpun BBOAE GU3HEC-TPaH3aKUMI, NOCTOSHHBIX OaHHbIX (MMEHa W afapeca, KpeauTHble NUMUTbI, MaeHTUdrKaum-
OHHble HOMepa KIMMEHTOB) U Tabnuy, napameTpoB (LeHbl NPOAaX, KypChbl BamntT, CTaBKW Hanoros) criegyet npu-
MEHSITb MPOBEPKY KOPPEKTHOCTU BBOAA AN obecrneyeHns yBEPEHHOCTU B UX COOTBETCTBUM UCXOLAHBIM OAHHbBIM.
Ona aTtoro uenecoobpas3HO MpUMEHeHME CreaylLwmx MeponpusTuin no obecnedyeHno MHGpOPMaLVOHHON
6e3onacHocTu:

a) MpOBEPKM WCKMIOYEHUS OBOWHOrO BBOOA WNKU OpyrMe MNpOBEpKM BBOOA C LENbl 0OHapyXeHus
crneayroLmx owmnobok:

1) 3HayeHun, BbIXOOALLMX 32 AOMNYCTUMBbIN ONana3oH;

2) HegoNyCTUMbIX CUMBOJSIOB B NMOMAX AaHHbIX;

3) oTcyTCTBYIOLLME UNW HEMOSHbIE AAHHbIE;

4) npeBblLLEHNE BEPXHUX U HKHUX NpeaenoB o6bemMa AaHHbIX;

5) HeaBTOpPM30BaHHbIE UMW NPOTUBOPEYMBBLIE KOHTPOIbHbIE AAHHbIE;

6) nepuogmyeckMn aHanm3 (MPOCMOTP) COAEPXMMOrO KM4YeBbIX Mofen unu annoB AaHHbIX Ans
noaTBepPXAeHMs UX JOCTOBEPHOCTM M LENOCTHOCTMY;

B) CBepka TBepAblX (MeyaTHbIX) KOMWA BBOAMMBIX [AOKYMEHTOB C BBOAMMBIMM [aHHbIMM Ha npea
MET BbISIBNEHUSA NMOObIX HEABTOPU3OBAHHbLIX M3MEHEHUIN 3TUX AaHHbIX (HEO0OX0AMMO, YTOOblI BCE U3MEHEHUS BO
BBOAMMbIX JOKYMEHTaX Obinu aBTOPM30BaHbI);

r) npoueaypbl pearMpoBaHus Ha OLWMOKK, CBA3aHHbIE C NOATBEPXAEHNEM AaHHbIX;

[) npoueaypbl NPOBEPKU NpaBaononobus BBOAMMBIX AaHHbIX;

€) onpegeneHne 06513aHHOCTEN BCEX COTPYAHMKOB, BOBITEYEHHBIX B MPOLIECC BBOAA AaHHbIX.
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10.2.2 KoHTponb 06paboTkn faHHbLIX B cUcCTeMe

10.2.2.1 O6bnactu pucka

[aHHble, koTopble Gbinn BBEAEHBI NPABUMLHO, MOTYT ObITb MCKaXeHbl BCreacTBne owmbok obpaboTkun nnm
npegHamepeHHblx Aencteui. C uenblo obHapyXeHust NOAoOHbLIX WCKaXKeHun B PyHKUMM cucTtem criegyet
BKItoyaTb TpeboBaHus, obecneymBatoLime BbINOMHEHME KOHTPOMbHbLIX NpoBepok. Heobxoammo, 4tobbl AnsanH
npunoxeHui obecneynBan yBepeHHOCTb B TOM, YTO BHEAPEHbI OrpaHNYeHnsl, HanpaBeHHble Ha MUHUMN3aLUnIo
pvcKka 0TKa30B, BeAyLLMX K noTepe LieNoCTHOCTM AaHHbIX. HeobxoamMMo yunTbiBaTh, B YaCTHOCTK, CriedytoLlee:

- UCMoMb30BaHWe MecTa B Nporpammax Ans pyHkumin gobasneHns n yaaneHns GaHHbIX;

- npoueaypbl ANa NPeAoTBpaLleHns BbINOMHEHNS NMPOrpaMM B HEnpaBMIIbHOW MOCIeA0BaTENbHOCTU UMK
ee ncnonHeHus nocrne cbos Ha npeblayllemM atane obpaboTkm gaHHbIX (8.1.1);

- MCNOMnb30BaHWe KOPPEKTUPYIOWMX NporpaMM A1 BOCCTaHOBMNEHWs nocne cboeB u obecneveHns npa-
BUINbHOM 06paboTKN OAHHbIX.

10.2.2.2 lpoBepkM 1 cpeacTsa KOHTPOIs

Bbi6op HeobxoaMMbIX CPeacTB KOHTPOMS 3aBUCUT OT Xapaktepa BGu3Hec-NpunoxeHnsa n NocneacTevMn Ans
6udHeca nGOro wuckaxeHus pJaHHblX, [Mpumepbl BCTPOEHHbIX CcpedcTB obecneveHus KMHGOPMAaLMOHHOM
6e3onacHOCT MOTYT ObITh:

a) CpeAcTBa KOHTPOMS CEaHCOBOW MMM NakeTHOM o6paboTkM C Lenbilo BbIBEPKA KOHTPOMbHBIX AaH
HbIX (OCTaTKOB/KOHTPOMbHBIX CyMM) B chaiinax AaHHbIX Nocrne TPaH3aKLUMOHHbBIX OOHOBMNEHWN;

6) cpeacTBa KOHTPOMS BXOAALWMX OCTATKOB C LEMbld WX NPOBEPKM C MpeablayLUMMU  3aKpbITbIMM
ocTaTkaMmu, @ UMEHHO:

1) cpeacTBa KOHTPOMS «OT BbIMOMHEHUSI — K BbINOSTHEHUIO;
2) o6LLmMe CyMMbl UBMEHEHHbIX AaHHbIX B dhaine;
3) cpencTBa KOHTPOMS «OT MPOrpamMmbl — K Mporpamme;

B) NOATBEPXAEHMNE KOPPEKTHOCTM AaHHbIX, reHepupoBaHHbIX cuctemon (10.2.1);

r) NpOBEPKM LENOCTHOCTM MOMYYEHHbIX WU MNepeAaHHbIX AaHHbIX (NporpammHoro  obecneyeHuns)
Mexay LeHTpanbHbIM (rnaBHbIM) U yAaneHHbIM1 komnbtotepamm (10.3.3);

[) KOHTPOIbHbIE CyMMbI 3anucen u annos;

e) nposepkn Ana obecneyeHuss YBEPEHHOCTM B TOM, YTO MpUKMIagHble NpOrpaMMbl BbIMOMHAIOTCH B
HYXHOEe Bpemsi;

X) npoBepkn Ans obecneyeHWs YBEPEHHOCTU B TOM, YTO MPOrpamMmbl BbIMOMHAOTCA B NPaBMIIbHOM
nopsigke v npekpaiyatoT paboTy B cryyae oTkasa, M 4TO AanbHenwas obpaboTka npuocTaHaBnMBaeTcs A0 Tex
nop, noka npobnema He 6yaeT paspelueHa.

10.2.3 AyTeHTUdMKaLma coobLueHumn

AyTeHTndmKaumsa coobLleHnn — 3TO MeTOA, WCNonb3yeMbld Ofs OBHapyXeHWs HeaBTOPU30BaHHbIX
M3MEHEHUI NN NOBPEXOEHUNA COAepXaHusi nepedaHHOro dNEeKTPOHHOro coobueHusi, AyTeHTudurkaums coob-
LeHWn MoXeT OblTb peanu3oBaHa Kak annapaTtHbIM, Tak U MPOrpaMmHbIM NyTeM B OM3NYECKOM YCTPOWCTBE
ayTeHTUdUKaLmm coobLLeHnin Unu B NpOrpaMmmMHOM anroputMme.

AyTeHTudmKaumo coobleHnii Heobxoanmo Mcnonb3oBaTh AN GU3HEC-NPUNOXeHWA, rae OomkHa ObiTb
obecneveHa 3awmTa LenoCTHOCTM COAepXKaHns COOBLLIEHNIA, HanprYMep NpU ANEKTPOHHBLIX NepeBodax AeHEXHbIX
cpeacTB, nepecbinke cneunguKkauun, KOHTPaKTOB, KOMMEPYECKMX MPEearioKeHWN W MpoYux [OKYMEHTOB,
UMELLMX GOMbLUYIO BaXXHOCTb, NN APYrUX NOAOOHBLIX 3MNEKTPOHHbIX 0OMEHOB AaHHbIMKU. YTOGLI onpenenuTb,
TpebyeTca nu ayTeHTUdMKaLmsa coobLleHnin, Heo6XoAMMO BbIMOSHATL OLEHKY PUCKOB 6e30MacHOCTM 1 BblibupaTb
Hanbonee NOAXOAALLMIN METOA ee peanm3aumm,

AyTeHTudmMKauma coobLUeHNn He MpeAHas3HaveHa ANS 3aluTbl COAepXaHust coobLueHns OT Hemnpaso-
MOYHOTO €ro packpblTvs. [ns 3Ton uenu npu ayTeHTudmKaumm coobLleHnii MoryT NCnonb3oBaTbCsa KpunTorpa-
dpunyeckne metoabl (10.3.2 1 10.3.3).

10.2.4 NMoaTrBepxaeHMe KOPPEKTHOCTM AaHHbIX BbiBOAa

[aHHble, BbIBOAMMbIE M3 NMPUKNAAHOW CUCTEMbl, HEOBXOAMMO NPOBEPATb Ha KOPPEKTHOCTb, YTOObI 0bec-
neynBaTb YBEPEHHOCTb B TOM, YTO 06paboTka mHdOpmauMu BbIMOMHEHa npaBunbHO. Kak npaBuno, cuctembl
MOCTPOEHbI Ha MPEeAnockInke, YTO NPU HanMyMM COOTBETCTBYIOLLMX NMOATBEPXKAEHUA KOPPEKTHOCTU, NPOBEPOK M
TeCTMpOBaHWA BbIBOAUMbIE AaHHble ByayT Bceraa npasunbHbl, Ho 370 He Bcerga Tak. MNoateepxaeHne Koppek-
THOCTW AaHHbIX BbIBOAA MOXET BKMtoYaTh:

- MPOBepPKM Ha NpaBaonodobue C Lenbio onpeaeneHuns, ABNSI0TCA MU BbIXOAHbIE AaHHbIE NPUEMIEMbIMU;

- MPOBEPKM KOHTPOSIbHBLIX CHETYMKOB Ha NpeaMeT yAO0CTOBEPEHWS, YTO BCe AaHHble Oblny obpaboTaHbl;

- obecneyeHne OOCTaATOYHONM WHpopMauLMu ANs nomyyaTens pe3ynbTaToB BblBOAA WNW MocregytoLlen
cucTembl 06paboTkM, YTOObLI OonpeaennTb KOPPEKTHOCTb, 3aKOHYEHHOCTb, TOYHOCTb W Kraccudmkaumio MHAOop-
Mauuu;
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- npouenypbl NoO BbIMOJIHEHUIO TECTOB Ha nNoATBepXXAeHWe BbiIBOOMUMbIX OaHHbIX;
- onpegerneHne 06s3aHHOCTEN BCeX COTPYyAHUKOB, BOBJIEYE€HHbIX B Npouecc BbiBOAA OaHHbIX.

10.3 Mepbl 3awmuTbl MHPOPMaLIMN, CBA3aHHbIE C UCMOJNIb3OBaHNEM Kpuntorpadpun

Llenb: 3awuTta KoHpUAEHUManbHOCTU, ayTEHTUYHOCTM UK LeNOCTHOCTY MHAOpMaLnK.
KpunTorpaduyeckue cuctembl U MeTOAbI CrieayeT UCNonNb30BaTh ANs 3aluUTbl KOHOUAEHLNANBHON
UHdOpMauuun, Korga apyrue cpeacrsa KOHTpPons He obecneynBaloT agekBaTHON 3aLmTbl.

10.3.1 MonuTuka B OTHOLUEHMU UCNONb30BaHUsA Kpuntorpadum

PelueHnss OTHOCMTENbHO NPUMEHEHWUs KpunTorpadunyecknx Mep 3awuTbl criegyeT paccMaTpusaTtbh B
pamkax Gonee obLiero npouecca OLEHKM PUCKOB W Bblibopa MeponpuaTun no obecneyeHnto NHPOPMaLMOHHON
6esonacHocTn. [Ina onpeaeneHns HeOOGXOAMMOrO YpPOBHS 3aliMTbl MHGOPMauMn cnegyeT NPOBOAWTH OLIEHKY
pYCKOB, KOTOPas AOMKHa MCNONb30BaTbCA ANS OnpedereHust Toro, ABnseTcs nNv Kpuntorpaduyeckoe CpeacTBo
NnoaxoAsLmnM, Kako Tun cpedcTB HeOB6XOAMM, C KakoW Lenbio M B OTHOLUEHUWM Kaknx OW3Hec-npoLeccoB ero
crnegyeT NPUMEHSTb.

B opraHu3dauun cnegyet paspaboTatb NOAUTUKY MCNOMb30BaHWS KpunTorpaduyecknx CpeacTts 3aluTbl
uHdopmMauum. Takas nonutuka Heobxoguma, 4TOObl MakCMMU3MpOBaTb MpPeuMyLlecTBa M MUHUMU3NPOBAaTL
PUCKKN, CBA3aHHblIE C MCNOMb30BaHWEM KpunTorpadunyeckmx cpeacTs, a Tawke usbexarb HeadekBaTHOro Wnu
HenpaBWMbHOIO MX UCMONb30BaHWs. [Npy 3ToM Heob6XOAMMO ONpeaennuTL:

a) MeToaMKy WCMOoNb30BaHMA KpunTorpacmyeckux CpeacTB B OpraHusauwmv, BKoYas obwwme npuH
Lynbl, B COOTBETCTBUM C KOTOPbIMU CriedyeT 3awmilate CrnyxebHyto nHdopmaumio;

6) NMpUHUMNbI YNpaBreHUs KnioYamu, BKIOYas METOAbl BOCCTAHOBMEHWUS 3awmdpoBaHHOM UHAOP
Mauuu B criydae notepu, KOMNpoOMeTaLmmn Uim NOBPEXAeHWs KIoYven;

B) ponun 1 0643aHHOCTU JOMKHOCTHBIX MUL, 3a:

1) peanusauuo NONUTUKN;
2) ynpaBneHue Knoyamu;

I) COOTBETCTBYIOLLMI YPOBEHb KPUNTOrpacpnyeckomn 3alumTbl Ans pasnuyHbIX 4aHHbIX;

[O) nepevyeHb MeponpuATMI, KOTopble [AOMmMKHbl obecneynBatb 9PEHEKTUBHOCTL BHEOPEHUS MeETO
AOB KPUNTO3aLLMTbl B OpraHM3aumu.

10.3.2 lncdpoBaHue

LLndpposaHne — aT0 kpunTOorpaddMyeckuin MeTof, KOTOpbIA MOXEeT ucnonb3oBaTbCca AN obecneveHus
3aLMTbl KOHPUAEHUNANBHOW, BaXKHOW MU KPUTUYHOW UHGOpMaLnK.

Ha ocHoBe OLeHKM pMCKOB HEOOXOAMMO onpeaendTb Tpebyembll ypoBEHb 3alLuThbl, NPUHUMAas BO BHUMA-
HVe TUM N Ka4YeCTBO MCMOSb3YEMOro anropuTma LWMMPOoBaHUS, a TaKkKe ANIMHY KPUNTOrpaduyecknx Koyen.

Mpu paspaboTke MONUTUKM MCMONb3OBaHWUA KpUNTorpaduyeckmx CpeacTs HeobxoAMMO yunTbiBaTb Tpe-
GoBaHMA 3akoHOOATENbCTBA WM OrPaHUYEHUsi, KOTOPble MOryT MPUMEHSATLCA B OTHOLUEHWW MWCMOMNb30BaHWA
KpunTorpacpuyecknx MeTodoB B pasHbiX CTpaHax, a Takke BOMPOCHI, Kacawlmecs obbema notoka 3almdpo-
BaHHOW MHdopmaummn, nepegaBaemMoi Yepes rpaHuLbl rocyaapcTs. Kpome Toro, cnegyeT yuntbiBaTe TpeboBaHWs
3aKoHo4aTenbCTBa B OTHOLLUEHUW 3KCMopTa M MMNopTa Kpuntorpagudecknx TexHonorun (12.1.6).

Onsa onpegeneHns HeobxoAMMOro ypoBHS 3alumMTbl MHopMaumMK, Beibopa NOaXOAsAWMX CPEACTB U MeTo-
OOB 3alunThbl, KOTOpble AOMKHbLI obecneuynsBaTb TpebyeMbii ypOBEHb 3alUMThbl U peanu3auun 6e3onacHbIX Crno-
coboB ynpaBneHus knwoyamu, LenecoobpasHo KOHCynbTMpoBaTbcs co cneumanuctamu (10.3.5). Kpome Toro,
MOXeT noTpeboBaTbCA KOHCYMNbTaLUs HOpUCTa OTHOCMTENbHO 3aKOHOB U HOPMAaTUBHbLIX aKTOB, KOTOpble MOryT
ObITb MPYMEHNMBI B Crly4ae npeanonaraemMoro Ncrnonb3oBaHUS opraHnsauven MeTogoB 1 CpeacTs LWndpoBaHms.

10.3.3 UudpoBbie nognucu

Lincdposble nognucu obecneumsaroT 3awmTty ayTeHTUdMKaLMM 1 LENOCTHOCTU 3MEKTPOHHbIX AOKYMEHTOB.

Hanpvmep, aneKkTpoHHbIe NOANMCM MOTYT MCMONb30BaTLCHA MPU 3MEKTPOHHOW TOProBrne, rAe ecrtb Heob-
XOOMMOCTb B KOHTPOSle C Lenbio yOAOCTOBEPUTLCH, KTO NOANMCAn 3MEeKTPOHHBIA JAOKYMEHT, a Takke npoBepke,
ObINo N copepxaHne NOANNCaHHOIo AOKYMEHTa U3MEHEHO.

Lindposblie noanvcu MoryT NpUMEHsTbCa Ana nobor hopmbl AokymeHTa, obpabaTbiBaeMoro anekTpoH-
HbIM Cnocobom, Hanpumep, NP NOANUCK SMNEKTPOHHbLIX NNaTexemn, AeHEXHbIX NepeBoaoB, KOHTPAKTOB W corna-
weHnn. Lndposble nognucu moryT ObiTb peanu3oBaHbl MPW WCMOMb30BaHUWM KpunTorpadmnyeckoro MeToAa,
OCHOBbIBAILLLEroCs Ha OJHO3HAYHO CBA3aHHOW Nnape KIoYew, rae OOuH KoY UCMonb3yeTcs Ans co3gaHus nog-
NUCK (CEKPETHBIA/MUYHBIN KIOY), @ ApYro — AN NPOBEPKM Noanncy (OTKPLITBIA KItoY).

Heobxogmmo ¢ ocoboli TwaTtensHOCTb0 obecneunBaTe KOHPUAEHUMANBLHOCTb NINYHOMO KitoYa, KOTOPbI
crnegyeT XpaHUTb B CeKpeTe, Tak Kak 1nobon nmerowmii K Hemy JOCTYN MOXET NOANUCLIBaTb AOKYMEHTHI (nnaTte-
XM, KOHTPaKTbl), TeM cambiM hanbcndmumpys noanuce Bragensua knoyva. Kpome Toro, oveHb BaxkHa 3alyurta
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LLeNoCTHOCTU OTKPLITOrO Krto4va, koTopas obecnevmBaeTcs Npy UCMONb30BaHUN cepTudmKaTa OTKPbITOrO Kroya
(10.3.5).

CnepyeT yaensiTb BHMMaHve BbIGOpY TvNa 1 Ka4ecTBY UCNOMb3yeMOoro anroputma noanucy 1 AnvHe Ko-
yer. Heobxoammo, 4To6bI KpunTorpaduyeckne Krn4um, ncnonbdyemble Ans undpoBbIX NOANNCEN, OTNNYaNUCL OT
TeX, KOTopble ncnonb3ytTea Ansg wudgposaHus (10.3.2),

Mpu ncnonb3oBaHun UMGPOBBLIX MNOANUCEN, HEOOXOAMMO y4yuTbiBaTb TpeboBaHWA BCEX AENCTBYHOLLMX
3aKOHOAATENbLCTB, OMPeAenslLWnX YCoBUSA, MPU KOTOPbIX LMEPOBas MOANUCH MMEET HPUAMNYECKYIO Cumy.
Hanpumep, npu 9nNeKkTPOHHOW TOProBre BaXHO 3HaTb HOPUAMYECKMW cTaTyCc uudpoBbiX nognucen, MoxeT
notpeboBaTbCs HanuumMe crneumanbHbIX KOHTPAKTOB WMNW APYrMX COrfawleHuin, 4Tobbl noadepxuBaTb MCMOSb-
30BaHMe UMAPOBLIX MOAMMCEN B Criydasx, KOrga 3aKoHOO4ATeNnbCTBO B OTHOLUEHWMM LMdpoBbIX noanucen
HepocTaTouHO pa3BuTo. Heobxoaumo BOCMONb30BaTbCS KOHCYfMbTauMen opucTa B OTHOLLEHWU 3aKOHOB U HOp-
MaTUBHbIX aKTOB, KOTOpble MOryT ObiTb MPUMEHWMbIMX B OTHOLUEHUW MpPeArnonaraeMoro MCrnonb3oBaHus
opraHu3aumen LmdpoBbIX NOANUCEN.

10.3.4 CepBMCbI HEOCNOPUMOCTH

CepBuCbl HEOCMOPMMOCTM CrneayeT UCNoMNb30BaTh TaMm, rAe MoXeT TpeboBaTbCs pelaTtb CNopbl O HANMMYMK
UM OTCYTCTBUM COBBLITUS MNWU AEVCTBUS, Hanpumep Crnop MO WCNONb30BaHWIO LMMPOBOM MOAMUCU HA 3nek-
TPOHHOM KOHTpakTe wnu nnatexe. [JaHHble cepBUCbl MOTYT MOMOYb [OKa3aTb, UMEN NN MEeCTO KOHKPETHbIN
cryyan unu gevcteme, Hanpumep OTKas B OTCbISIKE MHCTPYKLMMW, NOANUCaHHOW LMdPOBOW NMOAMUCHIO, NO 3MeK-
TPOHHOW MoYTe. TN CepBUCbI OCHOBLIBAOTCH HA MCMOMb30BaHUM METOAO0B WKNdPOBAHUS 1 LIMGPOBON NOANUCH
(10.3.2 1 10.3.3).

10.3.5 YnpaBneHue knwo4yamu

10.3.5.1 3awmTa kpuntorpadnyecknx Knoyen

YnpaBneHve KpuntorpauyeckuMmun Krnoyamm BadkHO Ans 3PEEKTUBHOrO MCMNonb3oBaHUSA Kpuntorpadum-
YeCcKux cpeacTs.

Jlobas komnpomeTaums MM noTeps KpunTorpacuyecKkux Krven MOXeT MpUBECTM K KoMmnpomeTauun
KOH(pMAEHUManbHOCTN, NOANIMHHOCTM U/UNMn LEenocTHOCTU nHdopmaummn. CriegyeT NPUMEHSITb CMCTEMY 3aLLMThl
Ans obecneyeHns NCNonNb3oBaHWA OpraHn3aumei Crnegyowmx Kpuntorpauyecknx MeTohoB:

- MeTOAbl B OTHOLLUEHUWN CEKPETHbIX KNtoyen, rae Ase unv 6onee CTOPOHbI COBMECTHO MCMOMb3YIOT OAWH U
TOT Xe KoY, 1 3TOT KNoY MPUMEHSeTCs Kak Ans wudposaHus, Tak u gelumdgpoBaHns nHdopmaumm. 3TOT Koy
AOIKEH XPaHWUTBCA B CeKpeTe, Tak Kak mnobon, umerowmin AOCTyN K 3TOMY Krlovy, MOXeT AelwmndpoBaTb BCHO
nHdopmaumio, 3aMdpPOBaHHYHO C MOMOLLLbIO 3TOFO KIoYa, U BBECTM HeaBTOPU3OBaHHYI0 MHOpPMaLMIO;

- MeToAbl B OTHOLUEHWN OTKPbITbIX KIOYeW, rae Kaxabli nonb3oBaTefls MMeeT napy Kioyemn, OTKPbIThINA
KMoy (KOTOPbIN MOXET BbITb NokasaH NboMy) 1 NNYHBIA KoY (KOTOPLIA JOMKEH XpaHUTLCS B cekpeTte), MeTo-
Obl C OTKPbITBIMW KIKOYaMn MOryT Mcnomnb3oBaTtbes Ans wudposaHna (10.3.2) n anda reHepaunm UMdpPOBbIX
nognucen (10.3.3).

Kntoun HeobxoanMmo 3alumiiaTte OT M3MEHEHWUS U pa3pyLUeHUs, a8 CEKPETHbIM U NNYHBIM Krto4am HeobXxo-
AvMa 3almTa OT HeaBTOpPM30BaHHOro packpbiTud. Kpuntorpadwuyeckne metogbl MOTyT Takke MCNonb30BaTbCA
ans aton uenun. ®nsmyeckyo 3awmTy cnegyeTt NpUMMEHATb AN 3awmTbl 060pyAOBaHUs, UCMONb3yemMoro Ans
N3roTOBMIEHNS, XPAHEHUSI U apXMBUPOBAHMNSA KITOYEN.

10.3.5.2 Cnoco6bl, npoueaypbl U MeTogbl 3aLmUThbl KpUMTOrpadoMyeckux Kroyen

Heobxogmmo, 4tobbl cuctema obecneveHnss 6e30nacHOCTM MCMONb30BaHMA KMOYel OCHOBbIBanachb Ha
cornacosaHun cnocobos, npoueayp 1 6e3onacHeIX METO40B ANS:

- reHepaumm KmoyYen npu 1Cnonb3oBaHUM PasfNYHbIX KpUNTOrpaddnyeckmx CUCTEM U PasfinyHbIX NpuIo-
XKEHWUI;

- reHepauuy 1 NonyyeHus cepTUdUKaToB OTKPbITbIX KIOYen;

- pacchbinkn Knoyen npegHas3HayYeHHbIM MONb30BaTENsAM, BKMOYAs MHCTPYKUMM MO MX akTMBauuMu npu
nonyyeHuu;

- XpaHeHus Kno4en; Npn 3ToM HeobxoaMMO HanMume MHCTPYKLMU aBTOPU3OBaHHBIM MOMb3oBaTensm Ans
nonyyYeHus AoCTyna K Krnoyam;

- CMeHbl N1 o6HOBMNEHNS KITHOYen, BKMIOYas Nnpasunia nopsiAaka u CPOKOB CMEHbI KIOYEN;

- nopsigka AeNCTBUIA B OTHOLLEHUW CKOMMPOMETUPOBAHHbIX KITHOYen;

- @HHYNMPOBaHUS KIOYEN, B TOM Yncre Cnocobbl aHHYNMPOBaHMSA UMK Ae3aKTUBaLMKM KIMYen, ecrn Krn4ym
ObINVM CKOMNPOMETUPOBaHbI UMW NOMb30BaTeNb YBONUIICSA M3 OpraHusauuy (B 3TOM cryyae KnoyyM Heobxoanmo
apxvBupoBaThb);

- BOCCTAHOBIIEHNS KIlOYelr, KOTopble Oblnn yTepsiHbl UM UCMOPYeHb!, Afs paccekpeynBaHusa 3almdpo-
BaHHOW MHopMaLmu;

- apXvBMPOBaHWSA KIYel, Hanpumep Ans apXMBMPOBaHHOW UM pe3epBHON MHdOpMaLmK;

- paspyLUeHns KIioyen;
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- peructpauum n ayauta AefcTBuIN, CBA3aHHbIX C yNPaBneHneM Krovamu.

Onsa ymeHblUeHNs BEPOSITHOCTM KOMMpOMeTauum Heobxoammo, Y4Tobbl KMoun nmenu onpegeneHHble Aatbl
aKTMBM3auMn 1 aesakTveaumu, 4tobbl X MOXHO ObINo Gbl MCNOMbL30BaTb B TEYEHWE OrpaHUYEHHOro nepuopa
BPEMEHM, KOTOPbIA 3aBUCUT OT OBCTOSATENLCTB UCMOMb30BaHWUSA KpunTorpauyeckmx Cpeacts, KOHTPONS u oT
CTeneHn pucka packpbITUa MHOpMaLmK.

MoxeT noTpeboBaTbcsa Hanuuue npoueayp o6paboTku PUANYECKMX 3anpoCcoB, KacaloLMXCcs A0CTyna K
KpunTorpauyecknum Krovam, Hanpvumep, 4ToObl 3awmvdpoBaHHad vHdOpMauMs ctana AOCTYMNHOW B Hesa-
LwnposaHHoON hopme N5 AoKa3aTeNnbCTB B Cyae.

B pononHeHne k Bonpocy 6e30MacHOCTV YNpaBrieHUst CEKPETHbIMM U JINYHBIMW KNoYamn Heobxoammo
yunTbiBaTb HeobxoAMMOCTb obecneyeHus 3awmTbl OTKPbITbIX Kmtoyen. CyllecTByeT yrposa nogaernbiBaHus
LMdpoBOM NOAMNMUCKU M 3aMeHbl OTKPBITOrO Krkoya nonb3oBaTens cBoum. JTa npobnemMa peluaeTcsi C MOMOLLbIO
ceptTudmkata OTKpbITbIX Ktoyen. CepTudmkaTbl HEOOXOAMMO WM3rOTOBMAATbL TakMM CMOCOGOM, KOTOPbIN OAHO-
3Ha4yHO cBA3bIBan Obl MHGOPMaUMIO, OTHOCALLYIOCS K Bnagenbuy napbl OTKPbITOrO/CEKPEeTHOro Krouew, C
OTKPbITbIM Krto4oM. [Mo3TOMy BaxHO, 4YTOObI MpoLeccy yrnpaBrneHusi, B pamkax KOTOporo ¢hopMupyloTcs 9Tu
cepTudmKaTbl, MOXHO BbINo AOBEPSATb. ATOT NpoLecC 06bIYHO BBINOMHAETCA OpraHoM cepTudurKaLmmn, KOTopbi
AomkeH ObiTb  MPU3HaAHHOW  OpraHusaumen, pyKOBOACTBYIOLIENCH COOTBETCTBYOLMMW nNpasBunamu  wu
npoueaypamv MHopMaLMoHHON Ge3onacHocT anga obecneyeHnst Tpebyemoin cTeneHn JoBepUs K HEMY.

Heobxogmmo, 4TOGbI cogepaHuWe COrfaleHWn C BHEWHMMW MOCTaBLiMKaMU  KpunTorpaduyeckmx
cpencTs, Hampumep C OpraHoM cepTudwukaumm, BKYano TpeboBaHWMA MO OTBETCTBEHHOCTW, HALEXHOCTU
CPeAcCTB U BPEMEHW pearvpoBaHns Ha 3anpockl Mo Ux NpeaocTaBnexHnio (4.2.2).

10.4 Be3onacHOCTb CUCTEMHbIX hannos

Llenb: obecneveHne mopepHM3aLmMn MHPOPMALMOHHBIX CUCTEM U AENCTBUIA MO MX noadepxke Gesonac-
HbIM cnocobom.

B npouecce akcnnyatauum GU3HEC-NMPUNOXEHUA HEOBXOOUMO KOHTPONMpOBaTb AOCTYM K CUCTEMHbLIM
dannam.

Monb3oBatenn unu paspaboTymkK, KOTOPbIM MPUHAANEXUT MNpUKNagHas cuctema unu nporpammHoe
obecneveHne, JOMKHbI ObITb OTBETCTBEHHLIMU 38 LIEMOCTHOCTb CUCTEMBI.

10.4.1 KoHTponb nporpaMmHoOro o6ecne4yeHus, HaxoAsALErocs B NPOMbILLUNIEHHOW 3KCNyaTauum

Heobxogumo obecneunBaTb KOHTPONb 3a MPOLIECCOM BHEAPEHUs MporpammHoro obecneyeHus B Mpo-
MbILLUIIEHHYO 3KcnnyaTauuo. YTobbl CBECTM K MUHUMYMY PUCK MOBPEXOEHMSI CUCTEM, HaxoOALMXCS B Mpo-
MbILLUIIEHHON 3KCMyaTaumu, uenecoobpasHo Mcnonb3oBaTb cregylowme Meponpusatua no obecneyeHuio
MHopMaLmnoHHON 6e3onacHoOCTuU:

- obHOBNEHNe GUOBNMOTEK Mporpamm crefyeT BbIMOMHSATL TONbKO Has3Ha4YeHHOMY creuuanucty — 6mnb-
NMoTeKapro Npy COOTBETCTBYIOLLIEN aBTOpMU3aLMmn ero o6s3aHHocTeln pykosoacTteom (10.4.3);

- MO BO3MOXHOCTU, CUCTEMbI, HAXOAALMECS B NMPOMbILLNEHHON 3KCMyaTaLuun, AOMKHbI COCTOATbL TOMbKO
13 UCNOMHUMbIX NPOrPaMMHbIX KOAOB;

- UCMOMNHAEMyI0 NporpaMmMy He cregyeT BHEAPSATb B NMPOMBILLINEHHYIO 9KChnyaTauuio o Tex nop, noka He
nonyyeHbl NOATBEPXKAEHNS €€ YCMEeLHOro TECTUPOBaHWSA U NPUHATUSA NOnb3oBaTensamMn, a Takke He 0OHOBMEHbI
COOTBETCTBYHOLLME BUBNNOTEKN NCXOOHBIX TEKCTOB NPOrpamm;

- Heobxoammo, 4TOObI XXypHan ayguta peructpupoBan Bce OOHOBNeHWst Gubnmnotek nporpaMmm, Haxoas-
LLMXCS B NPOMBbILLUIIEHHON 3KCMyaTauuu;

- NpeabiayLLMe Bepcum NporpaMMHoOro obecneveHns crieyet COXpaHaTb A4S BOCCTAHOBMEHNUS CUCTEMBI B
crnyyae HenpeaBuaeHHbIX OOCTOSATENLCTB.

Heobxogumo, 4Tobbl nporpammHoe obecneyeHue, WUCMONb3yemMoe B MPOMbILLIIEHHOW 3Kchnyatauum,
NnoAaepXKMBanocb Ha ypoBHe, 3adaHHOM paspaboTuukom. lMpu nbom pelueHnM NpoBecTn OBGHOBNEHUE [0
YPOBHS1 HOBOW Bepcuu crnegyeT NpvHUMaTh BO BHUMaHWe 6e3onacHOCTb JaHHOW BEPCUM: KaKMe HOBblEe (DYHKLM-
OHanbHble BO3MOXHOCTU obecneyeHnss MHOpMaLMOHHON 6e30MacHOCTU OHa MMEET MIU UMEKDTCS N Cepbes-
Hble npobnembl obecneyveHnss Ge3onacHOCTW, CBsA3aHHble C 3ToW Bepcuen. LlenecoobpasHo mcnonb3oBaTb
nporpaMMHble MmoamdurKaumm (Natym), eCnNmn OHN MOTYT 3aKPbITb UMW CHU3UTL Yrpo3bl 6e30NacHOCTW.

Dur3nyeckun unu normvecknii JOCTyn NpeaocTaBnsaeTcs nocraswukaM (paspaboTymkam), No mepe Heob-
XOAMMOCTM, TONBbKO ANSA NOAAEPXKKN NPOrpaMMHOro obecnevyeHns Npyu Hanmummn paspelueHns pykosoacTaa. [Npu
3TOM OENCTBMSA NOCTaBLUuKa (pa3paboTymka) 4OMMKHbI KOHTPONMPOBATLCS.

10.4.2 3awuTa TeCTOBbIX AaHHbIX

[aHHble TecTUpoBaHWsA criegyeT 3awmiatb U KOHTPONMPOBaTh. [1ns OCyLLEeCTBMNEHUS CUCTEMHOIO U Npu-
€MOYHOro TecTupoBaHusa TPebyloTcsa CylleCTBeHHble 06beMbl TECTOBbIX AaHHbIX, KOTOpblE MakCUMaribHO npu-
GnwxkeHbl K onepauvMoHHbIM AaHHbiM. CnepyeT wmsberaTb wMcnonb3oBaHus 6a3 AaHHbIX, Haxo4sLWMXCS B
NPOMBILLIIEHHON JKCMnyaTauumn 1 cogepxaiymx nNnyHyo nHdopmauuo. Ecnmn takas nHdpopmaumnsa tpebyetca
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Onsi TECTUPOBaHWs, TO Nepen MCNonb30BaHNEM criefyeT yaanuTb NUYHYK MHdopMaumio (genepcoHnduumpo-
BaTb ee). [Ins 3awnTbl ONepauMoHHbIX OaHHbIX, KOrda OHW UCMONb3YHTCS AN Lenen TecTMpoBaHus, Heobxo-
OVIMO NMPUMEHATb CneaylolimMe MeponpuaTus no obecnevyeHno nHopmauoHHoN 6e3onacHoCTH:

- npoueaypbl KOHTPONSA AOCTyna, NpUMeEHAeMbIe Anst NPUKNaAHbIX CUCTEM, HAXOASLIMXCS B MPOMBbILIMEH
HOW 3KcnnyaTauun, cnegyeT Takke MPUMEHSITb U K NPUKNaaHbLIM CUCTEMaM B Cpefie TECTUPOBAHWS;

- MPU KaXOOM KOMMPOBAHUM OMEPaUMOHHON MHOPMauMn ONis NPUKNagHOMW CUCTEMbl TECTMPOBAHUS
npegycMmaTpvBaTh aBTOPU3aLMIO 3TUX OENCTBUN;

- nocrne TOro, Kak TeCTMpOBaHWE 3aBEepLUEHO, OMNepauMoHHYI0 MHAOPMaUMIO creayeT HEMeANneHHO yaa-
NUTb N3 NPUKNaAHOWN CUCTEMbI Cpefbl TECTUPOBAHUS;

- KONMUPOBaHWE U UCMOSNb30BaHME ONEPaLMOHHON MHAOpMaLMKM HEOOXOAMMO PEerucTpMpoBaThb B XypHarne
ayauTa.

10.4.3 KoHTponb goctyna kK 6MbnMoTekam MCXoAHbIX TEKCTOB NpPOrpamMmm

[Ns CHWKEHNSA pucka UCKaXKeHUS KOMMbIOTEPHBLIX NporpaMMm Heobxoaumo obecneyvBaTb CTPOTMA KOH-
Tponb Aoctyna k Gubnmnotekam NCXOAHbIX TEKCTOB NPOrpaMm, Ang Yero:

- M0 BO3MOXXHOCTU, UCXOAHbIE BUBNMOTEKN NporpaMm crieQyeT XpaHUTb OTAENbHO OT BGU3HEC-NPUNOXEHWUN,
HaxXOAsALLMXCS B MPOMBbILLNEHHON 3KCnnyaTauuu;

- HasHayaTb crneumanucrta — 6ubnuoTekaps NporpamMm Ans Kaxaoro GusHec-NPUNOXeHUs;

- nepcoHany noaaepXku WUHPOPMALMOHHBLIX TEXHOMOMMN He criefyeT MPefocTaBnsATb HeOrpaHWYEHHbIN
OOCTYN K UCXOAHbIM BMbnunoTekam nporpamm;

- Mporpammebl, HaxoasLMecs B npouecce pa3paboTku Unn TeKyLero obCnyxmBaHus, He criefyeT XpaHuTb
B OMGnmnoTekax c MCXO4HBIMU TEKCTaMM NPOrpamMm, HaXoOALUMXCS B MPOMbILLIIEHHON 3KCnyaTaumu;

- obHoBneHne BnbnMoTek 1 obecneyeHne NPOrpaMMUCTOB UCXOLOHBIMU TEKCTaMU crieyeT OCyLLeCTBNATb
TONbKO HAa3HaAYeHHOMY creuuanucty — OubnuoTekapio Mocrne asTopu3aumu, MOJYYEHHOW OT MeHeoXxepa,
OTBeYaroLero 3a NoaaepKKy KOHKPETHOrO BU3HEC-MPUNOXKEHMS;

- IMCTUHIM NpOorpamMm crnegyeT XpaHutb B 6e3onacHom mecte (8.6.4);

- cneayeT BECTW XypHan ayauTa Ans Bcex A0CTYNOB K UCXOAHbIM 6ubnuoTtekam;

- cTapble BEpPCUMM UCXOOHBLIX TEKCTOB HEOOXOAMMO apXMBMPOBATb C yKa3aHMEM TOYHbLIX AaT U BPEMEHW,
Korga OHWM HaxXOAMINCh B MPOMBILLNIEHHON 3KCMnyaTaumm, BMECTE CO BCEM NPOrpaMMHbIM obecnedeHnemM noga-
OEPXKM, yNpaBreHns 3agaHusaMuy, onpeaeneHmsamMm AaHHbIX 1 npouedypamu;

- MOJAEPXKY U KONMpPOBaHME MCXOOHbIX OMbNunoTek cnegyeT NpoBOAUTL MO CTPOTMM KOHTPOSEM C LiENbIo
npenoTBpaLLeHNsi BHECEHUS HEABTOPU30BaHHbIX N3MeHeHui (10.4.1).

10.5 Be3onacHocTb B npoueccax pa3paboTKu 1 NoaaepKKu

Llenb: nogaepxaHne 6e30nacHOCTV NpUKNagHbIX CUCTEM M MHAOpMaLMK.

MeHemxepbl, OTBETCTBEHHbIE 3@ MPUKIAOHbIE CUCTEMBI, OOJPKHbI ObiTb OTBETCTBEHHBIMM U 3a Gesonac-
HOCTb Cpefbl NPOEKTUPOBAHMSA UnK noaaepxkn. OHW AOMKHbI MPOBOAMTL aHanM3 BCEX MPEeasioXeHHbIX U3Me-
HEHUA CUCTEeMbl M MCKIYaTb BO3MOXHOCTb KOMMpomeTauum 6e30nacHOCTM Kak CUCTeMbl, Tak U cpeabl
NPOMBILLMIEHHOW 3KCMyaTauuun.

10.5.1 Mpouenypbl KOHTPONA U3MEHEeHUN

YT10Obl CBECTM K MUHUMYMY MOBPEXAEHNS MH(POPMALIMOHHBIX CUCTEM, CNiedyeT CTPOro KOHTPONMpoBaTb
BHEJPEHNE W3MEHEHUI — CTPOro NpuaepxmBaTtbcsi opmManu3oBaHHbIX npouenyp obecneyeHus MHdgopma-
LMOHHOM 6€e30MacHOCTW; OCYLLECTBMNATb KOHTPOMNb 3a BO3MOXHOW KOMMpOMETaUMen camux npoueayp; npo-
rpaMMucTaM, OTBeYalLWUM 3a MOAAEPXKKY, NPefoCTaBnATb AOCTYN TOMbKO K TEM YacTsM CUCTEMbI, KOTOpble
HeobxoauMMbl Ans ux paboTbl; obecneynBatb hopmanusaumio 1 ogobpeHne CoOTBETCTBYHOLLMM PYKOBOACTBOM
BCEX U3MEHEHWIN. /I3MeHeHMs B NpUKNagHOM NporpaMMHOM oB6ecrnedeHny MoryT NOBNUSITb Ha MHPOPMAaLIMOHHYHO
6e3onacHOCTb UCMONb3yeMbix OU3HecC-NpunoXeHun, Tam, rae 3To BO3MOXHO, crnegyeT o6beauHAaTb Mepbl Mo
obecneveHnto  MHOPMaLMOHHON ©6e30nacHOCTU  UCNOMb3yeMbIX OU3HEC-MPUNOXEHUA WU WU3MEHEHUA B
npuknagHbix nporpammax (3.1.2). HeobxoammMo, 4To6bl 3TOT NpOLLEeCcC BKIoYar:

- obecneyeHne NPOTOKONUPOBaHUSI COMMacoBaHHbIX YPOBHEWN aBTOpU3aLny;

- obecneyeHne yBepeHHOCTM B TOM, YTO 3anpocbl HA U3MEHEHUSI UCXOOAT OT aBTOPU30BaHHbLIX COOTBET-
CTByOLMM 06pa3om nonb3oBartenew;

- aHanuM3 mMep WHdOpPMaUMOHHON Ge3onacHocTy M npoueayp, obecneunBaoLLmMX LENOCTHOCTb UCMONb3Y-
€MbIX CUCTEM;

- ngeHTnduKaumo Bcero nporpaMmmHoro obecneyeHmns, nHdopmauum, obbekToB, 6a3 AaHHbIX 1 annapat-
HbIX CPEACTB, TpebyoLWNX N3MEHEHNI;

- nonyyeHne opMarnv3oBaHHOr0O 0A00OpeHust AeTanbHbIX 3anpocoB/MPeAnoXeHMn Ha N3MEHEHUs nepen
Havanom paboThbl;
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- paspeLueHVe BHECEHWS U3MEHEHUI B MpYKNagHble NporpamMmmbl aBTOPU3OBaHHbLIM NoNnb3oBaTenem Ao KX
HenocpeACcTBEHHON peanusaumu;

- OCyLLeCTBMEHNe npouecca BHeAPEHUA U3MEHEHU B NpUKIagHble NporpamMmmbl C MUHUMarbHbIMWU OTPU-
LatenbHbIMK nocneacTeBuaMu Ans usHeca;

- obecneveHne OOHOBMEHWS KOMMNMEKTa CUCTEMHON AOKYMEHTauuu nocrne 3aBepLueHus Kaxaoro usme-
HEHWS 1 apXMBMPOBAHME UMW YyTUNU3auus CTapon AOKyMeHTaumu;

- NOAAEPXKKY KOHTPONS BEpCUin Ans Bcex 0OHOBMEHMI NporpamMMHOro obecneveHus;

- perucTpaumio B XypHanax ayauTa Bcex 3anpocoB Ha U3MEHEHUe;

- KOPPEKLMIO 3KCnyaTaunmoHHOW AokyMmeHTaumm (8.1.1) n nonb3oBaTensCkMx Npoueayp B COOTBETCTBUM C
BHECEHHbIMU U3MEHEHNAMMU;

- OCYLLeCTBIeHNe npouecca BHeApeHWUs M3MEHEHUI B CornacoBaHHOe BpeMs 6e3 HapylleHus 3aTtparu-
BaeMbIX OM3Hec-npoLeccos.

Bo MHorvx opraHusaumsix ucrnonb3yeTcs cpefa, B KOTOPOW Monb3oBaTeny TeCTUpYIOT HOBOE NPOrpamMmmHoe
obecneyeHve 1 koTopasi oTAeneHa OT cpefpbl pa3paboTkM U cpedpbl NPOMBILINIEHHOW 3kcnnyaTauuu. MNpu atom
obecneymBaeTcss BO3MOXHOCTb KOHTPOMNSA HOBOroO NPOrpaMMHOro obecrnevyeHnss v OOononHWTENbHasa 3awmta
onepauyoHHON HpopmMaLMmn, NCNONbL3yeMO B MPoLLEeCCe TECTUPOBAHUS.

10.5.2 TexHMYeCKUI aHaNM3 U3IMEHEHU B ONepaLMoHHbIX cucTtemax

Mepuognyeckn BO3HWKaET HeOBXOAMMOCTb BHECTW W3MEHEHUs B OMepauMOHHble CUCTEMbI, Hanpumep,
YCTaHOBWTb MOCIIEAHIO NoAAEePKMBaeMyLo BEpPCHIO NporpaMMHoro obecneveHusi. B atux cnyyasx Heobxoammo
NpoBeCTU aHanu3 1 NPOTeCcTUPOBaTb MPUKNAaAHbIE CUCTEMBI C Lienbio obecnevyeHnst yBepeHHOCTN B TOM, YTO He
OKasblBaeTCsl HUKaKoro HebnaronpusaTHOro BO34ENCTBUSA Ha WX (PyHKUMOHMpOBaHWe u BesonacHocTb. Heob-
X04MMO, YToBbI 3TOT NpoLecc yunTbiBan:

- aHanu3 CpeacTB KOHTPONSA GU3HEeC-NpUnoXeHni u npoueayp LenocTHOCTU, Ytobel obecneymsatb yBe-
PEHHOCTb B TOM, 4YTO OHW He BbIN CKOMMPOMETUPOBaHbI U3MEHEHUSMUW B ONEPALIMOHHOW CUCTEME;

- obecneyeHve yBEpPEHHOCTM B TOM, YTO EXErofgHbln MNnaH MoaAepXku u OroaxkeT npegycmatpusBaet
aHanuM3 1 TecTMpOBaHME CUCTEM, KOTOpble HeoBXOAMMO OCYLIEeCTBMSATb MPU M3MEHEHUsX B OrnepauyoHHOWN
CUCTEME;

- obecneyeHne CBOEBPEMEHHOrO MOCTYMMEHUss YBEAOMIEHUA 06 M3MEHEHUsIX B OnepaLnoHHON cucteme
ANs BO3MOXHOCTW NPOBEAEHNs COOTBETCTBYIOLLErO aHanu3a ux BAUSHWUSA Ha MHAOPMaLMOHHY0 6e3onacHocTb
nepea yCTaHOBKON U3MEHEHWI B ONEePaLiMOHHYI0 CUCTEMY;

- KOHTPOnb AOKYMEHTMPOBaHWSA COOTBETCTBYIOLMX M3MEHEHWI B MnaHax obecrneyeHns HemnpepbiBHOCTU
6usHeca (pasgen 11).

10.5.3 OrpaHM4yeHUss Ha BHECEHUEe U3MEeHEeHUI B NaKeTbl NporpamMmm

Mogaundwukaumin nakeToB nporpamm criegyeT nsberatb. Hackonbko 3TO BO3MOXHO U AOMYCTUMO C NpaKTu-
YeCKOWM TOYKW 3PeHUsl, MOoCTaBrsiemMble MOCTaBLUMKOM MakeTbl NporpaMM credyeT ucnosnb3oBaTb 6e3 BHeceHus
n3MeHeHun. Tam, rae Bce-Takm HeobxoAuMO BHOCUTb M3MEHEHUS B NAKET NpOrpaMM, criefyeT yYuTbiBaTh:

- PUCK KOMNPOMETaLUN BCTPOEHHbIX CPEACTB KOHTPONS U npouecca obecneyeHns LenocTHOCTH;

- He06XOAMMOCTb NOMYYEHUS COrnacus NOCTaBLLMKa;

- BO3MOXHOCTb nonyyeHus TpebyembiXx M3MeHeHu’ OT MOoCTaBLUMKa B BuAE CTaHO4apTHOro obHoBneHus
nporpamm;

- HeobXoAMMOCTb paspaboTkM AOMOMHUTENbHLIX Mep MNOAAEPXKM MporpaMmMHOro obecneyeHus, ecnu
opraHusauus B pesysfibTaTe BHECEHHbIX U3MEHEHW CTaHeT OTBETCTBEHHOW 3a OyAayliee conpoBOXAeHue Mnpo-
rpammHoro obecneyeHus.

B cnyyae cyluecTBeHHbIX M3MEHEHUI OpUrMHanbHOe nporpamMmMHoe obecrneveHne criegyeT COXpaHaTb, a
N3MEHEeHNs credyeT BHOCUTb B YeTKO MOeHTMdUUMpOoBaHHYyO0 konuto. Bce n3meHeHns Heob6XoamMmo NOnHOCTbIO
TecTMpoBaTb U AOKYMEHTUPOBaTb TakMuM 06pa3oM, U4TOObl MX MOXHO OblNIO MOBTOPHO MCMOMb30BaTh, NpU HEOb-
X04MMOCTK, Ans Oyaywmux o6HOBNEHU NporpaMMHoro obecneyveHms.

10.5.4 CKpbITble KaHanbl yTeYKM AaHHbIX U KTPOSIHCKUE» NPOrpamMmbl

PackpbiTe nHdopmauuy Yepes CKpbiTble KaHamnbl MOXET NPOMCXOAWUTb KOCBEHHbIMW W HEeaBTOPU30BaH-
HblMK criocobamu. JTOT NPOLECC MOXeT BbiTb pesynbTaToM akTMBaLMU M3MEHEHWUIn napaMmeTpoB AOCTyna Kak K
3aLlUMLLEHHBIM, TaK U K He3aWWLEeHHbIM 3fieMeHTaM MHPOPMALIMOHHON CUCTEMbI, UMW NMOCPEACTBOM BMOXEHUSA
MHdOpMaLMmM B NOTOK AaHHbIX. « TPOSIHCKME» MporpaMmbl NpegHa3HayeHbl Ans Toro, 4Tobbl Bo3gencTsoBaTh Ha
cMcTeMy HeaBTOPM30BaHHbLIM M He3aMeTHbIM CMOCOGOM, NMpU 3TOM AaHHOE BO3AeCTBME OCYLLECTBSETCS Kak Ha
nonyyatensi AaHHbIX, Tak U Ha Nonb3oBaTtensi NporpaMMbl. CKpbITble KaHamnbl YTEYKN U «TPOSIHCKME» NPOrpammbl
peaKko BO3HUKAOT cryyanHo. Tam, rae CKpbITble KaHarbl Un «TPOSIHCKME» MporpamMmbl SIBASOTCA npobnemMoi,
Heob6XoaMMO NPUMEHSITL CneayoLe MeponpuaTa No obecnevyeHnto MHOpPMaLIMOHHON Ge3onacHoCTH:

- 3aKynKy NporpaMMHOro obecrneyeHnst OCyLLEeCTBAATb TOMbKO Y AOBEPEHHOIO NCTOYHUKA;

- MO BO3MOXHOCTW 3aKynaTb NPOrpaMmMbl B BUAE UCXOAHbBIX TEKCTOB C LIEMbI0 MX MPOBEPKYU;
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- ucnomnb3oBaTb MporpammHoe obecneyeHue, npollelee OLEHKY Ha COOoTBeTCcTBME TpeboBaHusaM
MHpopMaunoHHON 6e3onacHoOCTY;

- OCYLLIeCTBMATb MPOBEPKY UCXOAHbIX TEKCTOB NPOrpamMMm nepes vx aKCrniyaTaumMoHHbIM NPUMEHEHUEM;

- OCYLLECTBMATb KOHTPOSb JOCTYMNa K YCTAHOBIIEHHBIM NPOrpaMmam 1 nx Moaudukauusm;

- UCMONb30BaHKe NPOBEPEHHBLIX COTPYAHUKOB AN paboThl C KIOYEBLIMU CUCTEMaMU.

10.5.5 PaspaboTka nporpaMMHOro o6ecrne4yeHus ¢ NpuBrie4YeHNEM CTOPOHHUX OpraHU3aLuumn

B cny4asx, korga gns pa3paboTku nporpaMMHOro obecneveHnst NpuBMeKaeTCcsl CTOPOHHAS OpraHusauus,
Heo6XxoaMMOo NPUMEHNATL crneayLmne mepbl obecnedeHnss HPoOpMaLUnoHHoN 6e3onacHocTu:

- KOHTPONb HanuMyus NULEH3VOHHbBIX COrMalleHnA MU ONpeaeneHHOCTM B BOMpocax COOCTBEHHOCTUM Ha
nporpamMmmbl 1 cobnoaeHns Npae MHTENNEeKTyanbHoM co6cTBeHHOCTU (12.1.2);

- cepTMduKaLMio Ka4yecTBa 1 NPaBUITbHOCTM BbINONTHEHHBLIX paboT;

- 3aK/4YeHne «esCrow» CcorfnalleHusl, npedycmMaTpusBatowmnx AeNOHUPOBaHWE MCXOOHOro TeKcTa Ha Chny-
Yan HEBO3MOXXHOCTW TPETbEN CTOPOHbI BbIMOMHATL CBOM 00A3aTENbCTBA;

- obecneyeHne npae AocTyna Ans ayauTa C LeNblo NPOBEPKU KavyecTBa M TOYHOCTU BbINOMHEHHOW paboThl;

- AOKYMeHTMpoBaHue TpeboBaHWM K kKa4ecTBy NporpamMmm B JOFOBOPHON hopme;

- TECTMPOBaHMWE Nnepep yCTaHOBKOW NporpamMm Ha npegmeT oGHapyKeHUst « TPOSIHCKOTO KOHSI».

11 YnpaBneHue HenpepbIBHOCTLIO OM3Heca

11.1 Bonpochl ynpaBneHus HenpepbIBHOCTLIO 6U3Heca

Llenb: npotuBogencTBme npepbiBaHuAM Ou3Heca M 3awuta KpuTudeckmx GusHec-mpoueccoB OT nocre-
OCTBUIA NpU 3HAYMTENbHbIX cbosx nunu 6eacTeusix,

Heobxogmmo obecneuynBaTb ynpaBrneHMe HenpepbiBHOCTbIO Gu3Heca € uenbio MUHMMM3aLMK oTpuua-
TenbHbIX MOCNEACTBUN, BbI3BaHHbIX 6eAcTBMAMM M HapyleHusmu 6GesonacHocTu (KoTopble MOryT 6biTb
pesynbTaToM MpUpoAHbIX ©eAcTBuiA, HecqacTHbIX CryyaeB, OTKa3oB 0OOpyAoBaHWA W npegHaMepeHHbIX
OEUCTBUI), A0 NMPUEMISIEMOrO YPOBHA C MOMOLLbIO KOMOVMHUPOBaHMS NPOMUIAKTUYECKMX U BOCCTAaHOBUTESBHbBIX
MEepPOoNpUATUIA NO yNpaBneHno MHPOPMaUNOHHON 6e30NacHOCTLIO.

Mocnepcteust ot 6eacTBUI, HapyLueHW 6e30NacHOCTM M OTKa3oB B obCnyxunBaHMu HeobxoaMmo aHanm-
3upoBaTb, Heobxogmmo paspabatbiBaTh M BHEAPATb MnaHbl 06GecrnevyeHns HenpepbiBHOCTUM BusHeca C uenbio
BOCCTaHOBIEHUsSI BU3HEC-NPOLLECCOB B TEYEHUE TPeOyeMOro BpeMeEHMN Npu UX HapyLleHun. Takve nnaHbl cnegyeT
NoaaepXKvBaTh U NPUMEHSATb Ha NpaKTUKe, YTOObI OHW CTany COCTaBHOM YacTbio BCEX MPOLIECCOB YNpPaBreHusl.

Heobxogmmo, 4Tobbl ynpaBneHne HenpepbIBHOCTbIO GU3Heca BK4Yano MepOonpUSATUS MO yrpaBeHMUo
MHdOPMaUMOHHON 6e30nacHOCTbI0 ANs MAEHTUMUKAUMM U YMEHBLUEHUS PUCKOB, OFPaHWYEHUs MOCReacTBUiA
paspyLMTEnNbHbIX WHUMOEHTOB M 06ecnevyeHns CBOEBPEMEHHOrO BO30OHOBMNEHUsI Hanboree CyLeCTBEHHbIX
BusHec-onepaumn.

11.1.1 Mpouecc ynpaBneHus HenpepbIBHOCTbLIO 6U3Heca

Heobxogmmo, 4ToBbI CyliecTBOBan ynpaBnseMbli NPOLECC pa3BUTUA U NOSOEPXKaHWUSA HenpepbiBHOCTU
6usHeca Ons BceW opraHusauun. OTOT MpOLEecC AOIMKEH OOBLEAMHSITb KIOYEBblE 3NEMEHTbl yrpaBrieHus
HenpepbIBHOCTBIO Bu3Heca:

- MOHVMMaHWEe PUCKOB, C KOTOPbIMU CTaNKWBaETCsl OpraHn3aumsi, C TOYKN 3peHUs BEPOSTHOCTN BO3HUKHO-
BEHWSI U MOCNEACTBUIA, BKIOYAA NAEHTUdMKALMIO 1 onpedeneHne NpuopuTeToB KpUTUYECKUX BU3HEC-MPOLIECCOB;

- NMOHUMaHWe BO3MOXHbIX MOCNEACTBUNA HapylleHUs BU3HEC-MPOLIECCOB B Cllyvyae He3HAYUTENbHbIX UMK
CYLLECTBEHHbIX UHUUOEHTOB, MOTEHLMANBHO YrpOXatoLLMX XU3HEeOEATENbHOCTU opraHM3aummn, a Takke Bblibopa
cpeacTs u cnocobos 06paboTkm MHpOpMaLIMK, KOTOopble COOTBETCTBOBaNM Obl Liensm 6usHeca;

- OpraHu3auuio onNTMManbHOro cTpaxoBaHms pesynbTaTtoB 06paboTkm MHopMaLum, KOTOpoe AOIMKHO BbITb
YacTblo npouecca obecneveHns HenpepbIBHOCTM GusHeca;

- hopMynmpoBaHMe N OOKYMEHTUPOBaHWE cTpaTermm HenpepbiBHOCTU Bu3Heca B COOTBETCTBMM C cOrna
COBaHHbIMW BM3HEeC-LensaMy 1 npuoputTeTamu;

- hopmynupoBaHne n JOKYMEHTMPOBaHUe MraHoB obecrneyeHnss HenpepbIBHOCTU B13Heca B COOTBETCTBUM
C CormnacoBaHHOWN cTpaTernemn;

- perynsipHoe TeCcTupoBaHue U OGHOBMEHNE NNaHOB Pa3BUTUSA MHAOPMALIMOHHBLIX TEXHOMOMUIA U CyLLecT-
BYIOLLMX MPOLIECCOB;

- obecneyeHne OpPraHNMYHOro BKIHOYEHWS B MPOLECChbl U CTPYKTYpy OpraHv3auuu MraHoB YnpaBreHusi
HenpepbIBHOCTBIO Bn3Heca. OTBETCTBEHHOCTL 3a KOOpAUHALMIO NpoLecca yNpaBreHnst HENpepbIBHOCTbLIO BrsHe-
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ca cregyeT Bo3naraTe Ha opraH, obnagaroLmii COOTBETCTBYIOLLMMU NOSTHOMOYMAMU B OpraHv3auunm, Hanpumep
Ha ynpaBnsitoLLMIA COBET No MHOPMaLMOHHoM 6esonacHocTm (4.1.1).

11.1.2 HenpepbiBHOCTb 6M3Heca u aHanu3 nocrneacTBumn

Heobxoammo, 4Tobbl NnaHnMpoBaHWe HenpepbiBHOCTM Bu3Heca HauMHanochb C uaeHTudukaumm cobbiTui,
KOTOpble MOTyT ObITb NPUYMHON NpepbiBaHNs GU3HeC-NpoLEeccoB, HanpuMep oTkas obopyaoBaHus, HaBOAHEHWE
unn noxap. MNMnaHvpoBaHWe [OMKHO COMPOBOXAATbCA OLIEHKOW PUCKOB C Lenbio onpeaeneHus nocneacteni
3TMX NpepbiBaHMi (Kak C TOYKM 3peHusa MacwTtaba noBpexaeHus, Tak U nepuoda BoccTaHoBneHus ). OueHky
pUCKOB HEeOBXOAMMO OCYLLECTBMATb NPW  HEMOCPEACTBEHHOM y4vacTuv BRajenbueB OusHec-pecypcoB U
y4yacTHUKoB GusHec-npoueccoB. OueHka pucka AOSKHA pacnpocTpaHAaTbCa Ha Bce 6uaHec-mpouecchbl U He
OrpaHMuYMBaTbLCS TOMbKO cpeacTBamy o06paboTkv uHdopmaumm.

B 3aBMCUMMOCTV OT pe3ynbTaToB OLEHKM PUCKOB Heobxoaumo paspaboTaTb cTpaTernio Ans onpeaeneHvs
obuwero nogxoda k obecneyeHnto HenpepbiBHOCTU BusHeca. PaspaboTaHHbI nnaH AormkeH OblTb yTBEpXAeEH
PYyKOBOACTBOM OpraHm3aumm.

11.1.3 Pa3spaboTka n BHeApeHue NnaHoB ob6ecneyeHs HenpepbLIBHOCTU GusHeca

CnenyetT paspabaTtbiBaTb MnaHbl MO NOAAEPXKE WM BOCCTAHOBMEHWO GusHec-onepaumi B Tpebyemble
nepuoabl BpeMeHn nocne npepbiBaHns Unu oTkasa Kputudeckmx busHec-npoueccoB. Heobxogumo, 4Tobbl nnaH
obecneveHns HenpepbiBHOCTM ©Ou3dHeca npedycmatpusan cnegyowme Meponpuatus no  obecneyeHunio
MHdOpMaUnoHHON 6esonacHoCcTu:

- onpefeneHne u cornacoBaHve BCcex 0653aHHOCTEN AOMKHOCTHBIX MWL, U npoueayp Ha cryyan 4pesBbl-
YaWHbIX CUTYyaUuI;

- BHeApeHve B Cryyae uYpesBblyaniHbIX CUTyauui npouedyp, obecnedmarolMx BO3MOXHOCTb BOCCTa-
HoBneHus Bu3Hec-npoueccoB B TevyeHne Tpebyemoro BpemeHn, Ocoboe BHMMaHWe crnegyeT yaensiTb OueHke
3aBMCMMOCTU BU3Heca OT BHELLHMX (PaKkTOPOB M CyLLECTBYIOLLUX KOHTPAKTOB;

- JOKYMEHTMPOBAaHME COrfacoBaHHbIX Npoueayp 1 NpoLeccos;

- cooTBeTCTBYIOLEe obyyeHne COTPYAHVKOB AENCTBUSAM NPU BO3HWKHOBEHWUW Ype3BblHanHbIX CUTyauun,
BKIIOYas KPU3UCHOE yrpaBrieHue;

- TeCcTupoBaHue 1 obHoBNeHVe NnaHoB obecneyeHns HenpepbiBHOCTU BusHeca.

Heobxogmmo, 4tobbl nnaH obecneyeHnsa HenmpepbIBHOCTM Gu3Heca COOTBETCTBOBan TpebyembiM Lensm
6un3Heca, Hanpumep BOCCTaHOBMEHMWIO ONpeAeneHHbIX CEPBMCOB AN KMMEHTOB 3a MPUEMIEeMbIN NPOMEXYTOK
BpemeHn. CnepyeT yuuTbiBaTb MOTPEOHOCTM B HEOOXOAMMBIX AN 3TOr0 CepBUCa PeCcypcoB, BKIIHOYAA YKOM-
NnekToBaHne NepcoHanoMm, anbTepHaTUBHBIMU pecypcamu Ansa cpencTts 06paboTku nHpopmaumm, a Takke mepbl
no nepexoay Ha aBapuUHbLIN Pexum paboTbl AN STUX CPEACTB .

11.1.4 CtpykTypa nnaHoB obecnevyeHus HenpepbIBHOCTM BusHeca

CnepyeT nopaepxuBaTb €OVHYH CTPYKTYpy MraHOB obecrnevyeHus HenmpepbiBHOCTM Gu3Heca B uensix
obecneyeHns HENPOTMBOPEYMBOCTM BCEX MIAHOB W OMpedeneHns NpuopuTeTOB ANS TeCTMPOBaHWSA M obcny-
XMBaHMSA CpeacTB M cuctem obpaboTknm wHpopmaumn. Heobxogmmo, 4ToObl Kawabli nnaH obecnevyeHus
HenpepbIBHOCTM Bu3Heca YeTKo OMpedensn ycrnoBus €ro peanu3auumu, a Takke AOIMKHOCTHbIX ML, OTBET-
CTBEHHbIX 3@ BbIMOSIHEHWE KaXOdoro ero nyHkTa. [pu BbiBNEHWM HOBbIX TPeGOBaHWA HEOOXOAUMMO BHOCUTH
COOTBETCTBYIOLLME KOPPEKTUPOBKM B Mpouedypbl Ha cCriydal 4pesBblyalHbIX CUTyauui, Hanpumep B MraHbl
3BaKkyauuv unm B niobble cylwecTByoLMe NiaHbl No Nepexoay Ha aBapUHbBIN pexum paboThbl.

Heobxogmmo, 4Tobbl B CTpyKType nnaHoB obecneyeHns HemnpepbiBHOCTM GusHeca npegycmaTtpusanoch
cnepyoulee:

- YCMOBUS peanu3auuv niaHoB, KOTOpble OnpeaensioT NopsaaoK AeNCTBUN OOMKHOCTHBIX NuL, KOTOPOMY
HeobxoaMMOo crefoBaTh (Kak OLeHMBaTh CUTYaLMIO, KTO AOSHKEH NPUHMMATh yyactue, U T.4.) neped BBeAeHNEM B
AeNCTBME KaXAoro NyHKTa nnaxa;

- Mpoueaypbl Ha cryyaln Ypes3BblYaiHbIX CUTyaLMWid, KOTOpble OOMKHbI OblTb NPeanpuHATHI NOCMe UHLUU-
[AeHTa, noJBepraioLlero onacHocTn GusHec-onepauuy W/wnum 4enoBeYecKylo XM3Hb. Heobxoammo, 4Tobbl OHM
BKIOYaNM Takke Mepbl MO YNpaBlieHWI0 CBSI3sIMM C OOLECTBEHHOCTbIO M 3dEKTMBHOE B3anMOZENCTBME C
COOTBETCTBYIOLMMU FOCYAAPCTBEHHBIMW OpraHamu, HanpuMep ¢ MUMNULUEN, NOXaPHOW OXPaHOM M MECTHbIMM
opraHamu Bnacty;

- Npoueaypbl Nepexoaa Ha aBapuiHbIA pexum paboTbl, KOTOpbIe ONUCLIBAKOT HeobXxoAnMble AENCTBUS MO
nepeHocy BaxkHbIX OM3Hec-onepaunii unu CepBUCOB-NOAAEPXKKU B anbTepHaTMBHOE BPEMEHHOE MEeCTO pasme-
LLIEHNSI U MO BOCCTaHOBIEHMIO B13HeC-NpoLeccoB B Tpebyemble nepruoabl BpEMEHU;

- npouenypbl BO306HOBMNEHNS paboTbl, KOTOpPbIE ONUCLIBAOT HEOOXOAMMbIE AENCTBUS ANS BO3BpaLLeHUs K
HOpMarnbHOMY pexvMy BedeHus busHeca;

- rpadvK NOALEPXKN NnaHa, KOTOpbIN OnpeaensieT CPoKUM U MeToAdbl TECTUPOBAHUS, a TakkKe onucaHwe
npoLecca NoaAepXkN NNaHa;

48



- MeponpusTus No oGy4YeHUo nepcoHana, KoTopble HarnpasBneHbl Ha NOHMMaHWe NpoLeccoB obecrneyeHnst
HenpepbIBHOCTU BM3HecCa COTpyaHMKaMKU, U NoadepXKaHue NocTos MHOW 3¢heKTUBHOCTM STUX NPOLIECCOB;

- 0653aHHOCTU OOMKHOCTHBIX JIUL, OTBETCTBEHHbIX 3@ BbIMOMHEHWE KaXAoro nyHkra nnaHa. MNpu Heobxo-
ONMOCTU JOMKHbI ObITb YKa3aHbl anbTePHAaTUBHbIE OTBETCTBEHHbIE.

Heobxogmmo, 4ToObl 3a KaXkablvi MnaH OTBeYan KOHKPETHbIA PyKOBOAMTENb (COTPyAHMK). YpesBblyaliHble
Mepbl, MnaHbl Mo Nepexody Ha aBapUMHbLIA PEXUM py4HOU 00paboTKM, NnaHbl N0 BO306HOBNEHUIO paboThl crie-
OyeT BKNoYaTb B cepy OTBETCTBEHHOCTU BraferbLiEeB COOTBETCTBYIOLUMX OM3HEC-pecypCoB MMM y4aCTHMKOB
3aTparvBaemMblX NPoLEeccoB. 3a Mepbl N0 Nepexony Ha aBapuHbLIN pexunm paboTbl C UCMONb3oBaHWEM arnbTep-
HaTUBHbIX TEXHNYECKUX CPEACTB, TakUX Kak cpeacTBa o6paboTkm MHopmaLum 1 cBs3n, OTBETCTBEHHOCTb HECYT
NOCTaBLLWKN YCHYT.

11.1.5 TectupoBaHue, nogaepxKKka U NepecMoTp NiIaHOB Mo o6ecneYyeHMI0 HenpepbIBHOCTU GM3Heca

11.1.5.1 TecTupoBaHue nnaHoB

MnaHbl No obGecneyeHno HenpepbIBHOCTU GU3HECa MOryT OKas3aTbCHA HECOCTOATENbHbIMU MPU TECTUPO-
BaHWM N3-3a HEMpPaBWIbHbIX NPEANOCLINIOK pa3paboTku, HeJOCMOTPY UK BCNEACTBME U3MEHEHUI, CBSA3AHHBIX C
3aMeHon 06opyaoBaHusA MnuM nepcoHana. oatomy nnaHbl Heo6xoaAMMO perynsipHO TecTupoBaTtb Ans obec-
neYyeHnst yBePEHHOCTU B UX aKTyarnbHOCTU U 3(pdEeKTUBHOCTU. Takmne TeCTbl HEOOXOAMMBI Takke A n A obecneve-
HWSI 3HaHUSI CBOMX 0BA3aHHOCTEN BCEMW YreHaMn KOMaH4bl BOCCTAaHOBIIEHUS Y APYTUMM NEPCOHArom, UMeLLIMM
K 3TOMYy OTHOLLEHME.

Heobxogmmo, 4To6bl B rpaduke TeCTUPOBaHWA MraHa no obecneyeHnio HenpepbIBHOCTM BusHeca ykasbl-
Barnocb, Kak W Korga crieyet NpoBepsATb KaXAbI MyHKT nnaHa. [epuoauMyHocTb U MeToAdbl TEeCTMPOBaHUS
OTAENbHbIX MYHKTOB MNflaHa MoryT ObITb pa3nuyHbiMK. [pu 3TOM MOryT MCMONb30BaTLCA CreayoLine MeToab:

- TECTMpOBaHME («MMUTaLMS NPOroHa») pasnuyHbIX cLueHapueB (obcyxaeHue Mep Mo BOCCTAHOBIEHMIO
6un3Heca Ha pa3nnyHbIX NpuMepax nNpepbiBaHNi);

- MogenupoBaHue (0COBEeHHO Ans TPEHWPOBKM NepcoHarna Mo BbINOMHEHWIO CBOUX (DYHKLMIA NOCNe NHLU-
OEeHTa 1 nepexoaa K KpU3MCHOMY YnpaBneHuto);

- TEeCTUpOBaHME TEXHUYECKOro BOCCTaHOBMEHUsi (obecneveHve yBepeHHOCTW B 3¢eKTMBHOM BocCTa-
HOBMNEHUN MH(POPMALIMOHHBIX CUCTEM);

- MpoBepka BOCCTaAHOBMEHUSI B anbTepHaTMBHOM MecTe (Ou3Hec-mpouecchbl OCYLLECTBNSOTCSA napan-
NenbHO C onepauusiMi No BOCCTAHOBMEHWIO B YAaNeHHOM anbTepHaTUBHOM MeCTe);

- TECTUPOBaHWE CPEACTB U CEpPBUCOB-NMOCTaBLUUKOB (0becneveHne yBepeHHOCTU B TOM, YTO MpenocTas-
NEHHblE CTOPOHHUMU OpraHM3auMsIMU CEPBUCHI U MPOrpaMMHbIe MPOAYKTbl YOOBNETBOPSOT KOHTPAKTHLIM 06s-
3aTenbcTBam);

- «reHeparnbHble peneTuuun» (TeCTMpOBaHWe TOro, YTO OpraHM3aums, nepcoHan, o6opyaoBaHue, cpeacTaa
M NPOLECChl MOTYT CNPaBMATLCSA C NPEPbLIBAHNSIMM).

MeToabl TECTMPOBaHWS MOTYT UCMONb30BaTbCA OGOV opraHvM3aunert 1 HeobxoamMmo, YTOObl OHM OTpa-
Xanu cneundmKy KOHKPETHOMO MriaHa No BOCCTAHOBIEHMIO.

11.1.5.2 Nogaepxka n NnepecMoTp MraHoB

MnaHbl no obecneyeHnio HeNpepbIBHOCTU BuaHeca HeOGXo0AMMO MoaAepKuBaTb B aKTyanlbHOM COCTOSIHWM
nyTeM MNpPOBEAEHUS PErynspHbiX NepecMoTpoB U OOHOBMEHMI C Lenbilo obecrnevyeHust yBEpPEeHHOCTU B UX
noctosiHHon adpdpektmBHocT (11.1.5.1). B pamkax nporpammbl pa3BuTUs OpraHusauumM Heobxooumo npen-
ycMaTpuBaTb COOTBETCTBYIOLLME NpoLeaypbl, 06ecnevmBaoLLme HenpepbIBHOCTb OM3Heca.

HeobxoaMMo HasHayaTb OTBETCTBEHHbIX 3@ MPOBEAEHWE perynsipHbiX NepecMOTpoB nnaHa no obecne-
YEHWIO HEMNpPepbIBHOCTU BU3Heca; NaeHTUMULMPOBaHHbIE N3MEHEHMS B ODM3HeC-NpoLeccax, elle He OTpaXKeHHbIe
B MnaHax no obecneyeHunto HenpepbiBHOCTU OusHeca, AOMKHbl ObiTb y4YTEHbl MyTEM COOTBETCTBYHOLLMX
obHoBMNEHUN nnaHoB. POpManNM3oBaHHLIN NPOLIECC YNPABIEHMS N3MEHEHMAMN OOIMKEH 0becneynBaTb pacchbifiky
1 BBOA B AeNCTBUE OOHOBMEHHBIX NMaHOB B paMKax UX PErynsipHbIX NepecMoTpOB.

Mpumepsbl cuTyaumii, KoTopble Mornu 6bl noTpeboBaTb OGHOBNEHUS MNAHOB, BKMOYaOT NpuobpeTeHve
HOBOro 06opya0BaHWsA UMM OGHOBMNEHME ONEPALIMOHHBLIX CUCTEM, @ TaKKe U3MEHEHWS, CBA3aHHbIE C:

- NepcoHarom;

- agpecamu Unm Homepamu TenedoHoB;

- cTpaterven buaHeca;

- MECTOMNOMNOXEHNEM, CpeacTBaMu 1 pecypcamu;

- 3aKOHOAATENbLCTBOM;

- NoApsAYvMKaMu, NOCTaBLUMKaMU U OCHOBHBIMU KINUEHTaMu;

- npoueccamu (kak HOBbIMU, TaK U U3BSATEIMU);

- pyckamu (onepaumoHHbIMU 1 PUHAHCOBBLIMN).
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12 CooTBeTcTBME TPpEeOOBaAHUAM

12.1 CooTBeTCTBMUE TPEOOBaAHMAM 3aKOHOAATENbCTBA

Llenb: npegoTBpalieHne niobbiXx HapyLUEHU HOPM YrOMOBHOTO M FPaXAaHCKOro npasa, obs3aTenbHbIX
npeanucaHnin u perynupylowmx TpeboBaHnin unn OOroBOpHbIX 064a3aTenseTB, a Takke TpebosaHui Gesonac-
HOCTMW.

MpoekTupoBaHme U YHKLUMOHMPOBaHWE WHEOPMALMOHHBIX CUCTEM, WX WCMONb3OBaHME W ynpasneHune
UMK MOryT ObITb NpeameTom obsi3aTenbHbIX NpeanucaHuin, perynupyrowmx tpebosaHui, a Takke TpeboBaHun
6e30nacHOCTN B JOrOBOPHbIX 06s3aTenbcTBax.

CnepyeT KOHCYNbTMPOBATLCS C HOPUCTaMM OpraHvM3aumn Unu ¢ NPakTUKYIOLWMMN I0PUCTaMN, UMEIOLLIMMU
COOTBETCTBYIOLLYIO KBanudmkaLmio, B OTHOLLEHNM KOHKPETHbIX IOpUanYecknx Bonpocos. Cneayet nmeTtb B BUAY,
4YTO 3aKkoHopaTenbHble TpeboBaHUSA B OTHOLUEHUM MHOPMaLUK, CO34aHHOW B OAHOW CTpaHe W nepefaHHow B
ApYryto cTpaHy (HanpumMep, MHOPMaLMOHHbBIN NOTOK, NepeAaBaeMblit 3a rpaHuLly rocydapcTBa), pasnnyaroTcs B
pasHbIX CTpPaHax.

12.1.1 OnpeaeneHne NpMMEHUMOro 3aKkoHopaTenbcTea

Bce npumeHsemMble HOpMbI 3akoHOAATENbCTBA, 0bsa3aTenbHble Npeanucanns, perynupyowmne tpebosaHns
1 [OroBopHble 00sA3aTenbCTBa, cnedyeT YeTKO ONpeAensaTb U JOKYMEHTMPOBaTb ANS KaXaowh MHAOPMaLIMOHHON
cuctembl. KoHKpeTHble Meponpusatus no obecnevyeHno MHMOPMaLMOHHON 6e30nacHOCTU U MHAMBUAYanbHbIE
006513aHHOCTM JOSMKHOCTHBIX NWL, NO BbINOMHEHWIO 3TUX TpeboBaHU HEOOXOAMMO COOTBETCTBYIOLMM 0Bpasom
onpeaensiTb U 4OKYMEHTUPOBaTb.

12.1.2 MpaBa NHTenNnneKTyanbHon cCO6CTBEHHOCTHN

12.1.2.1 ABTOpCKOE NPaBo

Heobxoammo BHegpATb npoueadypbl, obecneymBatolme COOTBETCTBUE 3aKOHOAATENbHbIM OrpaHUYEeHNsM
Ha UCMonb3oBaHWe MaTepuana, B OTHOLUEHWM KOTOPOro MOryT CyLIeCTBOBAaTb MpaBa Ha MHTENNeKTyarbHyo
CcoBCTBEHHOCTb, Takune Kak aBTOpCKOe NpaBo, NpaBa Ha NPOEKT, TOProBble Mapku. HapyLueHne aBTopckoro npasa
MOXeT NpuBecTH k cyaebHbIM npoueccam, npeanonaratLwyM BO3MOXHOCTb YrOfIOBHON OTBETCTBEHHOCTMU.

3akoHodaTenbHble, perynupyloLne N SOroBopHblie TpeboBaHNWA MOryT BBOAWTb OrpaHMYeHns Ha KOMMpo-
BaHWe MaTepuarnos, ABNSIOWNXCA NPeaMeTOM COOCTBEHHOCTU. B YacTHOCTK, 3TK OrpaHWYeHns MOTyT coaepXaTb
TpeboBaHUs K WCNOMNb30BaHWIO TOMbKO TeX MaTepuanos, KoTopble unu pas3paboTaHbl opraHv3auunen, unm
NMUEH3MPOBaHbI, N NPeaoCcTaBnAlTCSA pa3paboTuMKoM AN opraHn3aumu.

12.1.2.2 ABTOpCKOe NpaBo Ha NporpammHoe obecneveHne

MporpammHble NPOAYKTbI, ABNSAIOWMECH MPEAMETOM YbeW-TO COBCTBEHHOCTM, OObIMHO MOCTaBMSATCS B
pamMKax NWUUEH3NOHHOro COrfalleHnsi, KOTOpOoe OrpaHW4MBaeT WCMOMb30BaHWe MPOAYKTOB oOnpeaeneHHbIMM
KOMMbIOTEPaMU, @ Takke MOXET OrpaHUYMBaThL KOMMPOBaHWE WX C Lefblo CO34aHMs pe3epBHbIX Konun. B atunx
cnyyasx ans obecneyeHns MHMOpMaUMoHHOW Ge3onacHocTu criedyeT npedycmaTpuBaTth NMPUMEHeHVe criedy-
IOLLMX MEPOMPUATUIA:

- cTporoe criegosaHve TpeboBaHWsAM aBTOPCKOrO MpaBa Ha mporpaMmHoe obecneveHne, KOTopoe ornpe-
AensieT 3aKOHHOE MCMOoSb30BaHMe NPOrPaMMHbIX U MHGOPMAaLMOHHbBIX MPOAYKTOB;

- onpegeneHve nopsaka v npasun NpuobpeTeHns NporpamMMHbIX MPOOYKTOB;

- obecnevyeHne ocBeAOMIIEHHOCTM COTPYAHWMKOB MO BOMPOCaM aBTOPCKOro mpasa Ha mporpaMmmHoe obec-
neyeHne MPUHATBIX NPaBWMn B OTHOLUEHWW 3aKyMoK, a Takke yBeAOMIEHVWE O NMPUMEHEHUW ANCUMNIMHAPHbIX
CaHKLUMI K HapyLumMTensam;

- Be[leHMe COOTBETCTBYHOLLMX PErMCTPOB aKTUBOB;

- BefdeHne noATBepXOEHWN W [okasaTenbCTB COOCTBEHHOCTM Ha NULEH3WUM, AUCTPUOYTUBHbLIE AWUCKWU,
pPYyKOBOACTBA U T.4.;

- KOHTpOnb 3a cobmniogeHMeM OrpaHuyYeHUn MakCMmarbHOro Yncna paspelleHHbIX nonb3oBaTtenen npo-
rPaMMHbIMW NPOAYKTaMW;

- perynsipHble NPOBEpKN MPUMEHEHUS TONbKO aBTOPWM3OBAHHOIO NPOrpaMMHOro obecneveHuss n nuueH-
3MPOBaHHbIX NPOAYKTOB;

- peanusauusi NOMUTUKM MO OOECMeYEeHWU0 BbIMOSIHEHUSI YCMOBWUIA COOTBETCTBYHOLUMX FMLEH3MOHHBIX
cornatleHuni;

- BbINOMHEHWe NpaBun yTunusauum unv nepegayu nporpaMmmHoro obecneveHuns B Apyrme opraHmsaumu;

- OpraHu3aums perynspHoro ayaura;

- cobntogeHve ycrnoBuii NonyyeHns M3 obLwedoCTyNHbIX ceTel MporpaMmmHoro obecneyeHunss u nHdopma-
uun (8.7.6).
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12.1.3 3awmTa y4eTHbIX 3anucen opraHusauum

BaxHble AaHHble opraHusaunyM HeoGXxoAMMO 3awuwartb OT yTpaTbl, paspyleHns n danbcudukaumm. B
OTHOLLUEHNM HEKOTOpbIX AaHHbIX MOXeT noTpeboBaTbca obecneveHve 6e30MacHOCTM XpaHeHWs C Lenbio
BbINONTHEHUS 3aKOHOAATENbHbIX NN Perynupylolmx TpeboBaHuin, a Takke NOAAEPXKKU BaXKHbIX OM3Hec-npuno-
XeHui, B kayecTBe NpMMepoB MOXHO MPUBECTW AaHHblE, KOTOPble MOryT nNoTpeboBaTbCA ANA AoKasaTenbCcTBa
TOro, YTO opraHm3aumsa paboTaeT B pamkax yCTaHOBIEHHbIX 3aKOHOM HOPM UMW Perynupylowmx TpeboBanuii, nnm
C Uenblo afeKkBaTHOW 3aluTbl OT FPaXKJaHCKOro MIN YrorloBHOMO MpEecrnefoBaHusi, a Takke MoATBEPXOEHMUS
(P1HAHCOBOro COCTOSIHUSA OpraHn3auunm Ans akUMoHeEPOB, NapTHEPOB M ayauTopoB. Neproa BpeMeHn XpaHeHns u
cofepXaHne [aHHbIX MOryT OblTb YCTaHOBMEHbl B COOTBETCTBUM C TOCYLAPCTBEHHbIMU 3aKOHAMW UMK
perynvpyowmMmyn TpeboBaHnsaMU.

JaHHble HeobxoauMMo knaccuduumpoBaTb MO TUNam, Hanpumep, GyxranTepckve 3anucu, 3anucu 6a3
AaHHbIX, XypHanbl TpaH3akUMn, XypHanbl ayauTa U onepauvoHHbIX Npoueayp, Kaxabli ¢ ykasaHuem nepvonos
XPaHEHNss U TUMOB HOCUTENEW XpaHWMbIX AaHHbX (Oymara, MWMKpOMNbM, MarHUTHbIE UMW ONTUYECKune
HocuTenun). Niobble kpunTorpacmMyeckne Krnuyu, CBA3aHHble C 3alinPOBaHHBIMKM apxMBaMu WM LUAPOBLIMU
nognucamm (10.3.2 u 10.3.3), cnegyeT XxpaHuTb 0Oe3onacHbiM CnocoboM M NpefocTaBnsATb K HUM, Npwu
HeobXxoaAMMOCTH, AOCTYN TONBbKO aBTOPM3OBaHHBIM NULLAM,

CnepyeT yunTbiBaTb BO3MOXHOCTb CHWDKEHWS KayecTBa HOCUTENEN, UCMOMb3yeMbIX ANS XpaHeHUs OaH-
HbIX, OCYLLECTBMATb MpoLeaypbl N0 XpaHEHWIO U yXody 3a HOCUTENSMW AaHHbIX B COOTBETCTBUWN C peKOMEHa-
LUSIMU U3roTOBUTENS.

Mpun Mcnonb30BaHUM 3MEKTPOHHBIX HOCUTENEN AaHHbIX cregyeT NPUMEHsITb Npoueaypbl NPOBEPKU BO3-
MOXHOCTW LOCTYNa K AaHHbIM (HanpuMep, YATAEMOCTb Kak caMuUxX HOCUTENen, Tak u popmaTta AaHHbIX) B Teye-
HWe Nepuoda UX XpaHeHWs C Lenblo 3almTbl OT NOTepPU BCreAcTBUe OyayLuMX U3MEHEHUI B MH(POPMALIMOHHBIX
TEXHOMOrnsX.

CucTteMbl XpaHeHust AaHHbIX cnegyeT BbibupaTb TakMuM obpasom, 4Tobbl Tpebyemble faHHbIe MOrnu BbITh
u3sneyeHsl cnocobom, npvemnemblM ANA cyaa, ASNCTBYIOWEro N0 HOPMaM rpaxgaHckoro unm obuiero npaea,
HanpvmMep, BO3MOXHOCTb BbIBOAA BCEX HEOOXOOAMMBIX 3anvcen B NMpuemreMbii Nepuod BPEMEHWU Henpuemre-
MoM dhopmare.

Heobxogmmo, 4tobbl cuctema xpaHeHusa obecrieumBana YeTKyl UOEHTUMUKAUMIO OaHHbIX, a Takke
Nepuoa MX XpaHEeHWsi, YCTAHOBMEHHbIX 3aKOHOM Wunu perynupylowmumn tpeboBaHusMu. 3Ta cuctema [OorMmKHa
npenocTaBnsiTe BO3MOXHOCTM MO YHUHYTOXEHWIO AaHHbIX MOCre TOro nepuopa, Korga y opraHusaumu oTnager
NoTpebHOCTb B NX XpaHEHUN.

C uenbto BbINOMHEHNS AaHHbIX 06513aTeNbCTB OpraHn3aumm cnegyer:

- paspaboTaTb pyKOBOACTBO B OTHOLLEHWUM CPOKOB, MOPSIAKA XpaHEHNs 1 yTUNu3aumum uHgopMaumm;

- COCTaBUTb rpadunk XpaHeH s Hanbornee BaxHbIX AaHHbIX;

- BECTU ONNCb NCTOYHUKOB KIOYEBOW UHGOpMaLnK;

- BHEApWTb COOTBETCTBYIOLLME Mepbl Afs 3aluTbl BaXKHOW WHGMOPMauLMM OT MOTepu, paspylleHus u
anbcudukaumm.

12.1.4 3awmTa AaHHbIX 1 KOHUAEHUNANbHOCTbL NepcoHanbLHON nHopmauumn

B psge ctpaH BBeAeHbl HOPMbI 3aKOHOAATENbCTBA, B KOTOPbIX YCTAHOBMEHbI OrPaHNYEHNS B OTHOLLEHUN
06paboTkn 1 nepegayn NepcoHanbHbIX AaHHBIX (B OCHOBHOM, 3TO KacaeTcs MHOPMaLunM O XWBYLLMX TOASAX,
KOTOpble MOryT ObITb MAEHTUMUMPOBaHBI MO 3TOW MHMOpPMauun). Takme orpaHMYeHus MOryT Hanaratb obs-
3aHHOCTUM Ha TeX, KTO ocyLlecTBnsieT cbop, 06paboTKy 1 pacnpocTpaHeHue NMYHON MHopMaumu, a Takke MoryT
OorpaHnyYnBaThb BO3MOXHOCTb Nepefayn 3Tux AaHHbIX B ApYrMe CTpaHbl.

CooTBeTCTBME 3aKOHOL4ATENbLCTBY MO 3aLUMUTE AaHHbIX TPeOyeT COOTBETCTBYIOLLEN CTPYKTYPbI YNpaBreHusi
MHdOpMaUnoHHon 6e3onacHocTblo. Jlydlle Bcero 310 [OCTUMraeTcsl Npy Ha3HayYeHWWM [OOMKHOCTHOrO nuua,
OTBEYAIOLWEro 3a 3alUMTy AaHHbIX NMYTEM COOTBETCTBYHOLLIEIO PasbsiCHEHUS MeHeKepam, Nofb3oBaTensiM u
nocTasLiMkam ycnyr o6 ux UHAMBMAOYanNbHOW OTBETCTBEHHOCTU, a Takke 0053aTeNbHOCTU BbINOMHEHUST COOT-
BETCTBYIOLLUMX MepONpuUSATUN no obecneyeHnto MHopmMaLmoHHon 6e3onacHocTn. Bnagenbupl AaHHbIX 06s13aHbI
MHOPMMPOBATL 3TO AOMKHOCTHOE NULO O MobbIX NPeAnoXeHusx O crnocobax XpaHeHWs nepcoHanbHOn
MHdOpMauum B CTpykType danna [daHHbIX, a Takke 3HaTb MNpUMEHsieMble HOpPMbl 3akoHodaTenbcTBa B
OTHOLLEHWM 3aLLUWTbI FIMYHbIX AAHHbIX.

12.1.5 NMpepoTBpaLeHne HeLeneBoro UCMNosib30BaHNUA cpeacTB 06paboTku nHdopmaumm

Cpenctea 06paboTky MHGOpMaUMM opraHuM3auMn npefHasHadeHbl Anst obecneveHus notpebHocTen
6usHeca.

PykoBOACTBO [OMKHO OMPEAenuTb YPOBHM MOMHOMOYUIA NOSb30oBaTenell B OTHOLUEHUM MCMOMb30BaHUS
cpeacts obpaboTkmn nHdopmaumun. Jlioboe ncnonb3oBaHne ITUX CPEACTB ANs HENPOM3BOACTBEHHbLIX MU HeaB-
TOPM30BaHHbIX Lenen, 6e3 ogobpeHns pykOBOACTBa, crnedyeT pacleHuBaThb kak Heuenesoe. Ecnu Takas pes-
TENbHOCTb BbiSIBIIEHa MOHUTOPUHIOM MK APYrMMKU cnocobamu, TO Ha 3TO cneayeT obpaTuTb BHUMaHWeE
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HernocpeaCcTBEHHOIO PYKOBOAUTENSA COTPYAHMKA ANS MNPUHATUA COOTBETCTBYIOLWMX Mep AUCUUMIIMHAPHOMO
BO3JENCTBUA.

3aKOHHOCTb MCMOMb30BaHWS MOHUTOPWUHra 3aBMCUT OT AENCTBYHOLLEro B CTpaHe 3akoHopaTenbCcTBa M
MOXeT noTpeboBaTbCH, 4YTOObI COTPYAHWKM ObiNM OCBEOOMIEHbl U Aanu OOKYMEHTUPOBaHHOE corfacue Ha
npoeefeHne MoHuUTOpuHra. lleped OCyLECTBMEHMEM MOHUTOPMHIa HeobxoaMMO MNOMNyYUTb KOHCYNbTaLUUto
ropucTta.

MHorue ctpaHbl MMEIOT UNU HaxXo4ATCs B MpoLecce BBEeAEHWs] 3aKoHOA4aTeNnbCTBa Mo 3awuTe OT Henpa-
BUMBbHOIO MCMNOMNb30BaHUA KOMMbIOTEPOB. BO3MOXHbI Cnyyan uCnonb3oBaHUSA KOMMbOTEpa Ans HeaBTOpM30-
BaHHbIX Lenen ¢ npecTynHbiM ymbICnom. [103TOMy BaxkHO, 4TOOblI BCe Mnonb3oBaTenu ObinNv OCBELOMIEHbI O
YeTKMX pamMKax paspelleHHOro MM AocTyna. OT0 MOXET ObiTb OOCTUIHYTO, HanpuMep, NyTemM O3HaKOMIIEHMWS
nonb3oBaTenen c nNpeaocTaBNeHHON UM aBTopu3auuMen B NUCbMEHHOW ¢hopme noAa pocnvcb, a opraHusaumu
cnepyeT 6e30nacHbIM CNOCOBOM XpaHWTb KOMWKO 3TOro AOoKyMeHTa. Heobxogumo, 4Tobbl COTPYAHMKM OpraHu-
3auuM 1 Nonb3oBaTenu TpeTbel CTOPOHbI ObINM OCBEAOMIIEHBI O TOM, YTO BO BCEX CIy4asX OHW MMEIT NpaBo
A0CTyna TOMNbKO K TeM AaHHbIM, UCNOSb30BaHNe KOTOPbLIX UM paspeLUeHo.

Heobxogmmo, 4To6bl Npu perucTpaunM OOCTyna K CUCTEME Ha 3KpaHe KoMMbioTepa Obino OTpaxeHo
npegynpexaatollee cooblieHne, ykasbiBawllee, YTO CUCTEMA, BXO B KOTOPYIO MONb30BATENN MbITAKTCS OCYy-
LLeCTBUTb, SIBNSETCA CUCTEMOMN C OrpaHUYEeHHbIM [OCTYNOM, U YTO HeaBTOPWM3O0BaHHbLIM JOCTYN K HEWN 3arpeLleH,
Monb3oBaTenb OOMKEH MOATBEPAUTH 3TO MPOYTEHME U pearMpoBaTb COOTBETCTBYHOLIMM OOpPa3oM Ha Hero,
YTOObI NPOAOIMKMTE NPOLIECC perucTpauum.

12.1.6 PerynupoBaHue Ucnosib3oBaHusi CpeAcTB Kpuntorpacdpumn

B HekoTOpbIX CTpaHax MPUHSTBI COrMalleHWsl, 3aKoHbI, perynupyrolme TpeboBaHusa unu gpyrme MHCTpy-
MEHTbI, onpegenswmne MeponpusTua no obecneyeHnto Ge3onacHOCTM AOCTynma K Kpuntorpaduyeckum cpe-
ACTBaM M UX NCMONb30BaHU0. Takne MeponpusaTsa 06bIYHO BKITOYAKOT:

- OrpaHUYeHus umnopTa W/Mnu SKCrnopTa annapaTHbIX U MNPOrpaMMHbLIX CPEACTB AM1S BbIMNONTHEHWUS KpuUM-
Torpaduyeckmx yHKUNI;

- OrpaHUYeHns MMNopTa W/vnM 3KCNopTa annapaTHbIX U NPOrpaMMHbIX CPeAcCTB, KOTOpble pa3paboTaHbl
Takvm o6pa3om, YTO MMELOT, Kak AoNOoMNHeHue, kpuntorpadunyeckme MyHKLUK;

- obsizaTtenbHble WMAM OUCKPELUOHHble MeToAdbl AO0CTyna CO CTOPOHbl rocydapcTBa K MHdopMauumu,
3alnpoBaHHON C MOMOLLBIO annapaTHbIX UK NPorpaMMHbIX CpeacTB Ans obecneyeHns KOHpnaeHUManbHOCTH
ee cogepxaHusi.

Onsa obecneveHns yBepeHHOCTM B COOTBETCTBUM MOMMUTUKM MCNONb30BaHUA KpunTorpadruyeckux cpeacTs B
opraHvMsauum HauuoHanbHOMY 3aKoHOOATEeNnbCTBY HeobOXxoouma KOHCynbTaumst topucta. [pexage 4yem
3awwmdpoBaHHasi MHopmauuss unu kpuntorpaduydeckoe cpencTtBo OyayT nepedaHbl B ApYrylo CTpaHy,
HeobxoaMMOo TaKkkKe MoMyYNTb KOHCYNbTaLMIO IOPUCTa,

12.1.7 C6op AokasaTenbLCcTB

12.1.7.1 MNpasuna ncnonb3oBaHnsi U cbopa Aokas3aTenbCTB

HeobxoomMMo MMeTb afekBaTHble CBMAETENbCTBA, YTOObI NMOAAEPXKUBATL MCKM UMM Mepbl BO3OENCTBUS,
HanpaeneHHble NPOTUB (M3MYECKOrO0 nvua WM OpraHu3aumv, KOTOpble HapyluvnvM npaBwuna ynpaerieHusi
MHdOPMaLMOHHON 6e30MacHOCTbLIO.

Bcsakui pas, korga 3T Mepbl BO3OEUCTBUA ABMASOTCA NMPeaMeToM BHYTPEHHEro AMCLMMNIIMHAPHOMO npo-
Lecca, cBuaeTenbCTBa AOMKHbI OblTb ONMCaHbl B COOTBETCTBUM C BHYTPEHHUMU npoueaypamu.

Korga mepbl BO3OENCTBUSI/MCKM 3aTparMBaloT BOMPOCHI Kak rpax4aHCKoro, Tak W YrorioBHOro Mpasa,
Heobxoanmo, 4Tobbl NpeacTaBreHHble CBUAETENbLCTBA COOTBETCTBOBANMU TpeboBaHMAM K cOopy CBMOETENbLCTB,
N3MNOXEHHBbIMM B COOTBETCTBYHOLLMX NMPaBOBLIX HOpPMax Mnu TpeboBaHUsIM KOHKPETHOrO cyaa, B KOTopom Gyaet
paccmaTtpusaTbCs AaHHbIA Bonpoc. B obliem crnyyae, aTn npasuna npegycmaTpuBatoT:

- AONYyCTUMOCTb CBMAETENbCTB: OENCTBUTENBHO NU CBMAETENbCTBA MOrYT MCMOMb30BaTbCA B Cyde UNnu
HeT;

- BECOMOCTb CBUAETENbLCTB: KA4YEeCTBO M NOMHOTa CBUAETENLCTB;

- ajleKkBaTHOE CBWAETENbCTBO TOro, YTO 3TU Mepbl KOHTpons (npouecc cbopa CBUAETENbCTB) OCyLUe-
CTBMSANNCb KOPPEKTHO M NocrnefoBaTeNnbHO B TeYeHMe BCEro nepuopa, Koraa yCTaHOBMEHHOEe CBUMAETENbCTBO
VHUMOEHTA HapyLleHus MHpopmaLmoHHon 6e3onacHocTy 6bINo coxpaHeHo 1 06paboTaHo CUCTEMON.

12.1.7.2 JonycTMMOCTb AoKa3aTenbCcTB

YTtobbl 4OCTMYL NPU3HAHWUST AOMYCTUMOCTU CBUMAETENbLCTB, OopraHM3auusaMm Heobxoammo obecneuntb yBe-
PEHHOCTb B TOM, YTO MX UH(OPMALMOHHbLIE CUCTEMBI COOTBETCTBYIOT BCEM OpPUAMYECKUM TpeboBaHWsAM U npa-
BUMaM B OTHOLLEHWUU JOMYCTUMbIX CBUAETENLCTB.
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12.1.7.3 KayecTBO 1 NonHoTa JoKa3aTenbCcTB

YT06bI AOCTUYL KayecTBa W MOMHOTLI CBUAETENbCTB, HEOOXOAMMO Hanmuune yoeauTenbHbIX NOATBEPXAe-
HWUI cBupeTenscTB. B oblem cnyyae, Takme ybeamTenoHble NOATBEPXKAEHNUS MOMyT OblTb AOCTUIHYTHI Crieayto-
Lwmm obpasom:

- AN GYMaXHbIX AOKYMEHTOB: OpUrMHan XpaHutcs GesonacHbIM CMOCOBOM U DMKCMPYETCS, KTO Hallen
ero, rae oH 6bln HanaeH, korga oH ObIn HaAeH M KTo 3acBuaeTeNnbCTBOBan obHapyxeHne. Heobxogmmo, 4Tobsl
noboe nccrnegosaHne NOATBEPANIIO, YTO OPUMMHASLI HUKTO He MbITancs UCKa3nTb;

- ANS VMHpopMaLMM Ha KOMMNbIOTEPHBIX HOCUTENAX: KOMUW MHpopMaumn, Ans mobbiXx CMEHHbIX HOocMTenen
MHdOpMaUnK, AN KECTKMX AUCKOB UMW U3 OCHOBHOW NaMsaTh KOMMbIOTEpa, CreayeT BbIMOMHATL Takum obpasom,
4yTO6bI 06ecneunTb Ux 4OCTYNHOCTb. XKypHan Bcex AeNCTBUI, BLINOMHEHHbIX B TeYEHMe npoLecca KonMpoBaHus,
HeobXoAMMO COXpaHsiTb, @ CaMm NPOLECC KONMMPOBaHUS HeobxoammMo AokymeHTupoBaTb. OfHY KOonuio HocuTenemn
MHdOPMaUMK 1 XypHan crnefyeT XpaHnTb 6e3onacHbIM crnocobom.

Koraa nHUMaeHT oBHapyXmBaeTcs BnepBble, He O4EBMOHO, YTO OH MOXET MPUBECTM K BO3MOXHbLIM CyAe6-
HbiM pasbupaTenbcTBam. [103TOMy, CyllecTBYyeT OMacHOCTb, YTO Heobxoaumoe nokasaHve OydeTt criydanHo
paspyLieHo npexae, YemM OCO3HaHa Cepbe3HOCTb MHumaeHTa. LlenecoobpasHo Ha camMom paHHem aTane npu-
BMeKkaTb topucta unuM Munuumio B nobom criydae npepnonaraemblx CyAebHbIX pasbupartenscTB v nonyvaTb
KOHCYIbTaLMi0 OTHOCUTENBHO TPebyeMbIx CBUOETENLCTB.

12.2 NepecmoTp NONUTUKM 6Ge30MacHOCTM N TEXHMYECKOEe COOTBETCTBUE TpeboBaHuam 6e3onac-
HOCTHN

Llenb: obecneyeHne cooTBETCTBMNS CUCTEM NONUTMKE 6€30NacHOCTY OpraHu3aumm n ctaHgapTam.

BesonacHocTe MHPOPMALIMOHHBIX CUCTEM HEOBXOAMMO PErynsapHO aHanM3npoBaTh U OLEeHNBaTb.

Takon aHanu3 (nepecMoTp) HEOBXOAMMO OCYLLECTBAATL B OTHOLUEHUN COOTBETCTBYIOLMX MONUTUK Be3o-
nacHOCTW, a NporpaMMHble cpedcTBa U MHPOPMALMOHHBLIE CUCTEMbI AOMKHbI NOABEPraTbCa ayauTy Ha npeameT
COOTBETCTBUA 3TUM NOMUTUKAM.

12.2.1 CooTBeTCcTBME NONUTUKE Ge3onacHoOCTU

PykoBoanTenn AomkHbl obecneyvBaTb MpaBubHOE BbIMOMHEHWE Bcex nmpouedyp 6esonacHoct B npe-
Aenax nx 30Hbl OTBETCTBEHHOCTU. Kpome Toro, Bce cdepbl AeATENbHOCTN OpraHn3aumm Heobxoammo noasepratb
perynsipHoMy nepecmoTtpy Ansi obecnedeHus TpeboBaHUi No obecnevyeHnto MHPOPMaLMOHHOM 6e30nacHOCTU.
Mpn aTom, kpome YHKLUMOHMPOBAHUSA WHAOPMALMOHHBLIX CUCTEM, aHanudy [OfbKHa nogBepraTbCs Takke
OeATenbHOCTb:

- NOCTaBLLMKOB CUCTEM;

- Bragenbues MHdopMauum u MHOOPMALMOHHBIX aKTUBOB;

- nonb3oBarenen;

- pyKOBOACTBA.

Bnagenbuam nHdopMaumoHHbix cuctem (5.1) cnegyet NpoOBOAMTL PerynsipHble MOHUTOPUHIU UX CUCTEM
Ha COOTBETCTBME MPUHSATLIM NONUTUKaM 6e3onacHocTM 1 nobbiM Apyrum TpeboBaHusam 6esonacHocTn. Bonpochl
MOHWTOPUWHIa NCMoNb30BaHWSA CUCTEM PacCcMOTpeHbl B 9.7.

12.2.2 NMpoBepKa TEXHNYECKOFO COOTBETCTBMA TpeboBaHUAM 6e3onacHOCTH

lMpoBepka TEXHWYECKOro COOTBETCTBMS BKIMHOYAET UCMbITAHWSA OMNepauMoHHbIX cucTeMm ansa obecneyeHus
YBEPEHHOCTW B TOM, 4YTO MeponpusaTna no obecneyveHunio nHpopmalmoHHon 6e3onacHocT OyHKLMOHNPOBaHWSA
annapaTHbIX 1 NPOrpaMMHbIX CpeacTB ObiNn BHeApPeHbl NPaBuUbHO. ATOT TUM NPOBEPKM COOTBETCTBMA TpebyeT
TEXHUYECKOMW MOMOLM cneumanucta. [aHHyilo NpoBepKy cregyeT OCYLWEeCTBNAATb BPYYHY (MpWM MOMOLLM
COOTBETCTBYIOLUNX MHCTPYMEHTAmMbHBLIX U MPOrpamMMHbIX CPEACTB, MPY HEOBXOAMMOCTM) ONbITHOMY CUCTEMHOMY
WHXEHEepY UMM C NOMOLLbI0 aBTOMaTMU3NPOBAHHOTO MakeTa Nporpamm, KOTOPbIN reHepupyeT TEXHUYECKUA oTyeT
ANns nocneayloLero aHanmaa TeXHUYECKUM CrneLmanncToMm.

MpoBepka COOTBETCTBMS Takke BKMOYaET TECTUPOBAHME Ha HanvMyue NonbITOK HeCaHKLUMOHUMPOBAHHOIO
pocTyna K cucteme (MPOHWKHOBEHUE), KOTOPOe MOXET ObiTb BbIMNOMHEHO HE3aBWCMMbIMW 3KCepTamu, cneuu-
anbHO NpuUrfalleHHbIMM MO KOHTPaKTy Ans 3T1oro. [lJaHHoe TecTMpoBaHWe MOoXeT ObiTb nonesHbIM Ans obHapy-
XKEHWS yA3BMMOCTEN B cUCTEMe W Ans npoBepku 3ddeKTMBHOCTM Mep 6e3onacHOCTM Mpu MpegoTBpaLleHnm
HeaBTOPM3OBAHHOIO JOCTyna BCReAcTBMe 3TuX ysasBumocTen. Ocobyio OCTOPOXHOCTb CrieayeT MposiBNSATb B
cryyasix, Korga TecT Ha NMPOHUKHOBEHME MOXET NMpUBECTU K KoMMpoMeTaumn 6e30nacHOCTM CUCTEMbI U Henpea-
HaMepeHHOMY UCMOMb30BAHUIO APYIUX YA3BUMOCTEN.

JTiobass npoBepka TEXHUYECKOro COOTBETCTBUSA AOIMKHA BbINOMHATHCH TOMbKO KOMMNETEHTHbIMU, aBTOpU-
30BaHHbIMK NLaMu Nnbo nog nx HabniogeHeMm.
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12.3 Mepbl 6e3onacHoCcTU Npu NpoBeAeHUN ayauTa

Llenb: makcnmmsaumsa adpeKTMBHOCTU U MUHUMU3AUNS BAUSHUA Ha MHOpMaLMOHHYI0 6esonacHOCTL B
npouecce ayauta CUCTEMbI,

Heobxogmmo npegycmatpuBaTb MepoONnpuATUS no obecnedyeHunto MHopmaumoHHo 6e3onacHocTu one-
pauMOHHOW cpedbl U MHCTPYMEHTanbHbIX CPeACTB ayauTa B Npouecce NpoBeAeHNs ayanTta CUCTEM.

3awwTa Takke TpebyeTcs AN noaaepXkaHust LenocTHOCTU MHAOPMAaLMOHHOW CUCTEeMbl U NMpefoTBpalle-
HWS HENPAaBWITBHOTO UCMONb30BaHNSA MHCTPYMEHTaNbHbIX CPeACcTB ayauTa.

12.3.1 MeponpuaTua no obecnevyeHunto MHopmaLMoHHON 6e30MacHOCTM NPV NPoBeAeHUN ayauTa
cucrtem

TpeboBaHusa M OencTBMA ayauTa, BKIOYaloLMe MNPOBEpPKY OnepaLMoHHbIX CUCTEM, Heobxoaumo TLia-
TenbHO NNaHMpoBaTb W COrnacoBbiBaTb, YTOOLI CBECTU K MUHMMYMY pUCK Ans GusHec-npoueccos, Heobxoanmo
YYUTbIBaTb CreaytoLlee:

- TpeboBaHusa ayamMTa Heo6xoaMMO COrnacoBaTh C COOTBETCTBYHOLLMM PYKOBOACTBOM;

- 06bem paboT no npoBepkam criefyeT CornacoBbiBaTb W KOHTPONMPOBATL;

- Npv NpoBeSEHMN MPOBEPOK HEOOXOAUMO MCMOMb30BaTb AOCTYM TOMBbKO ANA YTEHWS K NPOrpaMMHOMY
obecneyeHnto U AaHHbIM;

- gpyrve Buabl AoCTyna MOryT ObiTb paspelleHbl TOMbKO B OTHOLUEHUW W30NMPOBaHHBLIX KOMui (hannos
CUCTEMbI, KOTOpble HEOBXOAMMO yaansiTe NO 3aBEPLUEHNIO ayanTa;

- HeobxoaMMO 4YeTKO waeHTudMUMpoBaTb U obecrneumBaTb [AOCTYMHOCTb HEOOXOAMMBIX pPECYpCOB
MH(OPMALMOHHBIX CUCTEM AN BbINOMHEHUSA NPOBEPOK;

- TpeboBaHNs B OTHOLUEHWW CheuManbHOW MUNKU OOMOMHUTENbHOW 06paboTKM AaHHbIX cnegyeT uaeHTu-
uuMpoBaTh 1 COrnacoBbIBaTh;

- BECb [OCTYN JOMKEH NoABepraTtbCsi MOHUTOPUHIY Y PErMCTPUMPOBATLCS C Lienblo o6ecneyeHnst MpoToKo-
NPOBaHWA ANs NocrneayoLwmnx CCbInok;

- BCce npoueaypsbl, TpeboBaHusi n 0653aHHOCTY ayauTa criefyeT JOKYMEHTUPOBATh.

12.3.2 3awMTa MHCTPYMEHTaNbHbIX CPeACTB ayauTa CUCTEM

JocTyn K MHCTpyMeHTanbHbIM cpeacTBamM ayauTa CUCTEM, TO €CTb MPOorpaMMHOMY OGecrneveHuo unu
dannam [aHHbIX, HeobxoaMMO 3alwumuwiatb, 4YTOObI NPenoTBpaTUTb NOOOE BO3MOXHOE WX HenpaBuITbHOE
MCMOMNb30BaHWe UNN KOMNpoMeTaumio. Takne MHCTpyYMeHTanbHble cpeacTsa HeobXxoAMmMo OTAENSATb OT CUCTEM
pa3paboTkM 1 CMCTEeM OMNepaLuoOHHON cpeabl, @ TaKkKe He XpaHUTb 3TK cpeacTBa B Gubnmnotekax MarHUTHbIX TIEHT
UM Nonb30BaTeNnbCKUX 06nacTax, ecny He obecneyvyeH COOTBETCTBYIOLMNIA YPOBEHb AONOMHUTENBHOW 3alUUThbI.
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